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The SOC at a High Level
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Better output requires better input, “garbage in, garbage out”
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12/12-06:22:52.879193 [**][1:2014126:1] ET CURRENT_EVENTS DRIVEBY
Blackhole Likely Flash Exploit Request /field.swf [**]

[Classification: A Network Trojan was Detected] [Priority: 1] {TCP}
192.168.45.10:1046 -> 78.46.173.138:80

Oct 30 09:50:48 1,2012/10/30 09:50:48,01606001116,THREAT ,url,1,2012/04/10
04:38:23,192.168.0.2,204.232.231.46,0.0.0.0,0.0.0.0,rule1,crusher,,web-
browsing,vsys|,trust,untrust,ethernet1/2,ethernetl/1,forwardAll,2012/04/10
04:38:24,12783,1,59024,80,0,0,0x200000,tcp,block-
url,"onlinebrandsecuritys.com/install/ws.zip",(9999), malware-sites,
informational,client-to-server, 0,0x0,192.168.0.0-192.168.255.255,United States,0
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Count rule.name rule.uuid
82,103 GPL ICMP_INFO PING Cisco Type.x 2100371
30,613 ET JA3 Hash - Possible Malware - Various Trickbot/Kovter/Dridex 2028401
15,673 ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex/Trickbot CnC) 2021013
13,785 ET POLICY OpenSSL Demo CA - Internet Widgits Pty (O) 2011540
10,101 GPL SNMP public access udp 2101411
9,319 ET HUNTING Suspicious HTTP Request to .bit domain 2018009

9,059 ET HUNTING Suspicious GET To gate.php with no Referer 2030802

9,059 ET INFO Suspicious Windows NT version 9 User-Agent 2015822
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« Section 1: Blue Team Tools
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Section 5: Continuous
Improvement, Analytics, and
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Blue Team Tools and Operations

. Welcome to the Blue Team!

. Exercise 1.0: Virtual Machine Setup

. SOC Overview

. Defensible Network Concepts

. Events, Alerts, Anomalies, and Incidents
. Incident Management Systems

. Exercise |.I: TheHive Incident Management
System

. Threat Intelligence Platforms

. Exercise |.2: MISP Threat Intelligence
Platform

. SIEM and Automation

. Know Your Enemy

. Section | Summary

. Exercise 1.3: SIEM with the Elastic Stack
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:TheHive Ml Glld! Juia

Case # 6 - [Phishing Wave - attachments] Phishing wave reported - "Invoice #4251 - OVERDUE"‘

Group Task Date Assignee Actions
Recon Are t edt t v Analystl
Delivery ) T - tic ’ Analystl

Delivery lentif X ddre F Analystl

Exploit J € t es the file e Analyst2
Install vhat ft tt ent Analyst2

c2 t F f i t Analyst2

Resposne E T i f Analystl
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(Observable Entry)diadall 4418l jalisl) JW13) :TheHive

Create new observable(s)

Observable List (3 of 3)

T
Type % ype ¥

domain ~ - N -
Types Value/Filename 5

Value % domain malware4free[.]tk
evilsite.com

L2 phishing

utonomous-system  ha regext
I i ik
reallybadsite biz filename f bjec L
malwaredfree .tk fqdr the user-agent ﬁ No reports available
{one observable per line) 3 unique observables
domain evilsite[.Jcom

TLP % Isloc Has been sighted g phishing
WHITE  GREEM * © & No reports available
Tags %%

— C reallybadsite[.]biz
phishing
L3 phishing

Description 3k Phishing contains MS Word document that attempts to reach out £ No reports available

and download 2nd stage installer from these domains.
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TheHive: Case Closurec2 <yl @)
|

VERIS Delivery Category Email attachment : Email via user-executed attachment

Status % True Positive False Positive Indeterminate Other Additional information

Incident Detection User

Impact E3 System Impact Minimal impact to non-critical services

Type Of System Affected Laptop(s)

The malicious document was delivered to 1000 people, of those, 2 people
opened the file and enabled the macro. The 2nd stage download site was
blocked by the proxy but the macro did leave a startup item that had to
be manually removed. No damage was done since the callback was
contained. Emails were removed from inboxes and recovery is complete.
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