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1. Introduction

Air-gapped networks are an essential component of securing critical systems and
infrastructures in industries where cyber threats pose significant risks. By physically isolating
systems from unsecured networks, such as the internet, air-gapped networks provide an
additional layer of protection against potential cyberattacks. While these systems offer
enhanced security, they come with challenges, especially when it comes to connectivity,
maintenance, and updates. This article explores air-gapped network architecture, the benefits
and challenges, types of attacks, associated risks, and mitigation strategies, along with real-
world use cases from the healthcare and industrial sectors.

2. What is an Air-Gapped Network?
2.1 Definition

An air-gapped network refers to a system that is physically isolated from other networks,
particularly unsecured networks like the internet. There is no direct connection, either wired
or wireless, between the air-gapped system and external networks, which significantly reduces
the risk of remote cyberattacks.
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2.2 When It’s Used

Air-gapped networks are commonly used in environments where data and operational security
are paramount. These include:

e Healthcare: To secure operational technology (OT) medical devices such as MRl machines
and patient monitoring systems.

¢ Industrial Systems: To protect critical infrastructure like industrial control systems (ICS) and
SCADA (Supervisory Control and Data Acquisition) systems in the petroleum industry.

e Military and Government: To safeguard classified operations and sensitive data.

e Financial Sector: To isolate critical systems from external threats, ensuring operational
continuity.

2.3 Connectivity with Traditional Networks, Updates, and Internet Access

2.3.1 Manual Updates

Since air-gapped systems are isolated, updates must be manually introduced via removable
media, such as USB drives or CDs. This process requires physical access and is often subject
to rigorous security checks to ensure no malware is introduced.

2.3.2 Data Transfer (One-Way Data Diodes)

In situations where data needs to be shared with external systems, one-way data diodes are
employed. These devices ensure that data can flow out of the air-gapped system but not into
it, maintaining the integrity of the air gap.

2.3.3 Maintenance and Support

Maintenance often requires on-site support, as remote access is impossible without violating

the air gap. In some cases, secure jJump boxes may be used for temporary access, ensuring that
integrity is maintained during support operations.



3. Benefits of Air-Gapped Networks

3.1 High Level of Security

By disconnecting critical systems from unsecured networks, air-gapped networks greatly
reduce the likelihood of cyberattacks, especially those that exploit internet vulnerabilities.

3.2 Reduced Attack Surface

Without direct connectivity to external systems, the attack surface is significantly smaller,
limiting the potential avenues of attack.

3.3 Protection of Critical Infrastructure

Air-gapped networks are ideal for industries where operational continuity is crucial, such as
healthcare and industrial operations. These systems ensure that cyber incidents do not disrupt
essential services.



3.4 Data Integrity

Sensitive information, such as patient data or industrial control data, remains protected within
the isolated environment, reducing the risk of data theft or manipulation.

4. Challenges of Air-Gapped Networks
4.1 Complexity in Updates and Maintenance

Due to the absence of direct network connections, updates and patches must be manually
applied. This process can be time-consuming and requires meticulous oversight to ensure no
malicious software is introduced.

4.2 Operational Overhead

The cost and complexity of managing air-gapped systems are higher than traditional
networks. The need for physical security measures and constant monitoring adds to
operational overhead.

4.3 Insider Threats

While air-gapped networks are protected from external attacks, they remain vulnerable to
insider threats. A malicious insider with access to the system can introduce malware or
sabotage operations.

4.4 Limited Remote Monitoring

Air-gapped systems do not support remote access, making monitoring and managing the
network more difficult. Data diodes provide a solution, but they come with their own
complexity and cost.

5. Types of Air-Gap Attacks
5.1 Removable Media (e.g., USB drives)

Attackers can introduce malware into the air-gapped system using infected removable media
like USB drives. The famous Stuxnet worm spread through USB drives to infiltrate critical
systems.

5.2 Electromagnetic Emissions (TEMPEST Attacks)

Hackers can intercept electromagnetic radiation emitted by devices within the air-gapped
network to extract sensitive information without direct access.



5.3 Acoustic Signals

Some malware can use acoustic signals (ultrasonic waves) to transmit data between devices,
bypassing the air-gap. Malware like BadBIOS purportedly used this method.

5.4 Thermal Manipulation (BitWhisper)

By manipulating the heat emitted by computers, attackers can transmit data between air-
gapped systems. This method is known as BitWhisper.

5.5 Light Emissions (LED Attacks)

Attackers can manipulate LEDs on devices like hard drives or network switches to transmit
data through blinking patterns, which can be captured by external devices.

5.6 Air-Gap Jumping Malware (e.g., Bridging Malware)
Some malware is designed to jump the air-gap by using radio frequencies or other covert

methods, such as AirHopper, which uses electromagnetic signals to communicate with nearby
systems.



6. Risks Associated with Air-Gap Attacks
6.1 Data Theft

Sensitive data from healthcare or industrial systems can be stolen through covert attacks,
compromising the integrity of the system.

6.2 Operational Disruption

In environments like healthcare or petroleum, operational disruption caused by an air-gap
breach can have significant consequences, including downtime and safety risks.



6.3 Espionage

Nation-state actors may use sophisticated attacks to steal classified or proprietary information
from air-gapped systems.

6.4 System Integrity Compromise

Malware introduced into an air-gapped system can manipulate configurations or cause
damage, particularly in industrial control systems (ICS).

7. Mitigation Strategies
7.1 Physical Security Controls

Enforce strict physical access controls, such as secure facilities, surveillance, and restricted
zones, to limit unauthorized access to air-gapped systems.

7.2 Device Whitelisting & USB Port Control

Implement whitelisting to limit the devices that can connect to air-gapped systems and disable
or block USB ports to prevent unauthorized media use.

7.3 Regular Scanning and Auditing

Conduct regular scans of removable media and the air-gapped system to detect any malicious
activity or files that could compromise the network.

7.4 Shielding for Electromagnetic and Acoustic Leaks

Use Faraday cages or TEMPEST shielding to block electromagnetic emissions, and
soundproof environments to prevent acoustic attacks.

7.5 Behavioral Monitoring and Intrusion Detection

Install software to monitor air-gapped systems for suspicious behavior, such as unexpected
file transfers or changes in device activity.

7.6 Network Segmentation and Micro-Segmentation

Further segment the air-gapped network into isolated sub-networks, ensuring that only
essential communication occurs between critical systems.

7.7 Employee Training and Awareness

Train staff to recognize and avoid potential risks, including the use of unauthorized devices or
suspicious media, and ensure that they understand the importance of air-gap security.



7.8 Remote Monitoring without Internet Connectivity

Use one-way data diodes to allow data monitoring and transfer without compromising the air-
gapped network by introducing external connectivity.

8. Use Cases for Air-Gapped Networks

8.1 Use Case 1: Air-Gapped Network for Healthcare Organizations Dealing with OT Medical
Devices

8.1.1 Solution Overview

Healthcare organizations often use air-gapped networks to isolate operational technology
(OT) medical devices such as MRI machines, infusion pumps, and patient monitoring
systems. This ensures that sensitive patient data remains secure and critical medical
operations continue uninterrupted.
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8.1.2 Design and Architecture

e Isolated Network Infrastructure: OT medical devices are placed on a physically isolated
network, segregated from the hospital’s IT network, ensuring that unauthorized users cannot
access critical devices.

e Data Flow Control: One-way data diodes allow patient data to be transferred securely from
the OT network to the central hospital database, without permitting external communication
to affect the devices.

e Device Whitelisting: Only authorized devices and secure USB drives are allowed to interact
with the air-gapped network.

8.1.3 Risk Mitigation



e Patient Safety: Critical devices remain secure, preventing attacks that could disrupt essential
medical care.
o Data Integrity: Sensitive patient data remains protected, reducing the risk of data breaches.

8.1.4 Example
A hospital implemented an air-gapped network for MRI machines and critical OT devices,

creating a secure VLAN with strict physical and digital access controls. This setup prevented
external threats from disrupting medical operations, ensuring patient safety.

8.2 Use Case 2: Air-Gapped Network for Industrial Systems in Petroleum Companies

8.2.1 Solution Overview

Petroleum companies use air-gapped networks to secure industrial control systems (ICS) and
SCADA systems, ensuring that critical infrastructure remains protected from external cyber
threats.
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8.2.2 Design and Architecture

e Isolated ICS Network: ICS and SCADA systems are isolated from corporate IT networks,
preventing malware from spreading between systems.

e One-Way Data Transfer: Data diodes transfer industrial performance data to monitoring
systems without allowing external commands or data to enter the ICS environment.

e  Strict Physical Access: Access to the industrial systems is tightly controlled with multi-layered
security.

8.2.3 Risk Mitigation

e Operational Continuity: Isolating ICS systems ensures uninterrupted operations, even in the
event of external cyberattacks.



e Sabotage Prevention: The air-gap reduces the risk of external actors sabotaging industrial
processes.

8.2.4 Example

A petroleum company deployed an air-gapped network to secure its refinery’s SCADA
systems, preventing external hackers from manipulating refining processes. The isolated
network ensured continuous operation and protection against cyber sabotage.

9. Conclusion

Air-gapped networks offer essential protection for critical systems, particularly in sectors such
as healthcare and industrial operations, where security is paramount. While air-gaps provide a
high level of security, they are not immune to sophisticated attack methods. By understanding
potential attack vectors and implementing robust physical and digital mitigation strategies,
organizations can secure their air-gapped environments and ensure the continuity of their
operations.



