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Emad M. Abdelhamid @ -2nd

Technical Leader | SME IT Security Design @ Cisco - CX EMEA .
CCIE#58413 | CCDE#20230008 | CISM®| CISA® | CRISC® | CDPSE™ |
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About qutour

Over 15 years of experience in Information Security, Infrastructure Security, Cloud Security and Network Security sections.
Experienced in securing on-premises, Cloud, Hybrid, and Multi-cloud architectures, with a focus on design and architecture.

| have Experience in designing, implementing, and measuring Network security Controls and relevant technology management Critical
Success Factors (CSF), Key Performance Indicators (KPI), and Metrics.

Proficient in Information System Auditing, IT Risk Management, leading Network and Security teams, IT Security Policy implementation,
and Infrastructure Project Management.

| hold multiple professional certifications, including CISM, CISA, CRISC, CDPSE, 1SO27001 LA, COBIT5, and ITILv4, as well as technical
certifications, such as CCIE Security, CCDE, PCNSE, NSE4, NSE7, and F5 Big-IP.

Extensive work experience in multinational, national, and governmental organizations, including sectors like power stations,
manufacturing, construction, transportation, Health and Banking.

| have extensive knowledge and skills in IT governance, information security policies, business continuity planning, disaster recovery
planning, vulnerability management, data and information protection, and information security awareness.

| also have strong technology capabilities in firewalls, IPS, web security, mail security, VPN, NAC, ADC, MFA, and network and security
monitoring.

| am passionate about solving complex problems, enhancing security performance, and delivering value to clients and stakeholders. |
enjoy working with diverse teams, collaborating with partners, and learning new technologies and trends.



CISSP Module 1: Security and Risk Management
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Emad M. Abdelhamid on LinkedIn

Introduction The Certified Information Systems
Security Professional (CISSP) certification is a globally
recognized credential in the field of information
security. It encompasses a comprehensive body of
knowledge designed to ensure professionals have
the requisite skills to effectively design, implement,...

CISSP Module 2: Asset Security (Asset
Management) .Jg.@lll 8,151- Jguo\ll U.o|

Emad M. Abdelhamid on LinkedIn

Introduction Asset Security, also known as Asset
Management, involves identifying, classifying,
protecting, and managing information assets
throughout their lifecycle. This domain focuses on
ensuring that information assets are adequately
protected and managed to support the...
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CISSP Module 3: Security Architecture and
Engineering duo V| dwaiglly & )lasell duwrig!

Emad M. Abdelhamid on LinkedIn

Introduction This module covers the foundational
principles of security architecture and engineering. It
includes various security models, cryptographic
services, trusted computing bases, cloud computing,
digital signatures, system vulnerabilities,
cryptanalysis, and physical security. The aim is to...

CISSP Module 4: Communication and Network
Security Owill oly VLAY

Emad M. Abdelhamid on LinkedIn

Introduction This module covers the fundamental
principles of secure communication and network
security. It includes designing secure network
architectures, understanding secure network
components, implementing secure communication
channels, ensuring secure remote access,...
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CISSP Module 5: Identity and Access Management
(IAM) Js0sllg d4194]l 50l

Emad M. Abdelhamid on LinkedIn

Introduction This module covers the essential
principles of Identity and Access Management (IAM),
including identification, authentication, authorization,
and accountability. duwlwll ts3lall jaall lia sy
5 3Laally iy ymill ells (b Loy Jooplly dsgll 815y
dJclually o gaillg It focuses on designing and...

Module 6: Security Assessment and Testing oy
yuisVlg ;Lo

Emad M. Abdelhamid on LinkedIn

Introduction ds18.]l Security assessment and testing
are critical components of an organization's security
management process. These activities help identify
vulnerabilities, ensure compliance with regulations,
and improve overall security posture. This module
covers various strategies, techniques, and processes...
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Emad M. Abdelhamid on Linkedin

Introduction This module covers the principles and
practices of security operations. It focuses on
understanding and implementing effective security
operations, managing security incidents, and
ensuring continuous monitoring and improvement of
security measures. The goal is to equip professional...

Module 7 : Module 8: Software Development Security - (!

Claaa ) ghat

The module will guide you through the integration of security
in the Software Development Life Cycle (SDLC), the application
of security controls, the assessment of software security
effectiveness, the evaluation of acquired software's security
impact, database security, and the implementation of secure
coding guidelines and standards.
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hashtag#CISSP - Certified Information Systems Security Professional

To facilitate the study of sciences in Arabic, | will periodically post articles
that provide a brief overview of a chapter from one of the most
important certifications in information security in the world, which is the:

CISSP - Certified Information Systems Security Professional
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These articles will include an initial summary of the chapter's contents,
followed by a detailed explanation of each section, supported by
examples, clarifications, and definitions. At the end of each section, there
will be five questions to test the understanding of that section, along
with explanations of the answers before moving on to the next section,
and so on until the chapter concludes with a summary of what has been
presented. This will be followed by the sources from which the material
was gathered, which will be suitable for a detailed study of the subject in
the future.
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These articles, once completed, will serve as a good introduction to
preparing for the certification. However, they are not sufficient on their
own and will require detailed preparation from the sources mentioned at
the end of each article.
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For Module 1 : https://Inkd.in/dkkyFGdW
For Module 2 : https://Inkd.in/dNUWhiJs
For Module 3: https://Inkd.in/dsgBXhEc
For Module 4: https://Inkd.in/d DBAmM4h
For Module 5: https://Inkd.in/dGPDeKWF
For Module 6: https://Inkd.in/dZHHJKJx
For Module 7: https://Inkd.in/d JswW5W
For Module 8: https://Inkd.in/dQsQHggR

Resources - _aladll

-10fficial (1ISC)? CISSP Study Guide

2-  CISSP (ISC)? Official Practice Tests

3- CISSP All-in-One Exam Guide by Shon
Harris

4-  Cybrary — CISSP Training by Kelly
Handerhan

https://Inkd.in/d4zrAkJz

5-  Oreilly = CISSP Training by Sari Greene
https://Inkd.in/dANS-hVc.

6- CISSP bundles by Thor Pedersen
https://Inkd.in/d2tpgalk

7- CISSP MindMaps YouTube Playlist
from Destination Certification
https://Inkd.in/deJM44xX
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necessary for managing and protecting an organization’s information assets.
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Module 1 Brief:

The Security and Risk Management module covers the essential aspects of creating
and maintaining a secure environment within an organization. It is divided into
several key areas:
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1. Confidentiality, Integrity, and Availability (CIA Triad): jslgUlg daljul & judl
Ensuring information is protected from unauthorized access, maintaining its
accuracy and completeness, and ensuring it is available to authorized users when
needed.
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2. Governance and Policy dwluullg deSg=Jl Developing and enforcing security
policies, standards, guidelines, and procedures to ensure consistent security
practices across the organization.
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3. Risk Management jblxall 3)l5] Identifying, assessing, mitigating, and monitoring
risks to the organization’s information assets through various strategies and
methodologies.
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4. Legal and Regulatory Compliance ywuaiily (Jgildl JUie VI Ensuring
adherence to relevant laws, regulations, and standards to protect information and
avoid legal consequences.
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5. Professional Ethics duigall LMYl Upholding ethical standards and principles
in the practice of information security.
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6. Security Governance oVl 4aSg¢> Establishing and maintaining a framework for
managing and overseeing the organization'’s security efforts.
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7. Threat Modeling Ulayagill d>3ei Identifying potential threats and vulnerabilities
to the organization’s information systems and assessing their potential impact.
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8. Business Continuity and Disaster Recovery Planning Jloc¥| & )lyoiwl bubi
OyleSJl o oleillg Developing plans and procedures to ensure the organization can
continue operations and recover quickly in the event of a disruption or disaster.
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Graph 1: CIA

1. Confidentiality, Integrity, and Availability (CIA Triad):

« Confidentiality

Confidentiality ensures that sensitive information is accessed only by authorized
individuals. It involves implementing access controls, encryption, ensuring the
principle of least privilege, and data classification to identify and protect sensitive



information.
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« Access Controls: Include methods like mandatory access control (MAC),
discretionary access control (DAC), role-based access control (RBAC), and attribute-
based access control (ABAC) to ensure only authorized individuals can access
sensitive information.
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« Encryption: Techniques such as symmetric encryption (AES) and asymmetric
encryption (RSA) protect data at rest, in transit, and in use.
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« Least Privilege: This principle ensures users are granted the minimum level of
access necessary to perform their job functions, reducing the risk of unauthorized
access.
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« Data Classification: Organizing data based on sensitivity and criticality helps in
applying appropriate protection measures. Categories might include public, internal,
confidential, and top secret.
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-Example:Using AES-256 encryption to protect sensitive customer data stored in a
database.
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-Example: A company implements RBAC to ensure only employees with the role of
"HR Manager" can access the payroll system. Additionally, junior accountants are



given access only to the financial records needed for their tasks, not to all company
financial data.
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* Integrity dal;Jl

Integrity ensures that information is accurate and complete and that it has not been
tampered with. Techniques include hashing, digital signatures, checksums, and
access controls and regular audits.
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« Hashing: Algorithms like SHA-256 and SHA-3 create a fixed-size hash value from
input data, ensuring data has not been altered. If even a single bit changes, the hash
value will be different.
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- Digital Signatures: These use asymmetric cryptography to provide assurance
about the origin and integrity of a message or document. They are commonly used
in emails and software distribution.
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» Checksums and Cyclic Redundancy Checks (CRCs): Simple error-detecting codes
like CRCs ensure data integrity during storage and transmission by comparing the
stored checksum with a newly calculated one.
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» Access Controls and Audits: Regular audits and strict access controls help in
monitoring and ensuring the integrity of critical data.
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-Example: Using SHA-256 to generate a hash value for software files ensures they
have not been tampered with during transfer.
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-Example: Signing email messages with a digital signature verifies the sender's
identity and ensures the content has not been altered.
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-Example: Employing CRC checks to verify the integrity of files downloaded from
the internet. Implementing access logs and conducting regular audits detect
unauthorized changes to critical files.
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+ Availability ,61gill

Availability ensures that information and resources are accessible to authorized
users when needed. This is achieved through redundancy, failover mechanisms, and
DoS mitigation strategies, with regular testing and updates of disaster recovery
plans.
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e Redundancy: Techniques like RAID, load balancing, and redundant power supplies
ensure continuous availability of data and services even in case of hardware failures.
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« Disaster Recovery Plans (DRP): These plans include strategies for data backup,
recovery, and maintaining critical functions during and after a disaster.
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« Failover Mechanisms: Systems like hot, warm, and cold sites, as well as automated



failover solutions, ensure operations continue without significant interruption.
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« Denial-of-Service (DoS) Mitigation: Strategies include using firewalls, intrusion
prevention systems (IPS), and traffic analysis tools to detect and mitigate DoS
attacks.
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-Example:Using RAID 5 for data storage ensures data availability even if one disk
fails.

1>lg yoys Juis A o iz Sl jo45 ouay S (= plaziwl

-Example: Developing detailed disaster recovery plans to restore systems and data
after a disruption. For example, a company may set up a warm site to quickly switch
operations in case of a major disaster.
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Multiple Choice Questions:

1. What is the primary goal of the CIA Triad in information security?
A. To increase the complexity of the security system

B. To ensure information confidentiality, integrity, and availability

C. To promote the use of advanced cryptographic techniques

D. To facilitate regulatory compliance

2. Which of the following ensures that sensitive information is accessed only by
authorized individuals?

A. Integrity



B. Availability
C. Confidentiality
D. Non-repudiation

3. What technique involves creating a fixed-size hash value from input data to
ensure data integrity?

A. Encryption

B. Digital Signatures
C. Hashing

D. Access Control

4. What principle ensures that users are granted the minimum level of access
necessary to perform their job functions?

A. Need-to-Know

B. Separation of Duties
C. Least Privilege

D. Dual Control

5. What is a common strategy to ensure availability of data in case of hardware
failure?

A. Encryption
B. RAID
C. Hashing

D. Digital Signatures
Answers and Explanations:

1. Answer: B. To ensure information confidentiality, integrity, and availability

Explanation: The CIA Triad is fundamental in information security to ensure
information is protected in terms of confidentiality, integrity, and availability.
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2. Answer: C. Confidentiality

Explanation: Confidentiality ensures that sensitive information is accessed only by
authorized individuals, protecting it from unauthorized access.
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3. Answer: C. Hashing

Explanation: Hashing creates a fixed-size hash value from input data, ensuring data
integrity by making it easy to detect alterations.
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4. Answer: C. Least Privilege

Explanation: The principle of least privilege ensures users are granted the minimum
level of access necessary to perform their job functions, reducing the risk of
unauthorized access.
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5. Answer: B. RAID

Explanation: RAID (Redundant Array of Independent Disks) is a common strategy
used to ensure data availability in case of hardware failure.
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Graph 2: Business Objectives
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« Security Policies oVl & lwluw

« Security policies are high-level management directives that define the approach
to managing information security. This includes policies like information security,
acceptable use, and data privacy policies.
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« High-Level Management Directives: These policies provide the strategic
direction for all security efforts in the organization. Examples include Information
Security Policy, Acceptable Use Policy, and Data Privacy Policy.
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« Policy Lifecycle: This involves the creation, approval, implementation, monitoring,
and updating of security policies.
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1.Creation: Drafting policies based on organizational needs, regulatory
requirements, and industry best practices.
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2.Approval: Obtaining management approval to ensure alignment with
organizational goals.
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3.Implementation: Communicating policies to all employees and providing
necessary training.
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4.Monitoring: Regularly reviewing policies to ensure they are being followed and
are effective.
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5.Updating: Revising policies as necessary to address new threats and changing
business needs.
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-Example: Developing an Information Security Policy that outlines the organization's
approach to managing and protecting information assets.
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-Example: Implementing an Acceptable Use Policy that specifies acceptable and
unacceptable behaviors when using company IT resources.
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-Example: Creating a Data Privacy Policy that details how personal data will be
collected, used, and protected.
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« Security Standards, Guidelines, and Procedures Slely>Vlg SlbLinyVlg dyioVl juleoll

Standards, guidelines, and procedures support security policies by providing
detailed instructions and best practices for implementing security controls.
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« Standards: Mandatory requirements for implementing security controls. Examples
include password complexity standards and encryption standards.
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« Guidelines: Recommended best practices for achieving security objectives.
Examples include guidelines for secure software development and data handling.
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 Procedures: Step-by-step instructions for carrying out specific security tasks.



Examples include incident response procedures and backup procedures.
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-Example: Implementing a password complexity standard that requires passwords
to be at least eight characters long and include a mix of letters, numbers, and special
characters.
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-Example: Developing guidelines for secure software development that recommend
practices such as code reviews and security testing.
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-Example: Creating incident response procedures that outline the steps to take in
the event of a security breach.
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Multiple Choice Questions:

1. What is the primary purpose of security policies within an organization?
A. To increase the complexity of the security system

B. To define the approach to managing information security

C. To promote the use of advanced cryptographic techniques

D. To facilitate regulatory compliance

2. Which of the following is a high-level management directive that provides
strategic direction for security efforts in the organization?

A. Procedure

B. Guideline



C. Standard

D. Policy

3. What does the policy lifecycle involve?

A. Creation, approval, implementation, monitoring, and updating of security policies
B. Developing new encryption methods

C. Ensuring high availability of information systems

D. Conducting regular security audits

4. Which of the following provides step-by-step instructions for carrying out
specific security tasks?

A. Standard

B. Policy

C. Procedure

D. Guideline

5. What is the purpose of security standards within an organization?
A. To provide mandatory requirements for implementing security controls
B. To recommend best practices for achieving security objectives

C. To establish high-level management directives

D. To ensure the use of advanced cryptographic techniques
Answers and Explanations:

1. Answer: B. To define the approach to managing information security

Explanation: The primary purpose of security policies is to define the approach to
managing information security within an organization.
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2. Answer: D. Policy

Explanation: A policy is a high-level management directive that provides strategic



direction for security efforts in the organization.
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3. Answer: A. Creation, approval, implementation, monitoring, and updating of
security policies

Explanation: The policy lifecycle involves the creation, approval, implementation,
monitoring, and updating of security policies to ensure they remain effective and
relevant.
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4. Answer: C. Procedure

Explanation: A procedure provides step-by-step instructions for carrying out
specific security tasks within an organization.
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5. Answer: A. To provide mandatory requirements for implementing security
controls

Explanation: Security standards provide mandatory requirements for implementing
security controls to ensure consistent and effective security practices.
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Graph 3: Risk Assessment Matrix

3. Risk Management jblxall 3,l5]

« Risk Identification jblxall 325

Risk identification involves determining the potential threats that could negatively
affect the organization’s information assets. This includes identifying both internal



and external threats.
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« Internal Threats: These originate from within the organization and can include
employee misconduct, insider threats, and system failures.
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« External Threats: These originate from outside the organization and can include
cyber attacks, natural disasters, and supply chain disruptions.
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-Example:ldentifying potential threats such as phishing attacks targeting employees.
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-Example: Recognizing natural disasters like earthquakes as external threats that
could disrupt business operations.
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* Risk Assessment jblxoll puudi

Risk assessment involves evaluating the identified risks to understand their potential
impact and likelihood. This includes qualitative and quantitative risk assessments.
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« Qualitative Risk Assessment: This method uses descriptive categories to assess
risks, such as high, medium, and low.

huwgis (e Jio yblxoll pudi] ooy s gs.Luf&JI I3 pazxiuy wegill yblxall poudi
Aiios
« Quantitative Risk Assessment: This method uses numerical values and statistical

models to assess risks, often involving calculations like Annual Loss Expectancy
(ALE).
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*Annual Loss Expectancy (ALE): A calculation used in quantitative risk assessment
to estimate the annual financial loss from a specific risk.
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ALE=SLExARO

SLE : (Single Loss Expectancy) - dssgiodl dy3yall 8)lul

ARO: (Annual Rate of Occurrence) - $giud| y ozl Ggi> Jame

-Example Calculation: Suppose the SLE (Single Loss Expectancy) for a potential
data breach is $100,000, and the ARO (Annual Rate of Occurrence) is 2. The ALE
(Annual Loss Expectancy) can be calculated as follows:

ALE=SLExAROALE=SLExARO
ALE=100,000x2=200,000ALE=100,000x2=200,000

» This means the estimated annual financial loss from the data breach risk is
$200,000.

g3 200,000 (& SLLl §y5 a3 e 8y28ell & gl ddladl )lusd] of sy i

-Example: Performing a qualitative risk assessment to categorize identified risks
based on their potential impact on the organization.
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-Example: Using the ALE formula to estimate the financial impact of a data breach,
where SLE is $100,000 and ARO is 2, resulting in an ALE of $200,000.
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« Risk Mitigation b lxall carai

Risk mitigation involves implementing measures to reduce the impact and likelihood
of risks. This includes risk avoidance, risk transference, risk reduction, and risk
acceptance.
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« Risk Avoidance: Taking steps to eliminate a risk by not engaging in activities that
would incur the risk.
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« Risk Transference: Shifting the risk to a third party, such as through insurance or
outsourcing.

a1z 5 oloey Glsiwll gl Guolil Jie Ul oy Iyl Jygm pbolall Jas

« Risk Reduction: Implementing controls to minimize the impact or likelihood of the
risk.
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« Risk Acceptance: Acknowledging the risk and choosing to accept it without taking
any specific measures to address it.
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-Example: Implementing a firewall and antivirus software to reduce the risk of cyber
attacks.
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-Example: Purchasing cyber insurance to transfer the financial risk associated with
data breaches to an insurance company.
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-Example: Deciding to accept the risk of minor software bugs that do not
significantly affect operations.
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Multiple Choice Questions:

1. What is the primary purpose of risk identification within an organization?



A. To develop new security technologies

B. To determine potential threats that could negatively affect information assets
C. To ensure compliance with regulations

D. To enhance user experience

2. Which of the following is an internal threat?

A. Phishing attacks

B. Natural disasters

C. Insider threats

D. Supply chain disruptions

3. What method uses descriptive categories to assess risks?
A. Quantitative Risk Assessment

B. Annual Loss Expectancy (ALE)

C. Qualitative Risk Assessment

D. Risk Transference

4. What calculation is used in quantitative risk assessment to estimate the
annual financial loss from a specific risk?

A. SLE

B. ARO

C. ALE

D. ROI

5. What is an example of risk transference?
A. Implementing a firewall

B. Purchasing insurance

C. Accepting minor software bugs



D. Avoiding risky activities

Answers and Explanations:

1. Answer: B. To determine potential threats that could negatively affect information
assets

Explanation: The primary purpose of risk identification is to determine potential
threats that could negatively affect the organization’s information assets.
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2. Answer: C. Insider threats

Explanation: Insider threats are internal threats originating from within the
organization, such as employee misconduct or system failures.
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3. Answer: C. Qualitative Risk Assessment

Explanation: Qualitative risk assessment uses descriptive categories like high,
medium, and low to assess risks.
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4. Answer: C. ALE

Explanation: ALE (Annual Loss Expectancy) is a calculation used in quantitative risk
assessment to estimate the annual financial loss from a specific risk.
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5. Answer: B. Purchasing insurance

Explanation: Risk transference involves shifting the risk to a third party, such as
through purchasing insurance.



Graph 4: Compliance

4. Legal and Regulatory Compliance ywouhiilg igilddl JUie VI

« Data Protection Laws OULl dhlo> (pilgd

Organizations must comply with various data protection laws and regulations to
protect personal and sensitive information. Examples include the General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA).
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« GDPR: A comprehensive data protection law in the European Union that sets
guidelines for the collection, processing, and storage of personal data.
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» CCPA: A state statute intended to enhance privacy rights and consumer protection
for residents of California, USA.
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-Example: Ensuring that the organization complies with GDPR by implementing
appropriate data protection measures and conducting regular data protection
impact assessments (DPIAs).
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-Example: Updating privacy policies to meet the requirements of the CCPA,
including providing consumers with the right to access and delete their personal
information.
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« Industry Regulations ducluall ailgUl

Industry-specific regulations ensure that organizations adhere to standards that
protect sensitive information. Examples include the Health Insurance Portability and
Accountability Act (HIPAA) for healthcare and the Payment Card Industry Data
Security Standard (PCI DSS) for payment processing.
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« HIPAA: A US law designed to provide privacy standards to protect patients'
medical records and other health information.
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« PCI DSS: A set of security standards designed to ensure that all companies that
accept, process, store, or transmit credit card information maintain a secure
environment.
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-Example: Implementing HIPAA compliance measures to ensure the confidentiality
and security of patients' health information.
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-Example: Ensuring compliance with PCI DSS by implementing security measures
for credit card data during transactions.
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« International Laws ddgaJl ;uilgdll

Organizations operating across multiple countries must comply with various
international laws and regulations. This includes laws like the General Data
Protection Regulation (GDPR) in Europe and the Personal Data Protection Act (PDPA)



in Singapore.
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« GDPR: A comprehensive data protection law in the European Union that sets
guidelines for the collection, processing, and storage of personal data.
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« PDPA: A data protection law in Singapore that governs the collection, use, and
disclosure of personal data by organizations.
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-Example: Ensuring compliance with GDPR by implementing appropriate data
protection measures and conducting regular data protection impact assessments
(DPIAs).
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-Example: Complying with PDPA by updating privacy policies to meet its
requirements, including obtaining consent from individuals before collecting their
personal data.
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Multiple Choice Questions:

1. What is the primary purpose of data protection laws like GDPR?
A. To increase the complexity of data management
B. To ensure the protection of personal and sensitive information

C. To promote the use of advanced encryption methods



D. To facilitate data sharing between organizations

2. Which of the following is an example of an industry-specific regulation?
A. GDPR

B. HIPAA

C. PDPA

D. CCPA

3. What does the GDPR regulate?

A. The use of encryption technologies

B. The collection, processing, and storage of personal data
C. The development of new software applications

D. The creation of security policies

4. Which of the following laws governs the collection, use, and disclosure of
personal data in Singapore?

A. GDPR

B. HIPAA
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C. PDPA

D. CCPA

5. What is the purpose of PCI DSS?

A. To regulate data protection in the healthcare industry

B. To establish standards for protecting credit card information
C. To provide guidelines for data sharing

D. To enhance privacy rights for California residents

Answers and Explanations:

1. Answer: B. To ensure the protection of personal and sensitive information

Explanation: The primary purpose of data protection laws like GDPR is to ensure the
protection of personal and sensitive information.
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2. Answer: B. HIPAA
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Explanation: HIPAA is an industry-specific regulation designed to provide privacy
standards to protect patients' medical records and other health information.
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3. Answer: B. The collection, processing, and storage of personal data

Explanation: GDPR regulates the collection, processing, and storage of personal data
to protect individuals' privacy.
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4. Answer: C. PDPA

Explanation: The Personal Data Protection Act (PDPA) governs the collection, use,
and disclosure of personal data in Singapore.
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5. Answer: B. To establish standards for protecting credit card information

Explanation: PCI DSS is a set of security standards designed to ensure that all
companies that accept, process, store, or transmit credit card information maintain a
secure environment.

26l Slslay dclun Sl glol jlso (PCI DSS) dacuoall ol jules o dcgazo g
bl oleisVl dslay Ologles Jiii gl o3 of llei ol Juii (il OIS pidl graz ol lesa)
diol diy wle

Graph 5 : (ISC)? Code of Ethics

5. Professional Ethics dxigall OBV

« Code of Ethics &LVl digas

The (ISC)? Code of Ethics provides guidelines for ethical behavior in the field of



information security. It emphasizes the importance of integrity, honesty, and
responsibility.
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« Protect Society: Ensure that actions benefit the public good and do not harm
others.
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« Act Honorably: Conduct oneself with honesty and integrity in all professional
dealings.

duigall OMoleill graz b diloly dnlyiy b paill 6 iy b paill
o Act Fairly: Treat all individuals and groups with fairness and respect.
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 Act Responsibly: Accept responsibility for one's actions and their consequences.
lgsdlscg JlacVl ye dgduuall Joud &lgduras b paill

« Act Diligently: Perform duties with diligence and competence.

8claS g @z Olizlgll eyl &azy b paill

-Example: Reporting a security breach to the relevant authorities to protect society
and uphold ethical standards.
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-Example: Treating all clients and colleagues with fairness and respect, regardless of
their background or status.

« Importance of Ethics in Information Security Slogleall ool b OB ETPY|

Upholding ethical standards is crucial in maintaining trust and credibility in the field
of information security. It helps professionals navigate complex situations and make
decisions that align with moral and legal standards.
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-Example: Making an ethical decision to disclose a vulnerability to a software
vendor rather than exploiting it for personal gain.
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-Example: Upholding confidentiality agreements and not disclosing sensitive
information about clients or projects.
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Multiple Choice Questions:

1. What is one of the key principles of the (ISC)? Code of Ethics?
A. Maximize personal gain

B. Act honorably

C. Focus on profit

D. Avoid responsibility

2. Which of the following best describes "Act Diligently" in the (ISC)? Code of
Ethics?

A. Ensure actions benefit the public good

B. Conduct oneself with honesty

C. Perform duties with diligence and competence

D. Treat all individuals with fairness

3. Why is upholding ethical standards important in information security?
A. To increase profits

B. To maintain trust and credibility



C. To exploit vulnerabilities

D. To reduce workload

4. What does "Act Fairly" entail according to the (ISC)?> Code of Ethics?
A. Performing duties competently

B. Treating all individuals and groups with fairness and respect

C. Ensuring the public good

D. Avoiding responsibility for actions

5. What should an information security professional do if they discover a
vulnerability in a client’s system?

A. Exploit it for personal gain
B. Ignore it to avoid extra work
C. Report it to the relevant authorities

D. Sell the information to a competitor
Answers and Explanations:

1. Answer: B. Act honorably

Explanation: One of the key principles of the (ISC)? Code of Ethics is to act
honorably, conducting oneself with honesty and integrity in all professional dealings.
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2. Answer: C. Perform duties with diligence and competence

Explanation: "Act Diligently" means to perform duties with diligence and
competence, ensuring that tasks are completed to the best of one's ability.
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3. Answer: B. To maintain trust and credibility

Explanation: Upholding ethical standards is important in information security to
maintain trust and credibility, helping professionals navigate complex situations and



make morally and legally aligned decisions.
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4. Answer: B. Treating all individuals and groups with fairness and respect

Explanation: "Act Fairly" in the (ISC)? Code of Ethics entails treating all individuals
and groups with fairness and respect, regardless of their background or status.
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5. Answer: C. Report it to the relevant authorities

Explanation: An information security professional should report a vulnerability in a
client's system to the relevant authorities to protect society and uphold ethical
standards.
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Graph 6: Security Governance

6. Security Governance ;oll daSg>

« Security Governance Framework oVl &aSg> )lb]

Security governance involves establishing and maintaining a framework to guide the
organization'’s security efforts. This includes defining roles, responsibilities, and
processes for managing security.
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« Roles and Responsibilities: Clearly defining who is responsible for various aspects
of security within the organization.
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« Security Policies and Procedures: Developing policies and procedures that
provide guidelines for security practices and incident response.
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« Risk Management: Implementing processes to identify, assess, and mitigate risks
to the organization’s information assets.
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« Compliance: Ensuring that the organization adheres to relevant laws, regulations,
and standards.
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-Example: Assigning specific security responsibilities to different roles within the
organization, such as a Chief Information Security Officer (CISO) overseeing the
overall security program.
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-Example: Developing a comprehensive incident response plan that outlines the
steps to be taken in the event of a security breach.
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- Alignment with Business Objectives Jasll wlaal go §slgill

Security governance should align with the organization’s business objectives to
ensure that security efforts support overall business goals. This involves integrating
security into business processes and decision-making.
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« Integration into Business Processes: Ensuring that security is considered in all
business processes, from strategic planning to day-to-day operations.
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« Support for Business Goals: Aligning security initiatives with business goals, such
as protecting customer data to build trust and enhance the company’s reputation.
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-Example: Integrating security requirements into the product development lifecycle
to ensure new products meet security standards and protect customer data.
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-Example: Aligning a security awareness program with business goals by educating
employees on the importance of protecting sensitive information and how it
supports the organization’s reputation.
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Multiple Choice Questions:

1. What is the primary goal of security governance within an organization?
A. To implement the latest security technologies

B. To align security efforts with business objectives

C. To increase the complexity of the security system

D. To focus solely on regulatory compliance

2. Which of the following best describes a security governance framework?
A. A set of technical controls to protect information systems

B. A comprehensive approach to managing security roles, responsibilities, and
processes

C. A list of security tools and technologies



D. A collection of encryption algorithms

3. How can security governance align with business objectives?

A. By integrating security into business processes and decision-making

B. By focusing on implementing advanced cryptographic techniques

C. By outsourcing all security functions

D. By ensuring employees use complex passwords

4. What is one of the key components of a security governance framework?
A. Developing new software applications

B. Defining roles and responsibilities

C. Increasing the budget for security technologies

D. Conducting daily vulnerability scans

5. What is an example of integrating security into business processes?
A. Developing a new encryption algorithm

B. Creating a comprehensive incident response plan

C. Ensuring security is considered in all business processes

D. Training employees to use complex passwords

Answers and Explanations:

1. Answer: B. To align security efforts with business objectives

Explanation: The primary goal of security governance is to align security efforts with
business objectives to ensure that security supports the overall goals of the
organization.
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2. Answer: B. A comprehensive approach to managing security roles,



responsibilities, and processes

Explanation: A security governance framework involves a comprehensive approach
to managing security roles, responsibilities, and processes within an organization.
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3. Answer: A. By integrating security into business processes and decision-
making

Explanation: Security governance can align with business objectives by integrating
security into business processes and decision-making.
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4. Answer: B. Defining roles and responsibilities

Explanation: One of the key components of a security governance framework is
defining roles and responsibilities for managing security within the organization.
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5. Answer: C. Ensuring security is considered in all business processes

Explanation: Integrating security into business processes means ensuring that
security is considered in all business processes, from strategic planning to day-to-
day operations.
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Graph 7: Threat Modeling
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« Threat Identification Olagagil aya=i



Threat modeling involves identifying potential threats to the organization’s
information systems. This includes understanding the sources of threats, such as
malicious actors or natural disasters, and the methods they might use to exploit
vulnerabilities.
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« Sources of Threats: These can include internal sources (e.g., disgruntled
employees) and external sources (e.g., hackers, natural disasters).
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« Methods of Exploitation: These can include phishing, malware, social
engineering, and physical attacks.

Oloxgllg ducloiz VI dwaigll 8Ladl zolydl WiV dpodl Jouini Qi oy JU2iwll §,b
) lall

-Example: Identifying phishing attacks as a potential threat from external sources
targeting employees.
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-Example: Recognizing disgruntled employees as a potential internal threat that
could lead to data breaches or sabotage.
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» Threat Assessment Olagagil puds

Threat assessment involves evaluating the identified threats to determine their
potential impact on the organization’s information assets. This includes assessing
the likelihood and severity of each threat.

Ologlse Jgol e Jaizall 1yl ayaxi) 83120l gl ass Olaagill andi Jesy
a3y JS dauing Jleisl puadi Gl oundy deldaiell

« Likelihood: The probability that a particular threat will occur.
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« Severity: The potential impact or damage that the threat could cause if it occurs.
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-Example: Assessing the likelihood and severity of phishing attacks to determine
their potential impact on the organization.
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-Example: Evaluating the potential impact of a disgruntled employee leaking
sensitive data.

« Threat Mitigation Olagagil carasi

Threat mitigation involves implementing measures to reduce the impact and
likelihood of identified threats. This includes using technical controls, administrative
controls, and physical controls.

U3 ouady 833xadl Olagagidl Jlaislg ).ul.: Judai) yulad dueis Olagagidl caxesi Jouiy
4 ledl Inglguadlg dy bV glguadl disil bglguadl plazxiwl

« Technical Controls: These include firewalls, intrusion detection systems, and
antivirus software.
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« Administrative Controls: These include policies, procedures, and training
programs.
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« Physical Controls: These include security guards, locks, and surveillance cameras.
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-Example: Implementing email filtering and anti-phishing training to mitigate the
threat of phishing attacks.
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-Example: Installing surveillance cameras and access controls to mitigate the threat
of physical attacks.
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Multiple Choice Questions:

1. What is the primary purpose of threat modeling?

A. To develop new security technologies

B. To identify potential threats to information systems

C. To ensure compliance with regulations

D. To enhance user experience

2. Which of the following is an internal source of threats?
A. Hackers

B. Natural disasters

C. Disgruntled employees

D. Malware

3. What does threat assessment involve?

A. Implementing security controls

B. Evaluating the likelihood and severity of identified threats
C. Developing new encryption methods

D. Conducting regular security audits

4. What is an example of a technical control used for threat mitigation?
A. Surveillance cameras

B. Security policies



C. Firewalls

D. Training programs

5. What is the purpose of physical controls in threat mitigation?
A. To increase the complexity of security systems

B. To protect information systems through physical means

C. To develop new software applications

D. To enhance the user experience

Answers and Explanations:

1. Answer: B. To identify potential threats to information systems

Explanation: The primary purpose of threat modeling is to identify potential threats
to the organization’s information systems.
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2. Answer: C. Disgruntled employees

Explanation: Disgruntled employees are an internal source of threats as they
originate from within the organization.
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3. Answer: B. Evaluating the likelihood and severity of identified threats

Explanation: Threat assessment involves evaluating the likelihood and severity of
identified threats to determine their potential impact.
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4. Answer: C. Firewalls

Explanation: Firewalls are an example of a technical control used for threat
mitigation.
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5. Answer: B. To protect information systems through physical means

Explanation: Physical controls in threat mitigation protect information systems
through physical means, such as security guards and surveillance cameras.
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Graph 8: Threat Scenario

8. Business Continuity and Disaster Recovery Planning 4 )lyeiwl bulhsi
ylgSl o il Jlac

« Business Continuity Planning (BCP) JlacVl 4 ) lpeilwl by

BCP involves developing plans and procedures to ensure that critical business
functions can continue during and after a disaster. This includes identifying essential
functions, developing recovery strategies, and conducting regular testing and
updates.
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« Identifying Essential Functions: Determining which business functions are critical
to the organization’s operations.
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» Developing Recovery Strategies: Creating strategies to restore critical functions
quickly and efficiently.
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« Regular Testing and Updates: Conducting regular tests and updates to ensure
the BCP remains effective and relevant.
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-Example: 1dentifying the organization's payroll function as critical and developing
strategies to ensure it can continue in the event of a disaster.
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-Example: Conducting regular disaster recovery drills to test the effectiveness of the
BCP and make necessary adjustments.
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- Disaster Recovery Planning (DRP) &)lgSJl o éleill boudn i

DRP focuses on restoring IT systems and data after a disaster. This includes data
backup, recovery procedures, and establishing recovery time objectives (RTO) and
recovery point objectives (RPO).
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« Data Backup: Regularly backing up data to ensure it can be restored after a
disaster.
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« Recovery Procedures: Developing detailed procedures for restoring IT systems
and data.
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« RTO and RPO: Establishing RTOs and RPOs to define acceptable downtime and
data loss.
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*RTO: The maximum acceptable amount of time to restore a function after a
disaster.
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*RPO: The maximum acceptable amount of data loss measured in time.
C6g)l Lwlae Ll olada) Josball (osVl azdl b3leiw] dnds olaa
-Example Calculation:

Suppose an organization has an RTO of 4 hours for their email system. This means
that after a disaster, the email system must be restored within 4 hours to be
acceptable.
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« If the RPO is set to 1 hour, the maximum acceptable data loss for the email system
is 1 hour of emails.
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-Example: Implementing a daily data backup schedule to ensure data can be
restored to within the last 24 hours.
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-Example: Developing detailed recovery procedures to restore critical IT systems
within the established RTO.
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Multiple Choice Questions:

1. What is the primary purpose of Business Continuity Planning (BCP)?

A. To develop new security technologies

B. To ensure critical business functions can continue during and after a disaster

C. To increase profits



D. To enhance user experience

2. What does Disaster Recovery Planning (DRP) focus on?
A. Restoring IT systems and data after a disaster

B. Implementing new business strategies

C. Developing marketing plans

D. Enhancing customer service

3. What is an example of a recovery strategy in BCP?

A. Developing new software applications

B. Creating strategies to restore critical functions quickly

C. Conducting market research

D. Training employees on new technologies

4. What does RTO stand for in disaster recovery planning?
A. Recovery Time Objective

B. Recovery Technology Optimization

C. Risk Treatment Option

D. Remote Teleworking Operation

5. What is the purpose of data backup in DRP?

A. To ensure data can be restored after a disaster

B. To enhance the user experience

C. To increase system complexity

D. To improve customer satisfaction

Answers and Explanations:

1. Answer: B. To ensure critical business functions can continue during and



after a disaster

Explanation: The primary purpose of Business Continuity Planning (BCP) is to ensure
that critical business functions can continue during and after a disaster.
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2. Answer: A. Restoring IT systems and data after a disaster

Explanation: Disaster Recovery Planning (DRP) focuses on restoring IT systems and
data after a disaster.
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3. Answer: B. Creating strategies to restore critical functions quickly

Explanation: An example of a recovery strategy in BCP is creating strategies to
restore critical functions quickly and efficiently.
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4. Answer: A. Recovery Time Objective

Explanation: RTO stands for Recovery Time Objective, which is the maximum
acceptable amount of time to restore a function after a disaster.
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5. Answer: A. To ensure data can be restored after a disaster

Explanation: The purpose of data backup in DRP is to ensure that data can be
restored after a disaster.
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Conclusion

In conclusion, the Security and Risk Management domain of the CISSP certification is



essential for understanding the foundational principles necessary to protect and
manage an organization's information assets. This domain covers a wide range of
topics, from the CIA Triad to risk management, legal compliance, and professional
ethics. By mastering these concepts, professionals can ensure that their
organizations are well-equipped to handle security challenges and maintain the
integrity, confidentiality, and availability of their information systems.
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to support the organization's security and risk management objectives.
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Module Brief:

The Asset Security module is divided into several key areas:
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1. Asset Inventory and Management lgi)lslg JguoVl 3)>

This involves creating and maintaining a comprehensive list of all information assets
within an organization, including hardware, software, and data assets. It ensures that
all assets are tracked, maintained, and protected throughout their lifecycle.
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2. Assigning Ownership aSloll =i

This focuses on assigning responsibility for the protection and management of an
asset to a specific individual or department, ensuring accountability and proper
handling of assets.
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3. Classifying Assets Based on Value deud]l Je zli Jg..aill ST-Y)

This involves categorizing data based on its value, sensitivity, and criticality to ensure
appropriate levels of protection and handling.
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4. Data Protection Based on Classification wauioil (Je zlis Sl dile>

This describes the methods used to protect data based on its classification, including
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encryption, access control, and backup.

b oSzillg yuaiill A3 (o Lo dgauia wle 2l ULl &las) do szl g ol oy
b LoVl zuilly Joos)

5. Data Lifecycle Management SLiludl 3> 895 3)ld]

This explains the stages of the data lifecycle, from creation to disposal, and the
processes involved in each stage.
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6. Data Destruction and Disposal lgie yolxilg SULWI o\l

This details the methods and practices for securely destroying and disposing of data
that is no longer needed.
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7. Digital Rights Management (DRM) dwes )l §ga=Jl 3,0>]

This describes how DRM technologies protect digital content by controlling its use,
distribution, and access.
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8. Data Loss Prevention (DLP) SULwl glass gie

This explains how DLP technologies monitor, detect, and prevent the unauthorized
transfer of data, protecting sensitive information from data breaches.
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9. Asset Assessment and Review lgin>lyog Jgoll pudi

This involves evaluating the value, risk, and security posture of information assets
through regular assessments, audits, and reviews.
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1. Asset Inventory and Management lgi)lslg Jguo VI 3)>

- Asset Inventory Jg.oll 55>

Asset inventory involves maintaining a comprehensive list of all information assets
within the organization.
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e Hardware Inventory 3jg>Vl 5)>

Keeping a detailed record of all physical devices such as servers, workstations, and
network equipment.
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-Example: Listing all company laptops, including their serial numbers and assigned
users.
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e Software Inventory Olzopdl 3)>
Documenting all software applications and licenses used within the organization.
dobaitall g1 doasibuall poslilly gelull Slaubi giaz Gaiss

-Example: Recording all software licenses for Microsoft Office used in the company.
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e Data Inventory OUlul >y>

Maintaining a list of all critical data assets, including their location and access
controls.
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-Example: Documenting the locations of all customer databases and their access
permissions.
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« Asset Lifecycle Management Jg.oVl 3l 8)95 3,5l

Asset lifecycle management involves managing assets from their acquisition to their
disposal, ensuring they are adequately protected and maintained throughout their
lifecycle.
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Example: Implementing policies and procedures for the acquisition, maintenance,
and disposal of IT assets.
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e Acquisition 3|g=iw)l

Establishing procedures for acquiring new assets, including vendor selection and
procurement processes.
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-Example: Following a standardized procurement process for purchasing new
servers.
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¢ Maintenance diluall
Ensuring regular maintenance and updates to keep assets functioning effectively.
Jles JSuin Jasi Jeoll (e blaxl Slipaxily 491 diluall glows

-Example: Scheduling regular updates and patches for software applications to



ensure they remain secure and functional.
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e Disposal yolxil
Implementing secure disposal methods for assets that are no longer needed.
e dolxy a5 o) (il JguoW oVl palzdl @b iudis
-Example: Securely wiping and then recycling old hard drives.
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Multiple Choice Questions:

1. What is the primary purpose of asset inventory in asset management?
A. To generate revenue from assets

B. To maintain a comprehensive list of all information assets

C. To sell assets to external parties

D. To remove assets from the inventory

2. Which process involves managing assets from their acquisition to their
disposal?

A. Asset classification
B. Asset ownership
C. Asset lifecycle management

D. Asset disposal



3. What is an example of asset inventory?

A. Selling obsolete equipment

B. Maintaining an inventory of hardware, software, and data assets
C. Removing outdated software from the system

D. Assigning responsibility for asset protection

4. Why is asset lifecycle management important in asset management?
A. To categorize assets based on sensitivity

B. To assign responsibility for the protection and management of an asset
C. To manage assets from their acquisition to their disposal

D. To sell assets to external parties

5. What is the role of asset inventory in asset management?
A. To sell assets to external parties

B. To categorize data based on its value

C. To maintain a comprehensive list of all information assets

D. To remove data from the system

Answers and Explanations:
1. Answer: B. To maintain a comprehensive list of all information assets

Explanation: The primary purpose of asset inventory in asset management is to
maintain a comprehensive list of all information assets within the organization.
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2. Answer: C. Asset lifecycle management

Explanation: Asset lifecycle management involves managing assets from their
acquisition to their disposal, ensuring they are adequately protected and maintained
throughout their lifecycle.
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3. Answer: B. Maintaining an inventory of hardware, software, and data assets

Explanation: An example of asset inventory is maintaining a comprehensive list of
hardware, software, and data assets within the organization.
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4. Answer: C. To manage assets from their acquisition to their disposal

Explanation: Asset lifecycle management is important because it ensures that assets
are managed from their acquisition to their disposal, maintaining their protection
and value throughout their lifecycle.
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5. Answer: C. To maintain a comprehensive list of all information assets

Explanation: The role of asset inventory in asset management is to maintain a
comprehensive list of all information assets within the organization.
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2. Assigning Ownership dSla]l =i

« Asset Ownership Jg.oll &SLo

Asset ownership involves assigning responsibility for the protection and
management of an asset to a specific individual or department.
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-Example: Assigning a data owner to be responsible for the protection and
management of customer data.
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e Data Owner OULI el
The individual responsible for the overall protection and management of data.
Sl 8)ls]g delsdl lazdl (e Jgguuall 3yall

-Example: The head of the IT department being designated as the data owner for all
company IT assets.
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e Data Custodian oLl L'H_.oi

The individual or entity responsible for the safe custody, transport, and storage of
the data.
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-Example: The IT security team acting as the data custodian for encrypted backups.

8 yoiral| b limVl gawill Sl HuelS 6 oy Slogleall lizg)giSi ool & 46 tJlio



e Data Steward SUill 6 yine
The individual responsible for ensuring data quality and integrity.
i liig SLLWI 839> olewsd e Jgguadl 3)all

-Example: A database administrator acting as a data steward, ensuring data
accuracy and consistency.
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e Data Processor Olill glleo
The entity that processes data on behalf of the data owner.
Sl el e 4l SLLl @lsy sl LS

-Example: An external cloud service provider acting as a data processor for storing
and managing data.
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e Data Subject OUL| g g g0
The individual whose personal data is being processed.
dposid] by dxdlee o5 sl 38l

-Example: A customer whose personal information is stored and processed by the
company.
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Multiple Choice Questions:

1. What is the primary purpose of asset ownership in asset management?

A. To generate revenue from assets



B. To assign responsibility for the protection and management of an asset
C. To sell assets to external parties

D. To remove assets from the inventory

2. Which role is responsible for the overall protection and management of
data?

A. Data Processor
B. Data Custodian
C. Data Owner

D. Data Subject

3. What is an example of a data custodian's responsibility?
A. Ensuring data quality and integrity

B. Processing data on behalf of the data owner

C. Safe custody, transport, and storage of data

D. Assigning responsibility for data protection

4. Why is the role of a data steward important in asset management?
A. To generate revenue from data

B. To ensure data quality and integrity

C. To sell data to external parties

D. To remove data from the inventory

5. What is the role of a data processor in asset management?



A. To sell data to external parties
B. To categorize data based on its value
C. To process data on behalf of the data owner

D. To remove data from the system

Answers and Explanations:

1. Answer: B. To assign responsibility for the protection and management of an
asset

Explanation: The primary purpose of asset ownership in asset management is to
assign responsibility for the protection and management of an asset to a specific
individual or department.
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2. Answer: C. Data Owner

Explanation: The data owner is responsible for the overall protection and
management of data.
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3. Answer: C. Safe custody, transport, and storage of data

Explanation: A data custodian is responsible for the safe custody, transport, and
storage of data.
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4. Answer: B. To ensure data quality and integrity

Explanation: The role of a data steward is important in asset management because



it ensures data quality and integrity.
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5. Answer: C. To process data on behalf of the data owner

Explanation: The role of a data processor in asset management is to process data
on behalf of the data owner.
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3. Classifying Assets Based on Value dosd)l (e zly JguoVl chuiai

« Data Classification Policy OUbul carinad duwluw

Data classification policy defines the criteria for categorizing data based on its
sensitivity and value to the organization.
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-Example: A policy that categorizes data as public, internal, confidential, or highly
confidential.
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« Data Handling Procedures SULWI dxllse Slelys]

Data handling procedures outline the steps for managing data based on its
classification to ensure proper protection.
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-Example: Procedures for encrypting confidential data during transmission and
storage.
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- Baseline and Guidelines &13LiyVlg duwlwll gzl

Baseline and guidelines provide standardized practices for data classification and
handling.
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-Example: A baseline requiring all confidential data to be encrypted and guidelines
for handling highly confidential data.
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- Security Labels and Markings oVl Slolsllg & luauwill

« Security Labels duioV| & luawudl

Labels used to indicate the classification level of data, such as "Confidential" or "Top
Secret."
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 System Readable oUsL dclyall Lils

Security labels that can be interpreted by computer systems to enforce access
controls.
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« Human Readable piul o 3clyall LS

Security markings that are easily understood by humans, such as headers on
documents indicating classification level.
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« Security Marking duioVl OloMsll

The practice of marking documents and data with classification levels to ensure



proper handling.
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Multiple Choice Questions:

1. What is the primary purpose of a data classification policy in asset
management?

A. To generate revenue from data
B. To define criteria for categorizing data based on sensitivity and value
C. To sell data to external parties

D. To remove data from the inventory

2. Which process involves outlining the steps for managing data based on its
classification?

A. Data classification policy
B. Data handling procedures
C. Baseline and guidelines

D. Security labeling

3. What is an example of a baseline in data classification and handling?
A. Selling obsolete data

B. Requiring all confidential data to be encrypted

C. Removing outdated data from the system

D. Assigning responsibility for data protection



4. Why are security labels important in data classification?
A. To categorize data based on sensitivity

B. To indicate the classification level of data

C. To remove data from the inventory

D. To sell data to external parties

5. What is the role of data handling procedures in asset management?
A. To sell data to external parties

B. To define criteria for categorizing data

C. To outline the steps for managing data based on its classification

D. To remove data from the system

Answers and Explanations:

1. Answer: B. To define criteria for categorizing data based on sensitivity and
value

Explanation: The primary purpose of a data classification policy in asset
management is to define the criteria for categorizing data based on its sensitivity
and value to the organization.
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2. Answer: B. Data handling procedures

Explanation: Data handling procedures outline the steps for managing data based
on its classification to ensure proper protection.
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3. Answer: B. Requiring all confidential data to be encrypted

Explanation: An example of a baseline in data classification and handling is
requiring all confidential data to be encrypted.
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4. Answer: B. To indicate the classification level of data

Explanation: Security labels are important in data classification because they
indicate the classification level of data, ensuring proper handling and protection.
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5. Answer: C. To outline the steps for managing data based on its classification

Explanation: The role of data handling procedures in asset management is to
outline the steps for managing data based on its classification to ensure proper
protection.
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4. Data Protection Based on Classification wauiail oJe zlu Sl dles

« Data in Rest a>l)Jl o SULWI

Data that is stored on physical or digital media and not actively moving through the
network.
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e Protection Methods d;loxJ| §,b

1. Encryption yadidll: Encrypting stored data to prevent unauthorized access.
-Example: Encrypting a database containing customer information.
Mozl Ulogleo e $gixi Glily sacls ol

2. Access Control Jgogll s pS2il: Implementing access controls to restrict who
can view or modify the data.

-Example: Restricting access to sensitive files to only authorized personnel.
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3. Backup b li>Vl &wil: Regularly backing up data to ensure it can be restored in
case of loss or corruption.

-Example: Scheduling daily backups of critical business data.
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« Data in Motion dS)=Jl (o LI

Data that is actively moving through the network, such as being transmitted
between systems.

dadailll on Jaid il Sl Jie vdSwid] jue blid &y=it sl bkl
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1. End-to-End Encryption 4lgil J| d3lgil o painill: Encrypting data from the source to
the destination to prevent interception.

-Example: Using end-to-end encryption for email communications.
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2. Link Encryption bulgyJl yaui: Encrypting data as it travels over specific network
segments.



-Example: Encrypting data over a VPN connection.

3. Onion Routing ol au=qil: Using multiple layers of encryption to anonymize
the data's path through the network.

-Example: Using the Tor network for secure and anonymous browsing.
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« Archive and Retention Period blaisV1 8,i69 ddui)Vl

e Archiving da.,Vl: Storing data that is no longer actively used but must be retained for
legal, regulatory, or historical purposes.

-Example: Archiving financial records for seven years for regulatory compliance.

<
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e Retention Period blai>Vl 3yis: Defining how long data must be retained before it can be
safely deleted.

-Example: Retaining customer data for five years after the end of the business
relationship.
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« Roles in Data Protection &Lilul &las> (b )lgoVl

1. Data Owner OLLl ¢l

The individual or entity responsible for the overall protection and management of
data.
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-Example: The head of the IT department being designated as the data owner for all
company IT assets.
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2. Data Processor Ol gllse
The entity that processes data on behalf of the data owner.
bl el e 4l ULl @dlsy I L3

-Example: An external cloud service provider acting as a data processor for storing
and managing data.
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3. Data Custodian OLLuI 0._l_.oi

The individual or entity responsible for the safe custody, transport, and storage of
the data.
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-Example: The IT security team acting as the data custodian for encrypted backups.
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4. Data Steward SUL! W e
The individual responsible for ensuring data quality and integrity.
lgialiig SLLWl 839> olewsd e Jggunadl 3)all

-Example: A database administrator acting as a data steward, ensuring data
accuracy and consistency.
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5. Data Subject SULWI £ 090
The individual whose personal data is being processed.

dpazaill Slily dxlee i sl 5,8l



-Example: A customer whose personal information is stored and processed by the
company.
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Multiple Choice Questions:

1. What is the role of a data owner in data protection?

A. To process data on behalf of the data owner

B. To ensure data quality and integrity

C. To be responsible for the overall protection and management of data

D. To safely store and transport data

2. What method can be used to protect data in rest?
A. End-to-End Encryption

B. Link Encryption

C. Backup

D. Onion Routing

3. What is an example of data in motion?
A. Data stored on a hard drive

B. Data being transmitted between systems
C. Archived financial records

D. Backed-up data on a server

4. Why is a retention period important in data management?



A. To ensure data is encrypted
B. To define how long data must be retained before deletion
C. To classify data based on sensitivity

D. To manage data access controls

5. What is an example of end-to-end encryption?

A. Encrypting a database containing customer information
B. Using VPN for secure connection

C. Encrypting data for email communications

D. Anonymizing data's path through the network

Answers and Explanations:

1. Answer: C. To be responsible for the overall protection and management of
data

Explanation: The data owner is responsible for the overall protection and
management of data.
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2. Answer: C. Backup

Explanation: One method to protect data in rest is regularly backing up the data to
ensure it can be restored in case of loss or corruption.
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3. Answer: B. Data being transmitted between systems



Explanation: Data in motion refers to data that is actively moving through the
network, such as being transmitted between systems.
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4. Answer: B. To define how long data must be retained before deletion

Explanation: A retention period is important because it defines how long data must
be retained before it can be safely deleted.
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5. Answer: C. Encrypting data for email communications

Explanation: End-to-end encryption is a method used to protect data during
transmission, such as encrypting data for email communications.
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5. Data Lifecycle Management SLlwl sb> 895 8]

« Data Creation SULuI <Low]

Data creation involves generating new data, either manually or automatically,
through business processes and activities.
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-Example: Creating a new customer record in a CRM system.
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« Data Storage SULI ¢ 335

Data storage involves saving data in physical or digital formats for future use and
reference.
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-Example: Storing documents on a secure file server.
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« Data Usage SLLI plasiwl

Data usage involves accessing and using data for various business purposes and
decision-making processes.
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-Example: Analyzing sales data to identify market trends.
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« Data Archiving &Gl éi.é.;i'ui

Data archiving involves moving data that is no longer actively used to a separate
storage system for long-term retention.
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-Example: Archiving old financial records that are no longer needed for day-to-day
operations.
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« Data Disposal SLLIl o yalzxil

Data disposal involves securely destroying data that is no longer needed or required
to be retained.
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-Example: Shredding old paper records or securely wiping digital storage devices.
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Multiple Choice Questions:

1. What is the primary purpose of data creation in the data lifecycle?
A. To destroy old data

B. To generate new data through business processes

C. To store data for future use

D. To archive old data

2. Which process involves saving data in physical or digital formats for future
use?

A. Data creation
B. Data storage
C. Data archiving

D. Data disposal

3. What is an example of data usage in the data lifecycle?
A. Creating a new customer record

B. Storing documents on a file server

C. Analyzing sales data for decision-making

D. Archiving old financial records

4. Why is data archiving important in the data lifecycle?



A. To destroy old data
B. To generate new data
C. To move data that is no longer actively used to a separate storage system

D. To securely wipe digital storage devices

5. What is the role of data disposal in the data lifecycle?
A. To generate new data

B. To store data for future use

C. To move data to a separate storage system

D. To securely destroy data that is no longer needed

Answers and Explanations:
1. Answer: B. To generate new data through business processes

Explanation: The primary purpose of data creation in the data lifecycle is to
generate new data through business processes and activities.
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2. Answer: B. Data storage

Explanation: Data storage involves saving data in physical or digital formats for
future use and reference.
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3. Answer: C. Analyzing sales data for decision-making

Explanation: An example of data usage in the data lifecycle is accessing and



analyzing sales data for decision-making purposes.
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4. Answer: C. To move data that is no longer actively used to a separate storage
system

Explanation: Data archiving is important because it involves moving data that is no
longer actively used to a separate storage system for long-term retention.
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5. Answer: D. To securely destroy data that is no longer needed

Explanation: The role of data disposal in the data lifecycle is to securely destroy
data that is no longer needed or required to be retained.
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6. Data Destruction and Disposal lgio yjolxilg SULI ol

« Defendable Destruction gloall JylaJl wo\GYI

Defendable destruction involves securely destroying data in a manner that ensures it
cannot be recovered or reconstructed.
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-Example: Using multiple methods to destroy data on a hard drive to prevent data



recovery.
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« Media Destruction bilwgll yi0ay

Media destruction involves physically destroying storage media to render data
unrecoverable.
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-Example: Shredding or disintegrating old hard drives and CDs.

dzorall Lolydllg dayaddl dbadl yolysVl elsas o gubnds

» Methods of Data Destruction SULl y015 §,b

1. Shredding gubiill: Cutting paper documents or storage media into small pieces.
-Example: Shredding paper records containing sensitive information.
dwlws> Dloglee (e $gizi il @usygdl HM=uwll gubndi

2. Disintegrating c¢liSaill: Breaking down storage media into small, unrecoverable
pieces.

-Example: Using a disintegrator to destroy hard drives.

aball GolysVl yieai) ¢lSas plaxiwl

3. Incinerating §)=JI: Burning data storage media to ashes.

-Example: Incinerating old paper records and CDs.

dzox0ll yoliUly doyasll &6yl Mzl §)>

4. Drilling ya=ll: Drilling holes into storage media to physically destroy it.
-Example: Drilling through hard drives to render them unusable.
plaziwll) s yue lglez) &ball Golysll e jasll

5. Degaussing akusoJl @Jl;): Using a strong magnetic field to erase data on



magnetic media.
-Example: Degaussing old tapes and hard drives.
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6. Crypto Shredding j,ue.iniJU gibaiidl: Encrypting data and then deleting the
encryption keys.

-Example: Encrypting and crypto shredding data on a cloud storage service.
| (g3 doss e el Ol gubbdig e
7. Overwriting §¢9 44liSJI: Writing new data over existing data to prevent recovery.

-Example: Overwriting data on a hard drive multiple times to ensure it is
unrecoverable.
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8. Wiping zuuell: Using software to securely erase data from storage devices.
-Example: Using a data wiping tool to erase all data on a laptop.
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9. Erasure auwall: Removing data from storage devices through software-based
methods.

-Example: Using a secure erase function to delete data from an SSD.
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Multiple Choice Questions:

1. What is the primary purpose of defendable destruction?
A. To sell data to external parties

B. To securely destroy data to ensure it cannot be recovered

C. To store data for future use

D. To archive old data



2. Which method involves physically destroying storage media to render data
unrecoverable?

A. Degaussing
B. Crypto Shredding
C. Media Destruction

D. Overwriting

3. What is an example of shredding in data destruction?
A. Burning data storage media

B. Using a strong magnetic field to erase data

C. Cutting paper documents into small pieces

D. Writing new data over existing data

4. Why is data wiping important in data destruction?
A. To generate new data

B. To store data for future use

C. To securely erase data from storage devices

D. To archive old data

5. What is the role of incinerating in data destruction?
A. Encrypting data before deletion
B. Burning data storage media to ashes

C. Drilling holes into storage media



D. Breaking down storage media into small pieces

Answers and Explanations:

1. Answer: B. To securely destroy data to ensure it cannot be recovered

Explanation: The primary purpose of defendable destruction is to securely destroy
data in a manner that ensures it cannot be recovered or reconstructed.
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2. Answer: C. Media Destruction

Explanation: Media destruction involves physically destroying storage media to
render data unrecoverable.
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3. Answer: C. Cutting paper documents into small pieces

Explanation: Shredding in data destruction involves cutting paper documents or
storage media into small pieces to ensure data cannot be recovered.
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4. Answer: C. To securely erase data from storage devices

Explanation: Data wiping is important in data destruction because it uses software
to securely erase data from storage devices.
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5. Answer: B. Burning data storage media to ashes

Explanation: Incinerating in data destruction involves burning data storage media
to ashes to ensure data cannot be recovered.
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7. Digital Rights Management (DRM) dioas)Jl §g8=l 3,l>]

* DRM Technologies dwes)Jl gga=ll 8)l5] Sluay

DRM technologies protect digital content by controlling how it can be used,
distributed, and accessed.
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-Example: Using DRM to restrict copying and sharing of digital books.
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« Access Controls Jgogll (o pSxill

DRM implements access controls to restrict who can view or use digital content.
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-Example: Restricting access to a video stream to authorized users only.
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* Encryption il



DRM uses encryption to protect digital content from unauthorized access.
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-Example:Encrypting e-books to prevent unauthorized reading or copying.
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Multiple Choice Questions:

1. What is the primary purpose of DRM technologies?

A. To generate revenue from digital content

B. To protect digital content by controlling its use and distribution
C. To sell digital content to external parties

D. To remove digital content from the inventory

2. Which DRM method involves restricting who can view or use digital content?
A. Encryption

B. Access Controls

C. Archiving

D. Shredding

3. What is an example of encryption in DRM?

A. Restricting copying and sharing of digital books

B. Encrypting e-books to prevent unauthorized reading or copying
C. Burning digital content to ashes

D. Writing new data over existing digital content



4. Why are access controls important in DRM?
A. To generate new digital content

B. To define criteria for categorizing digital content
C. To restrict who can view or use digital content

D. To archive old digital content

5. What is the role of encryption in DRM?

A. To sell digital content to external parties

B. To securely destroy digital content

C. To protect digital content from unauthorized access

D. To store digital content for future use

Answers and Explanations:

1. Answer: B. To protect digital content by controlling its use and distribution

Explanation: The primary purpose of DRM technologies is to protect digital content
by controlling how it can be used, distributed, and accessed.
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2. Answer: B. Access Controls

Explanation: Access controls in DRM restrict who can view or use digital content.
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3. Answer: B. Encrypting e-books to prevent unauthorized reading or copying



Explanation: An example of encryption in DRM is encrypting e-books to prevent
unauthorized reading or copying.
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4. Answer: C. To restrict who can view or use digital content

Explanation: Access controls are important in DRM because they restrict who can
view or use digital content.
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5. Answer: C. To protect digital content from unauthorized access

Explanation: The role of encryption in DRM is to protect digital content from
unauthorized access.
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8. Data Loss Prevention (DLP) SULl lass gio

* DLP Technologies SLll ;lags gie Oluidy

DLP technologies monitor and control data transfers to prevent unauthorized access
and data breaches.
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-Example: Using DLP software to block the transfer of sensitive data through email.
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« Content Inspection $gixall oo

DLP technologies inspect the content of data being transferred to detect sensitive
information.

SLis5 DLP dwbusdl Ologlsall csliiSV dgaiall UL Seine jomas

-Example: Inspecting outgoing emails to detect and block the transfer of credit card
numbers.
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« Policy Enforcement & lwludl Juais

DLP technologies enforce organizational policies regarding the handling and
transfer of sensitive data.
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-Example: Enforcing a policy that prevents employees from transferring sensitive
data to personal cloud storage.
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« Incident Response Salg=l alxiw)l
DLP technologies provide alerts and tools for responding to data breach incidents.
Slids DLP bl s Ginlgsd alsiwl) Oilgoly lguuis 4645

-Example: Generating an alert when an unauthorized attempt to transfer sensitive
data is detected.
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« Most Famous DLP Solutions Sl olaés gie Jgl> yguil



1- Symantec DLP

Symantec's DLP solution offers comprehensive protection for data in motion, at rest,
and in use, with advanced content inspection and incident response capabilities.
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-Example: Using Symantec DLP to prevent unauthorized sharing of sensitive files via
email.
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2- McAfee Total Protection for DLP

McAfee's DLP solution integrates with their broader security platform, providing
data protection across endpoints, networks, and the cloud.
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-Example: Using McAfee DLP to monitor and control data transfers to USB devices.
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3- Forcepoint DLP

Forcepoint's DLP solution emphasizes human-centric security, focusing on
understanding user behavior and preventing data breaches through behavioral
analytics.
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-Example: Using Forcepoint DLP to detect and block anomalous data transfer
activities.
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4- Digital Guardian DLP

Digital Guardian's DLP solution offers both endpoint and network data protection,
with strong capabilities for protecting intellectual property and regulated data.
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O Example: Using Digital Guardian DLP to enforce encryption on sensitive data
before transfer.
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Multiple Choice Questions:

1. What is the primary purpose of DLP technologies?

A. To generate revenue from data

B. To monitor and control data transfers to prevent unauthorized access
C. To sell data to external parties

D. To remove data from the inventory

2. Which DLP method involves inspecting the content of data being
transferred?

A. Content Inspection
B. Policy Enforcement
C. Incident Response

D. Data Encryption

3. What is an example of policy enforcement in DLP?
A. Inspecting outgoing emails to detect sensitive information
B. Blocking the transfer of sensitive data through email

C. Enforcing a policy that prevents transferring sensitive data to personal cloud
storage



D. Generating an alert for unauthorized data transfer

4. Why is content inspection important in DLP?
A. To generate new data

B. To define criteria for categorizing data

C. To detect sensitive information being transferred

D. To securely store data

5. What is the role of incident response in DLP?

A. To sell data to external parties

B. To securely destroy data

C. To provide alerts and tools for responding to data breach incidents

D. To archive old data

Answers and Explanations:

1. Answer: B. To monitor and control data transfers to prevent unauthorized
access

Explanation: The primary purpose of DLP technologies is to monitor and control
data transfers to prevent unauthorized access and data breaches.
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2. Answer: A. Content Inspection

Explanation: Content inspection in DLP involves inspecting the content of data
being transferred to detect sensitive information.
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3. Answer: C. Enforcing a policy that prevents transferring sensitive data to
personal cloud storage

Explanation: An example of policy enforcement in DLP is enforcing a policy that
prevents employees from transferring sensitive data to personal cloud storage.

4. Answer: C. To detect sensitive information being transferred

Explanation: Content inspection is important in DLP because it helps detect
sensitive information being transferred and prevents unauthorized data breaches.
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5. Answer: C. To provide alerts and tools for responding to data breach
incidents

Explanation: The role of incident response in DLP is to provide alerts and tools for
responding to data breach incidents.

AUl Gy Eolgad dilaiwll Olgaly Olanii poss ot dlgml) &lxiwll g5

9. Asset Assessment and Review lgis>l)oq Jsmill ALLaT

- Asset Assessment JgoVl audi

Asset assessment involves evaluating the value, risk, and security posture of
information assets.
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-Example: Assessing the security measures in place for critical databases.
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* Regular Audits 4 )9 Sle>lyall
Conducting regular audits to ensure compliance with security policies and standards.
duioVl yuleally Slwlul go JUie Ml ;lossd 45 )ga)l Sleslyell clysl

Example:Performing annual security audits to review the effectiveness of data
protection measures.
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* Risk Assessment ,blxoll pudi

|dentifying and evaluating risks to information assets and implementing controls to
mitigate them.
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Example: Conducting a risk assessment to identify vulnerabilities in the network
infrastructure.

izl &Swid] by b Olydll sl boliall auds cly>l

« Asset Review Jguoll d=>lyo

Periodically reviewing asset inventories and classifications to ensure they are up to
date and accurate.
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Example: Reviewing and updating the inventory of software applications used in the
organization.
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« Continuous Monitoring &yeiuell dislyall

Implementing continuous monitoring tools and processes to detect and respond to
security incidents in real-time.

Bl b LoVl Einlgmd &lxiwllg CoLiiSY & patuall &slyell Ollacy lgsl iuaii
l=all.

-Example: Using a Security Information and Event Management (SIEM) system to
monitor network activity.
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Multiple Choice Questions:

1. What is the primary purpose of asset assessment in asset management?
A. To generate revenue from assets

B. To evaluate the value, risk, and security posture of information assets

C. To sell assets to external parties

D. To remove assets from the inventory

2. Which process involves conducting regular audits to ensure compliance with
security policies and standards?

A. Asset assessment
B. Risk assessment
C. Regular audits

D. Continuous monitoring

3. What is an example of asset review in asset management?



A. Selling obsolete equipment
B. Reviewing and updating the inventory of software applications
C. Conducting a risk assessment to identify vulnerabilities

D. Using a SIEM system to monitor network activity

4. Why is risk assessment important in asset management?

A. To categorize assets based on sensitivity

B. To assign responsibility for the protection and management of an asset
C. To identify and evaluate risks to information assets

D. To generate revenue from assets

5. What is the role of continuous monitoring in asset management?
A. To sell assets to external parties

B. To define criteria for categorizing assets

C. To detect and respond to security incidents in real-time

D. To remove data from the system

Answers and Explanations:

1. Answer: B. To evaluate the value, risk, and security posture of information
assets

Explanation: The primary purpose of asset assessment in asset management is to
evaluate the value, risk, and security posture of information assets.

&9 yblrally Jgoll doss eusi g Jeuoll 8] (w6 JguoVl anidi (o cudyll coagll
Lo V|
J



2. Answer: C. Regular audits

Explanation: Regular audits involve conducting periodic reviews to ensure
compliance with security policies and standards.
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3. Answer: B. Reviewing and updating the inventory of software applications

Explanation: An example of asset review in asset management is periodically
reviewing and updating the inventory of software applications used in the
organization.
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4. Answer: C. To identify and evaluate risks to information assets

Explanation: Risk assessment is important in asset management because it helps
identify and evaluate risks to information assets and implement controls to mitigate
them.
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5. Answer: C. To detect and respond to security incidents in real-time

Explanation: The role of continuous monitoring in asset management is to detect
and respond to security incidents in real-time.
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Conclusion



Effective asset management ensures that information assets are adequately
protected and managed throughout their lifecycle. By implementing robust asset
inventory processes, classifying data based on its value, and employing appropriate
protection measures, organizations can mitigate risks and ensure compliance with
regulatory requirements. Regular audits, risk assessments, and continuous
monitoring are essential practices to maintain the security and integrity of
information assets.
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3-  CISSP All-in-One Exam Guide by Shon Harris
4-  Cybrary - CISSP Training by Kelly Handerhan

https://www.cybrary.it/course/cissp
5-  Oreilly — CISSP Training by Sari Greene

https://www.oreilly.com/library/view/cissp-4th-edition/9780135328613/?
_gl=1*jwhz1z*_ga*MTgyMDY2NDI5LjE3MTczNzAWMDI.*_ga_092EL089CH*MTcxNz
M3MDAwMIi4xLjEuMTcxNzM3MDEwNi410C4wLjA.
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https://thorteaches.com/cissp/
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Module Brief

1. Research, Implement, and Manage Engineering Processes Using Secure
Design Principles

This section covers various principles and practices for designing secure systems,
including threat modeling, least privilege, defense in depth, secure defaults, fail
securely, segregation of duties, keeping systems simple and small, zero trust or trust
but verify, privacy by design, shared responsibility, and secure access service edge.
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2. Understand the Fundamental Concepts of Security Models

This section explains the foundational concepts of security models, such as
enterprise security architecture frameworks and different types of security models
including lattice-based and rule-based models.

eloily cmwgall olol dauil ol Jio «oyloVl z3lod) duwlwll audloo)l pudl 13 zo4y
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3. Select Controls Based Upon Systems Security Requirements

This section discusses how to select appropriate security controls based on specific
system security requirements and evaluation criteria.
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4. Understand Security Capabilities of Information Systems

This section explores the security capabilities of various information systems,
including memory protection, Trusted Platform Modules (TPM), and
encryption/decryption methods.
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5. Assess and Mitigate the Vulnerabilities of Security Architectures, Designs,
and Solution Elements

This section covers how to assess and mitigate vulnerabilities in security
architectures, designs, and solution elements, including client-based systems, server-
based systems, database systems, and cloud-based systems.
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6. Select and Determine Cryptographic Solutions

This section provides an overview of selecting and determining cryptographic
solutions, including cryptographic life cycles, methods, public key infrastructure
(PKI), and key management practices.
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7. Understand Methods of Cryptanalytic Attacks

This section delves into various methods of cryptanalytic attacks and how to defend
against them.

8. Apply Security Principles to Site and Facility Design

This section explains how to apply security principles to the design of physical sites
and facilities to ensure their security.

olawal al uall Slitiellg g8lgell arenni e loVl il gubd dasS awdll 1ia aubgs
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9. Design Site and Facility Security Controls

This section discusses the design of security controls for sites and facilities, including
wiring closets, server rooms, and data centers.

Goyeg Ll Goye U3 (o Loy «Oliniallg gblgall ololl bulgd pronnd awill e Jolit

10. Manage the Information System Lifecycle

This section covers managing the information system lifecycle, from stakeholder
needs and requirements through to retirement and disposal.
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11. Vulnerabilities in Systems

This section identifies vulnerabilities in systems, including those in mobile devices,
web-based applications, and general system vulnerabilities.
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1. Research, Implement, and Manage Engineering Processes Using Secure
Design Principles

1.1 Threat Modeling

Definition: The process of identifying potential threats and designing controls to
mitigate them. lgaraxil bulgall preuniy daixedl Slagagil 3yaxi didec

Example: Conducting a threat modeling session during the design phase of a new
application to identify and address potential security issues. d>3oi dud> cly>|

dlaizall dyioll OMSLia)l dxlsog 3yaxl 1a> Gubd arensd @y JUS Glayagill

Threat Modeling Process: Identifying assets, identifying threats, defining security
controls, and validating controls. &lagagidl agaxi J_gmill 3= Dlagagill dsded ddec
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Detailed Process:

1. Identify Assets: Determine what assets need protection (e.g., data, applications,
systems). Slauhilly SLll Jie &lesdl (Il 2l il JouoVl 3oz Jeuo VI oz

2. Identify Threats: Determine potential threats to the assets (e.g., hackers,
malware, insider threats). Jio J_gmiU dlaizall Olagagil syaxi Olayagill syaxi

sl Olayagily 8yLadl zelyly pulluioll

3. Define Security Controls: Identify and design security measures to protect the
assets. JooVl &loz) duioVl julsidl srenniy iz duioll bylgndl 3oz

4. Validate Controls: Test the security controls to ensure they effectively mitigate
the identified threats. 6 lgiles ;louad duioVl bylgall jLis! bylgall o Gl
833zl Olagagil Cayasi

1.2 Least Privilege

Definition: Ensuring users have only the permissions necessary to perform their
jobs. agailbg chbY dojWI ilig3 VI bnds agua) o sztimall ol o lessd

Example: Configuring database access controls so that users can only access the
data they need to perform their job functions. GULI acls J| Jgo gl ulgd (9SS
pasilbg col lgigzliny Wil DUl ol s Jguogll paessimall ySay Eu

Implementation: Role-based access control (RBAC), enforcing the principle of least
privilege. jliol Jsl o Gunig ygal (] dituall Jguogll (16 aSxill

Detailed Steps:

1. Role Identification: Identify different roles within the organization and their
required access levels. Ol giueg dodrioll U3l dalizall jlgaVl 3yazi lgaVl ayazi

lgio JSJ yglinall Jguog]l

2. Assign Permissions: Assign permissions to each role based on the principle of
least privilege. jliol J81 Isao e 2liy yg3 JSJ SlgdVI sy SlighVl sy

3. Regular Reviews: Conduct regular reviews of permissions to ensure they are still



appropriate. duslio JI35 V lgil olowa) BlgdW & )95 Olealys o] &gl Olezlyoll

4. Adjust as Necessary: Adjust permissions as roles and job functions change within
the organization. Jsl> cailbglly )lgaVl i s SHligdV Jyasi doladl s Jiasill

1.3 Defense in Depth

Definition: Implementing multiple layers of security controls to protect systems and
data. SLilwlg dedaiVll Glaz) duioll bulgadl o 833xie Slanb isaii

Example: Using firewalls, intrusion detection systems, and antivirus software
together to protect a network. zolyg Jluil caisS dadaily Wl olyazdl olaziwl
Suid| Gl 2o Slwgpall dx6l80

Layers of Defense: Physical, technical, and administrative controls. gloaJl Olaub
dyyble duidig 4dle bylgus

Detailed Layers:

1. Physical Controls: Security measures to protect physical access to systems (e.g.,
locks, security guards, surveillance cameras). d;lo=J duio V| bl @ ladl bulguadl

asliall OlhelSg ol uly>g JsYl Jis dalsilll (JI (il jall Jeuo gl

2. Technical Controls: Security measures implemented through technology (e.g.,
firewalls, encryption, intrusion detection systems). il duio V| bl aisil laglgaall

L)l caisS dabily paailly d Wl olyazd! Jie bsgleiSill JUs o 1ol

3. Administrative Controls: Policies and procedures to manage security (e.g.,
security training, incident response plans). &,15Y &lely=>Vlg Slwlwdl &5V bbulgall
Eslgzl) GlziwVl blhsg oVl (e sl Jio oloVl

1.4 Secure Defaults

Definition: Designing systems with default settings that are secure. dalsi\l ayauni

dio| duslyisl Gilslach

Example: Requiring users to change default passwords upon first login to a new
system. | 8y0 JgV Jg>l Juzowi dic duslisVl ) gpell SlalS) fuoaxiwall juei wlbs
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Implementation: Secure configurations, disabling unnecessary features, and
services by default. olyisl JSuin 4y 59 ol e Sloazdly Oljuall Jubsig diol &liy oSi

Detailed Implementation:

1. Default Configurations: Set default configurations to the most secure settings.
Glol s Ul culslacVl Il dwslyisVl Slslac)l pusi duslyisVl Slslacl

2. Disable Unnecessary Features: Disable features and services that are not needed
by default. & 970 555V WUl Sloazdlg Oljuedl Judbsi & )9 pall e Oljuadl Juosi
solyiel JSuiu

3. User Awareness: Educate users on the importance of maintaining secure settings.
doVl Obslac)l e blax)l duoal Jo> o sziwall il o rsiuell ducgd

4. Regular Audits: Conduct regular audits to ensure systems remain configured
securely. ool JSuiu 8ligo dalaiVll clay ylouad d1ygd Olawsas chyo] d1ygd Olawsas <l

1.5 Fail Securely

Definition: Designing systems to deny all access if they fail. ;56,) dodaiVl agauni
s 13 Jgo gdl guo>

Example: Configuring a firewall to block all traffic if it experiences an error. ;g3
Ubs asly 131 &2l graz ) )b )laz

Implementation: Default to secure state, error handling, and logging. Al ,olyisl
Juzilly clasVl dxllsog dioll

Detailed Implementation:

1. Default to Secure State: Ensure that systems revert to a secure state in case of
failure. Jiall dl> (o diol dl> (Jl 925 dolailll ol olaws dll Al Lolyisl

2. Error Handling: Implement robust error handling to manage unexpected failures.
a8 giall pe Jiadl DV 8)bY & gall clasll dxlles 4o clbsVl dxleo

3. Logging: Maintain logs of system failures and security events for analysis and
response. Ju=ill duioVl Slasllg pUsil Juis SV Slzaw ode Blasl Juzill
&lxiwllg



1.6 Segregation of Duties (SoD)

Definition: Dividing tasks and responsibilities among multiple users to reduce the

risk of fraud and error. s Jlai) reaziwe e yu Olgguelly plgedl ppwai
Unzdlg JLisl

Example: Separating the duties of system administrators and auditors to prevent
conflicts of interest. zllawedl w)lad gied udsielly pUsdl (Jggue Slzly Juasd

Implementation: Role separation, least privilege, and independent verification.

Detailed Implementation:

1. Role Separation: Define and separate roles within the organization to ensure no
single user has control over all aspects of a critical process. Juosg iy y=i HlgaVl Juos
douul> ddoc Lilg> Ruos> 6 oS A>lg paxiue 3g>9 pac leua] dodriadl S50 _)|9_)‘U|

2. Least Privilege: Ensure that users only have access to the resources necessary for
their role. & g0l 3)lgall Wl Jguogll s agia) redzimall ol Hlows jlisl Jsi
FEIERY

3. Independent Verification: Implement independent checks and audits to verify
that duties are being properly segregated. §a=iUl Oldoc Juaii Jaiwall gaxill
o JSuiy lghos o Slslgdl ol o 8l daiuwedl gusaillg

1.7 Keep It Simple and Small

Definition: Designing systems to be as simple as possible to reduce the risk of
vulnerabilities. duioVl lyeill Jhs Judail ool )35 dboguy o3l dalaiVl apauni

Example: Using a minimal number of software components to reduce the attack
surface of an application. s pg=gll adouw Julsid zelpdl SligSe (o dic Jsl ol xzciuwl
..".I ..Il

Detailed Implementation:

1. Simplify Design: Keep system design as simple as possible to minimize potential
vulnerabilities. Juai KoVl jas Unuuwy pUall prouni e BLasdl puounidl bpui
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2. Limit Features: Only include necessary features and functions to avoid
unnecessary complexity. wuixi o 4y 9 pall ailsglly Oljuadl rouand Oliwedl dyaxi
$yoradl pue sl

3. Regular Review: Regularly review systems to identify and remove unnecessary
complexity. syq ol jué sud=ill dljlg axi) pUaiil dalsill d22lye dolhiio d25lyo

1.8 Zero Trust or Trust but Verify

Definition: Implementing security controls that do not automatically trust any user
or system. olsj gl paziume i oo Wl 51V il duioVl bylguall duais

Example: Requiring multi-factor authentication for all users accessing a sensitive
system. juluws oUAi (Jl elioy (il e axiue]l guex] Jolg=dl 831510 d85Lan]l b

Detailed Implementation:

1. Continuous Monitoring: Monitor all network traffic and user activities

continuously. e 3zl douinily d&Suidl e jgpall &S)> Ruaz aislyo 8 yaiual| &islyall
| )oiw b

ety

2. Strong Authentication: Implement multi-factor authentication to verify user
identities. L ga (o F8xill Jolgell 831xie d85lonll Juaii & g8l d85Lowl
o el |

3. Access Controls: Use granular access controls to limit user access based on their
roles and activities. Jguog W=l dausdy Jgog ulgs plazxiwl Jeogll lulgo
pgibuiily ad)lgsl (e 2ly paziuell

1.9 Privacy by Design

Definition: Incorporating privacy considerations into the design and architecture of
systems. dolaiVll dwiidg preual b duogozdl Ollicl z1)s

Example: Implementing data anonymization techniques to protect user privacy in a
new analytics system. pUAj 6 paxiell Ao gos Glox] & ggll clos| OLUsT Juais
SVECRWITES;



Principles: Proactive not reactive, privacy as default, and privacy embedded into
design. (¥ dxo o Ao gazlly ybolyisl slaclS duogosdl (delad judg wsliwl 53l
odoandll

Detailed Principles:

1. Proactive not Reactive: Anticipate and prevent privacy issues before they occur.
lgiga> Jid duoguazll HMSuite Rieg 8857 (plelai yudg (s liuwl

2. Privacy as Default: Ensure that privacy is the default setting for all systems and

processes. grox) o lyisll slae)l & duo gzl ol olewd solyisl slacls duo gzl
Slilos)ly dalsill

3. Privacy Embedded into Design: Integrate privacy measures into the design and
architecture of systems from the beginning. julii o3 pueundl (w6 dxoio duo gl
&ladl o dodaill dwiidg arawnd (b duo gunll

1.10 Shared Responsibility

Definition: Recognizing that security is a shared responsibility between the
organization and its users. dalhiall o & yiite dggue 9o ;loVl ub wolyic VI

Example: Providing security awareness training to employees to help them
understand their role in protecting the organization’s information. Je wy ai 047

dobrio)l Ologlso dilo> (b ad)ygd 0gb wle pginclue) puabgall (ioll (e gl

Implementation: Security policies, user training, and collaboration between
stakeholders. dxaall Gluol o ooleilly paziuell w5y ooVl &lwlw

Detailed Implementation:

1. Security Policies: Develop and enforce comprehensive security policies. <lwluw
ol olol Oilwluw Judisy 4 gai ololl

2. User Training: Conduct regular security awareness training for all employees.

e gall graz) iVl (egll (e alaiio i clys] pasiuwell (i jad

3. Collaboration: Foster collaboration between different departments and
stakeholders to ensure a unified security approach. sluwsVl s el ju i o glsill
1550 ol z2gi glewa) dxlaall Lluoly dalizall



1.11 Secure Access Service Edge (SASE)

Definition: Combining network security functions with wide-area network (WAN)
capabilities to support secure access needs. ciljasq &Sl Glol waslby G gzl
ooVl Jgogdl Olblisl pcal glod] dsawly @il

Example: Implementing SASE solutions to provide secure access to cloud
applications for remote workers. 4yl Slaubdl J] oVl Jgogdl el Jgl> duais

A=d e palolell

Components: Secure web gateways, cloud access security brokers, firewalls, and
zero-trust network access. alud| (Jl Jguo gl L')Loi 8 ywlouwg dioVl iy gl Dllgy
4 g9 &l ] Jgoslly Wl ghazlls

Detailed Components:

1. Secure Web Gateways: Protect against web-based threats by filtering internet
traffic. &10.05 Gu b g ol Wl aituadl Slayagill o Glazdl AoVl ygll Sllgy
SN e jgpall @)=

2. Cloud Access Security Brokers (CASB): Monitor and control access to cloud

applications and services. Jgogll (b aSxilly audlye dloudl (Il Jguogdl olol 8 wlaw
dleud | Oloazdly Olaudadl (J|

3. Firewalls: Protect networks by monitoring and controlling incoming and
outgoing traffic. jgyell &> w6 pSxillg Aslyo Gy b e OBl Glo> 4 Wl Gl
8)sLallg 83,)lg]l

4. Zero-Trust Network Access: Ensure that no user or system is trusted by default.
o lyisl JSuiy pUag ol paziue b &l pac lowd 485 o9 aSwidl Wl Jguogll

Multiple Choice Questions
1. Which of the following is a principle of least privilege?
A. Providing users with all permissions

B. Assigning permissions based on the principle of least privilege



C

. Allowing users to access all data in the system

D. Granting administrative access to all users

2.

A

What does 'Defense in Depth’ refer to in security design?

. A single layer of security control

. Multiple layers of security controls

. Only physical security measures

D. Disabling security features by default

A

B.

. What is the purpose of Secure Defaults in system design?

. Allowing default settings to be easily changed

. Ensuring default settings are secure

. Disabling all default features

. Allowing users to bypass security settings

. In threat modeling, what is the first step?

. Identifying threats

. Defining security controls

. Identifying assets

. Validating controls

. What is an example of Shared Responsibility in security?

. Only the IT department is responsible for security

Employees are not required to understand security policies



C. Providing security awareness training to employees

D. Ignoring user roles in security

Answers and Explanations

1. B.

The principle of least privilege ensures that users have only the permissions
necessary to perform their jobs, reducing the risk of unauthorized access and
potential security breaches.

JI&) Las pgaslsg oV dojMl SlighVl s agya) gredziuiall ol el Jsl lase cpouiy
dlaizall dioll Olyilly 4 2 pasll i Jgogll Jhs e

2. B.

Defense in Depth involves implementing multiple layers of security controls

(physical, technical, and administrative) to protect systems and data from various
threats.

(a0, lslg dxidig dolo) duioll bulguall o 833xie Glinb il Gesdl b gloall sy
dalizall Ol o SLlly dedsilll &las.

3. B.

Secure Defaults involve designing systems with default settings that are secure,
reducing the risk of security breaches by ensuring that systems are secure from the
start.

Slhill s e Jiy las disl duslyisl Slslael dabsill arauai dioll SlolyisVl aunii
aladl o diol dadaiVll ol Hlowd Gu b oo dnioll.

4. C.

The first step in threat modeling is to identify the assets that need protection, such
as data, applications, and systems, which helps in understanding what needs to be
secured.

ULl Jio slasdl W zlizd il JguoVl 3325 o Slagagill dviai (b Joll sglazll
digoli Lz bo agsd 6 2cluy Lo (dadsillly Oilauhillg.



5.C.

Shared Responsibility in security means recognizing that security is a shared
responsibility between the organization and its users, which includes providing
security awareness training to employees.

dobrioll ju @yiite dgsute 90 el ol walyicVl (i goll (b &Sy iinall &g guall
cribgal) (ioll (egdl oo iy yai yudgi U3 auaisg dlgrorxiuog

2. Understand the Fundamental Concepts of Security Models

2.1 Enterprise Security Architecture

Definition: A framework for aligning IT and security with business goals and

regulatory requirements. JoasJl Gslaal go ;loVlg iloglsall duids doclgal Joc U
.... "|. ...II Ql.ll - Il.9

Components:
1. Zachman Framework
2. Sabsa Framework

3. TOGAF (The Open Group Architecture Framework)
Detailed Frameworks:

1- Zachman Framework: Description: Provides a formal and structured way of
viewing and defining an enterprise's architecture. It uses a 6x6 matrix to organize the
architecture artifacts. .dwwgodl dwiid g =iy yo =) dediiog diow) day yb (o gy

4y lasall Olegionll pubsii) 6%6 @ gamo o3y

Components: Data, Function, Network, People, Time, Motivation. .days gl < LLI
28laJl a8 gl o VI dSuill

Details:

1. Data: What data is processed? Slgixllee oii (il SULWI bo UL



2. Function: How do the processes work? $ & ldes)l Josi wauS :daudd gl

3. Network: Where are the data and processes located? $cldas)ly bl 325 ol :aSaid!
4. People: Who performs the processes? §lilasll daiy oo 1o il

5. Time: When are processes performed? ¢ Gldos)l 3uaii piy wio (a8 gl

6. Motivation: Why are processes performed? ¢ &Gldesdl Juaii oy 13Led (goladl

2- Sabsa Framework: Description: A security architecture methodology that is risk-
driven and focuses on the creation and maintenance of security architectures
aligned with business needs. e 35,7 (il Jblrall degénall oloVl dwiid duxgio
Josll Ozl go daslgioll loVl dwain diluog <Ll

Components: Contextual, Conceptual, Logical, Physical, Component, and
Operational layers. digSellg duib juallg dudlniolly duoggaodly dus budl Sladadl OLgSall

Details:

1. Contextual Layer: Defines business requirements and the context for the architecture.
4 ylomoll Gludly Josdl Slddnio 33 :dus buud| dadall.

2. Conceptual Layer: Establishes high-level security concepts and principles. daunll
Soituall ddle ¥l is3log pudlis juuwd :dwggaoll.

3. Logical Layer: Defines logical security services and processes. yaxi :drahioll daulnll
dualniall dioVl Sllasly Sloazll.

4. Physical Layer: Specifies physical implementations of security controls. :a50 juall dadnll
&0Vl bulgual) &5L jall &liuaii sa=.

5. Component Layer: Details specific components that provide security services. dayb
duioVl Sloazdl y647 Gl 833zall SligSall Juolay :ligSall.

6. Operational Layer: Defines how security services are operated and managed. daunll
AoVl Sloazdl 8151y Jusin daauS sam sduusill.



3- TOGAF: Description: Provides a detailed method and set of supporting tools for
developing an enterprise architecture. daclal lgaoVl (o degoxog dboio day b p0dy

Components: Architecture Development Method (ADM), Enterprise Continuum,
TOGAF Reference Models. z3loi «duwuwgall @ )lyaiwl idwaigll yghoi a8y b SligSell
U)o

Details:

1. Architecture Development Method (ADM): A step-by-step approach to developing an
enterprise architecture. duwgoll dwiid yghil sy sghbs agi :dwaigll pghbi dayyb.

2. Enterprise Continuum: Provides a framework for categorizing architectural artifacts.
4 )lo=all Glegiowdl cariail ljlb] 1o gu tduuw ol & lyoiuwl.

3. TOGAF Reference Models: Standardized models for developing architectures. z3laj
Oblesall jgbid duuls z3ld dim>yo

2.2 Security Models

Definition: Theoretical frameworks to describe how to implement security policies
and controls to protect information. & lwled! 3uaii drasS can gl 45 Al )_bSJI
Slogleall dlaz]) duioll bylguallg

2.2.1 Lattice-Based Models

-Bell-LaPadula Model:

¢ Definition: A model focused on maintaining the confidentiality of information. ;S 23 g0

Slogleall 4 jw e Blaxl e

e Components:
Simple Security Property: No read-up. oJeV 8<l,all pac dbogud! oloVl duols
Star Property: No write-down. Jawl & sl pc axill dpols

Strong Star Property: No read-up or write-down. éclyall pac sqall paxill duols
Jawl sl ol (el



-Biba Model:

¢ Definition: A model focused on maintaining the integrity of information. ¢Jde Sy z3g0d
Slogleall dolMuw e blaxll

e Components:
Simple Integrity Property: No read-down. Jawl dely8ll pac dopwd| doMull duols

Star Integrity Property: No write-up. oJcl &USJl pac drazil doMudl duols

-Lipner Implementation:

e Description: Combines elements of both Bell-LaPadula and Biba models to enforce both
confidentiality and integrity. doMullg 4 judl (0 JS o)) Juzdgedll o jolic b Ry

2.2.2 Rule-Based Models

-Clark-Wilson Model:

¢ Definition: A model designed to ensure data integrity through well-formed transactions
and separation of duties. |35 digSall Ubleall JUs o OLLI doMw loua] pouoe z3g0i
Slslgdl Josg

¢ Goals of Integrity: Ensuring well-formed transactions, internal consistency, and external
consistency. ()l §luuVl (sl §luiVl e dgSell Ollelsall lowsd dolul colial

e Clark-Wilson Rules: Separation of duties, well-formed transactions, and certification and

enforcement rules. g0l aclgs 134> digSall Ulbleall Olslgdl oo gy 9-¢J) VS aclgs
SlaiVlg

-Brewer-Nash Model:

e Definition: Also known as the Chinese Wall Model, it aims to prevent conflicts of interest
by ensuring that access controls change dynamically based on user actions. Gay o=



bylgs 425 ol glawd JUs e dlaall w)ylai gie ol Bagug weinall jlazll 23gai auwl
oo dxiuwall G i (e 2l BSuolud Jgo gl

e Components: Company datasets, conflict of interest classes, and dynamic rules for access
control. lylgua) dSueligall aclgally iadloedl wylad Glis (&S pidl Ol Olegozxo OligSall
Jgogll

-Graham-Denning Model:

¢ Definition: A model for securely managing the creation and deletion of subjects and
objects in a computer system. plUsi (o OLSSIIg Oleguogall Wisg clinl diol 815) z3g01

HousasJl

e Components: Eight primary protection rights (e.g., create object, delete object, read,
write). 4lS 8clys 8 Wis P clin] Jio duwdy dlo> §go> duiled

-Harrison-Ruzzo-Ullman Model:

e Definition: A model that extends the Graham-Denning model by adding a set of rules for
changing access rights. z3g0i g z3g0i Graham-Denning o dcgoxo dslo| JUS 1o

Joogll God> jusd aclgdll

e Components: Set of rules for creating, deleting, and modifying subjects and objects.

2.3 Security Frameworks

-1SO 27001:

e Description: A standard providing requirements for an information security management
system (ISMS). Slogleall (ol 8)l5] plai Slilhis y6g1 Hlmo

-1SO 27002:

e Description: Provides guidelines and best practices for initiating, implementing,
maintaining, and improving information security management. Juaslg <ilslis,l paéy
Slogleall ol 8)15] Guuxig diluog iudiig e lw)laall

-NIST 800-53:



e Description: A catalog of security and privacy controls for federal information systems and
organizations. dul)uall Slakiolly Olegleall darill duoguazlly loll bylgal z ¢JliS

-COBIT:

e Description: A framework for developing, implementing, monitoring, and improving IT
governance and management practices. doSg> Glw)loo uuwuxig ddlyog duaiig yghbil jUo|

Sloglaall d4ids 8)lslg

-ITIL:

o Description: A set of practices for IT service management that focuses on aligning IT
services with the needs of business. il Ul gleall d4idi Gloas 8)15Y Slw)losdl o dcgozo
Josdl LU go Ulogleall duidi Gloas doclgo e 35,7

-HIPAA:

e Description: The Health Insurance Portability and Accountability Act, which sets the
standard for protecting sensitive patient data. dclusllg Jaill dsla)l ool Guolil ;gils
s yel) dwlusdl Sl Glomd jlusedl 33z s

-SOX:

e Description: The Sarbanes-Oxley Act, which mandates strict reforms to improve financial
disclosures and prevent accounting fraud. &b\Mo| o8y sl Q\Lu.ls_gi owilylw o4ils
waw el JUWizVI gieg ddladl Olsbad ¥l =il doylo

-FedRAMP:

e Description: The Federal Risk and Authorization Management Program, which provides a
standardized approach to security assessment, authorization, and continuous monitoring
for cloud products and services. [3>g0 2gi yo9 sl (Jhauall jaygailly yblxall 8)l5] zoliy
dyludl Sloazlly Olziial) byoiuwall diblielly jaugailly oVl audil

-FISMA:

e Description: The Federal Information Security Management Act, which requires federal
agencies to develop, document, and implement an information security and protection
program. sisis s ebd ddlyaall SVl Ge calbly il (Jhaall Sleglsall el 815 eils
Sloglaall oy dilaz) goliys udiis

-Cyber Kill Chain:

e Description: A model developed by Lockheed Martin to describe the stages of a cyber



attack and help in understanding and defending against them. augSql dS ;b di)gb z3g0d
105 gloally Lpags b Baclusally (pilpspul] pszgll J>le huog) oyl

Multiple Choice Questions

1. What does the Zachman Framework primarily focus on?
A. Risk Management

B. Enterprise Architecture

C. Network Security

D. Software Development

2. The Clark-Wilson model ensures data integrity through:
A. Confidentiality and privacy

B. Well-formed transactions and separation of duties

C. Access control and encryption

D. Monitoring and auditing

3. Which security model is also known as the Chinese Wall Model?
A. Bell-LaPadula

B. Biba

C. Clark-Wilson

D. Brewer-Nash

4. Which framework is used to align IT services with business needs?

A. COBIT



B. ITIL
C. ISO 27001

D. NIST 800-53

5. What is the main purpose of the Cyber Kill Chain model?
A. To improve financial disclosures

B. To describe the stages of a cyber attack

C. To implement IT governance practices

D. To protect patient data

Answers and Explanations

1. B.

The Zachman Framework provides a structured way of viewing and defining an
enterprise's architecture. dwaiid iy =i o= dediio diy b Sy jUb| jo gy

duw gall.
2. B.
The Clark-Wilson model ensures data integrity through well-formed transactions

and separation of duties. OMoleodl JUs o Sl doMw gudig-¢)MS 23900 ouiy
Olbslgdl Lasg 134> digSall.

3. D

The Brewer-Nash model, also known as the Chinese Wall Model, aims to prevent
conflicts of interest. gio J| 61gsg «dwmall jlazll z3gai sl oyl z3g0ill Loy=]
adlowdl uylad.

4. B.

ITIL is a set of practices for IT service management that focuses on aligning IT
services with the needs of business. d4iai Gloas 8)15Y Slw)loadl (o degozxo s

Josll Slolis! go Ologleall duidi Sloas doclgo e 3557 (il Gloglaell.



5. B.

The Cyber Kill Chain model describes the stages of a cyber attack to help in

understanding and defending against them. wiljuud! pgxgll U>lyo z3g0il canny
s gloadly lgogs o 8acluwall.

3. Select Controls Based Upon Systems Security Requirements

3.1 Evaluation Criteria

Definition: The standards and benchmarks used to assess the security controls and
overall security posture of a system. duioVl boylgundl audil doizimall juleally uleall

Certification: The process of evaluating and validating that a system meets
specified security requirements. 5LVl Sllhis (aly pUsidl ol o Gazily améi didac
83 3=all

-TCSEC (Orange Book): Trusted Computer System Evaluation Criteria, focused on

assessing the security of computer systems. ;3,7 89790l yiguaSIl pUai pwdi juleo
JiguaSUl dabril olol amés (e

Levels:
e D1 - Failed or Not Tested o,lis| oiy o ST Jodud
e C1- Weak Protection Mechanisms daus.s alos> SWI
e C2 - Strict Login Procedures do)bo Jg53 Juzud Slelys|
e B1 - Security Labels ;Lo &l

e B2 - Security Labels and Verification of No Covert Channels pic o Gaxillg ;Lo &l
4w Dlgis 3929

e B3 - Security Labels, Verification of No Covert Channels, Stay Secure During Start-Up
Jusinill ey <l Gol clawly oy yw Olgis 3929 pac o Gaxilly «oloVl Oliouui



e A1 - Verified Design and Tested o)lizlg dio o=l oJ puouns

-ITSEC: Information Technology Security Evaluation Criteria, includes confidentiality
and integrity. doMullg & ] Jouiti «loglsall d@uids ;lol auds julso

Levels:
e EO - Inadequate wlS ¢
e E1-Minimal ¢JsVl 2zl
e E2 - Standard wls
e E3 - Enhanced ;uxo
e E4 -High (Jlc
e E5 - Very High I35 (Jle

e E6 — Extreme w,his

-Common Criteria: An international standard for computer security certification
(ISO/IEC 15408). yiguasl olol 3lgai (g jlso

-Evaluation Assurance Levels (EAL):
e EAL1 - Functionally Tested (aub5g Lzl
e EAL2 - Structurally Tested JSua jLis!
e EAL3 - Methodically Tested and Checked joxé9 y=xgio jLisl
e EAL4 - Methodically Designed, Tested, and Reviewed duxgio de>lyog jWizlg pround
e EALS5 - Semi-Formally Designed and Tested wwouw)y awi jLislg oreund
e EAL6 - Semi-Formally Verified, Designed, and Tested ;LizVlg paonoilly (ol ands gaxill

e EAL7 - Formally Verified, Designed, and Tested LizVlg prounilly oyl ga=ill



Multiple Choice Questions

1. What is the primary purpose of TCSEC (Orange Book)?
A. Evaluate financial systems

B. Assess the security of computer systems

C. Manage network traffic

D. Secure physical premises

2. Which level in ITSEC is considered the highest assurance?
A. E1
B. E4

C. E6

3. Which of the following is NOT a component of Common Criteria?
A. Protection Profile

B. Target of Evaluation

C. Enterprise Continuum

D. Security Targets

4. What does EAL4 in Common Criteria signify?
A. Functionally Tested
B. Methodically Designed, Tested, and Reviewed

C. Semi-Formally Designed and Tested



D. Formally Verified, Designed, and Tested

5. What is the focus of ITSEC?
A. Confidentiality only

B. Confidentiality and integrity
C. Availability only

D. Financial accuracy

Answers and Explanations

1. B.

TCSEC (Orange Book) is focused on assessing the security of computer systems to
ensure they meet specified security requirements.

ooVl ldlnie (uli Lgil lesal yiguaSIl dadail olol pudi (e (el GUsIN 385
RRCIN|

2.C.

E6 is the highest assurance level in ITSEC, indicating extremely rigorous security
evaluation.

dlel) pybo wuol amdi Jl iy las « b ST Sgime el g
3.C.

Enterprise Continuum is a component of TOGAF, not Common Criteria. Common
Criteria includes Protection Profile, Target of Evaluation, and Security Targets.

doledl yyleall Jouisi .dolell yuleall (o Clulg « ligSe 35 (o duwwgell dlpeiuwl
duioVl olaally audil ang (dlazl cale

4. B.

EAL4 in Common Criteria signifies that a system has been methodically designed,
tested, and reviewed.



dumgio ddy 1oy dinzlyeg 0)lisly desenai o3 18 sl ol (I dolell yuleoll oS iy
5. B.

ITSEC focuses on evaluating the confidentiality and integrity of information
technology systems.

Sloglall Lol oS dabil dolug & jw aatis wale 35,

4. Understand Security Capabilities of Information Systems

4.1 Memory Protection

Definition: Techniques to protect memory from unauthorized access and
corruption. slwallyg a4 2 rowdl & Jgo gl o 8)SII dloz] las

Methods:

e Access Control Lists (ACLs): Restrict access to memory regions based on user roles and
permissions. sazxiwall lgsl (e 2l 8,13l gblio Wl Jguog)l uii Jgogll (b oSl adlgs
CJUS:)S”S

e Data Execution Prevention (DEP): Prevents execution of code from non-executable
memory regions. Juaiil) dblall e 8,513l gblie o 363l Juaii giey OLLWI Juaii gio

¢ Address Space Layout Randomization (ASLR): Randomizes memory addresses to make
it difficult for attackers to predict where code will be loaded. : glisd| d5lue Joulnxi diilguinc

3631 Jaad oy §aitll guazlgall iile sl o szl 85101 (uslic Algiiny iy

4.2 Trusted Platform Module (TPM)

Definition: A hardware-based security feature that provides secure cryptographic
operations. diol jéis Gldec 1647 8392Vl (e saisi o lol 83u0

Capabilities:

e Secure Generation and Storage of Cryptographic Keys: Generates and stores



cryptographic keys in a secure environment. ;339 Mgy & jaiidl zuilaall ol o 3309 dulgi
ol iy b & uainid| zuilaoll

e Remote Attestation: Verifies the integrity of the system remotely. o o=l o=y e Faxill
Iy e pUail doMuw

¢ Sealing and Binding: Ensures that data can only be accessed if the system is in a specific
state. dixzo Al> b plail o 131 V] lgdl Jguogdl 5Sey ¥ SUlwl ol couay oy ylg GMe]

4.3 Encryption/Decryption

Definition: The process of converting plaintext into ciphertext (encryption) and
converting ciphertext back into plaintext (decryption). (J| ¢sldl yodl Jigxi ddec

ol el sole yoi GJl Lsp‘i dyo yasall joidl Jugxig padill yade yai
Types:

e Symmetric Encryption: Uses the same key for encryption and decryption. Jileiall jraduil

e Asymmetric Encryption: Uses a pair of keys, a public key for encryption and a private key
for decryption. Lols Blideg il ble Blias auiliall po Bgj ety Jilaiall e puaiill
- -.Il d_q_]

Algorithms:

e Symmetric:
DES: Data Encryption Standard. &Ll juads jluse

AES: Advanced Encryption Standard. padiedl jraiil juse

e Asymmetric:
RSA: Rivest-Shamir-Adleman. ;loJoc joliy Cuydy )

ECC: Elliptic Curve

Multiple Choice Questions

1. What is the primary function of Access Control Lists (ACLs) in memory



protection?

A. To encrypt data

B. To restrict access based on roles and permissions
C. To execute code from non-executable regions

D. To randomize memory addresses

2. What does Data Execution Prevention (DEP) aim to prevent?
A. Unauthorized access to memory

B. Execution of code from non-executable memory regions

C. Memory address randomization

D. Generation of cryptographic keys

3. Which capability is provided by Trusted Platform Module (TPM)?
A. Sealing and binding

B. Access control

C. Data encryption

D. Memory randomization

4. Which type of encryption uses the same key for both encryption and
decryption?

A. Asymmetric
B. Public key
C. Symmetric

D. Elliptic curve



5. What is a key feature of Address Space Layout Randomization (ASLR)?
A. Generates cryptographic keys

B. Verifies system integrity

C. Randomizes memory addresses

D. Encrypts data

Answers and Explanations

1. B.

Access Control Lists (ACLs) restrict access to memory regions based on user roles
and permissions, ensuring that only authorized users can access specific areas of
memory.

paziutall lgal e 2l 8,131 gblio Wl Jeog)l 3uds Jgo gl o oSl ailgs
diawo Gblio W Jgogldl pgiSes 1as syl 7 poedl o dxiuuall ul ouiy las «ligiVlg
5,S1AI (0.

2.B.

Data Execution Prevention (DEP) prevents the execution of code from non-
executable memory regions, protecting systems from certain types of attacks.

ol oz Lo ciaiil) AL e 8,513 gblio o 2980! udii gies ULl udis gio
Slazgll po digmo glgil .

3.A.

Trusted Platform Module (TPM) provides the capability of sealing and binding,
ensuring that data can only be accessed if the system is in a specific state.

digo Al b pUAUI o8 13] V] lgy] Jsuosll oSan ¥ SULI ol Geuiy by llg MY,
4. C.

Symmetric encryption uses the same key for both encryption and decryption,
making it simpler but requiring secure key management.



by diSlg bl dlozy los padiill elsg paiill plidell Guai paziuy Jlaiall yadil
awilaol) diol )l>).

5.C.

Address Space Layout Randomization (ASLR) randomizes memory addresses,
making it difficult for attackers to predict where code will be loaded, enhancing
system security.

wle wall o Jozy Lo 8)SII i glic dulgiiny pgdy (o glisdl dolute Joudnzi dyilgaiuc
Sl ol 3325 Lo eIl Jrami oSy Guiil uaslgall.

5. Assess and Mitigate the Vulnerabilities of Security Architectures,
Designs, and Solution Elements

5.1 Client-Based Systems

Definition: Systems that rely on client devices for processing and data storage.
CJUL}._.le L_)-.’.‘_)-.2.’..9 a-?-jl II Iu || S}Pi uJL . . I. -i

Vulnerabilities:

e Malware: Malicious software that can compromise client systems. &us zoly 8,Ladl zolyl

o) Jresd! dadsil yoymi ol S

e Phishing: Social engineering attacks that trick users into providing sensitive information.
dwlbw> Slogleo pyasil) o ziwell gaxi (Ul ducloiz VI duwaig)l Oloaxgll

Mitigation:

e Antivirus Software: Detect and remove malware. dljlg coliiiS| Glwgyuall 4680 zoliy
8)Ladl zolyl

e User Education: Train users to recognize phishing attempts. wo =il (de o axiuad| wuy jai
WM apodl OVglxe e

5.2 Server-Based Systems



Definition: Systems that rely on servers for processing and data storage. dalnil
Sl o 3xdg dadlzel) polgxdl (e daisi

Vulnerabilities:

e SQL Injection: An attack that allows attackers to execute arbitrary SQL code. zouwy o=

e DDoS Attacks: Distributed Denial of Service attacks that overwhelm servers with traffic.
yoyadl @y polgRdl jesd WUl dejgall doadl x> Sloxa

Mitigation:

¢ Input Validation: Ensure that all user inputs are validated before processing. ga=il ;lous
dzllnall Jis easimall OM510 gaz o

e DDoS Mitigation Services: Use services to detect and mitigate DDoS attacks. plaxiwl
Iloxd caraxig wolinSV Gloazll

5.3 Database Systems
Definition: Systems that store and manage data. ULl yaig o2 dedail

Vulnerabilities:

e Data Breaches: Unauthorized access to sensitive data. SUlwl (J| @ 2 rawedl e Jguogll
dw L= |

e SQL Injection: An attack that allows attackers to execute arbitrary SQL code. zouy o=
Mitigation:

e Encryption: Encrypt sensitive data to protect it from unauthorized access. OUL| juadd
4 z joall e Jgo gl o lgilex) dwlu=ll

e Access Controls: Implement strong access controls to limit who can access the database.
Sl 8acls | Jgogdl diSay (o 3=l g6 Jgog boulgud Juaii

5.4 Cryptographic Systems



Definition: Systems that use cryptographic methods to secure data. pisiwi dolnil

Sl uoli) praidl § o

Vulnerabilities:

e Weak Algorithms: Using outdated or weak cryptographic algorithms. &l j)lgsdl olaziwl
daumll ol dorall & yuainil

e Key Management: Poor management of cryptographic keys. 4 jua il auilaol) dipw 8,15]
Mitigation:

e Use Strong Algorithms: Use modern and strong cryptographic algorithms. elaxiwl

ygilly &gl &yl Sliojylgs

e Key Management Practices: Implement best practices for key management. Jussl ixaii
awilaadl 3)15Y Ol lewdl

5.5 Operational Technology/Industrial Control Systems (ICS)

Definition: Systems used to control industrial processes and operations. dalail
s aily dcliall Oldos]l (o pSxill paziud

Vulnerabilities:

e Legacy Systems: Older systems that may not have modern security features. doyas dolsil
dazdl GVl Oljae (e sgizi ¥ as

e Physical Access: Unauthorized physical access to control systems. yie il juall Jgogll

aS=ill dodsil Gl 4 2 poll

Mitigation:

e Upgrade Systems: Upgrade legacy systems with modern security features. dalaiVl 46,
diyazdl LoVl Oiljaey doyadll

e Physical Security: Implement strong physical security controls to protect systems. juaii
dalaill Glon) & 98 il ool bulgd

5.6 Cloud-Based Systems



5.6.1 Characteristics:

e On-Demand Self Service: Users can provision computing capabilities as needed
automatically. Gilali d>l=dl s dwg=dl D1)as juegT o dxiueld) Sy

e Broad Network Access: Capabilities are available over the network and accessed through
standard mechanisms. &uwls W JAS o ladl Jeogll alsg dSuidl e dslio <lyaall

¢ Resource Pooling: Provider's computing resources are pooled to serve multiple
consumers. ;Sgiuwe i doix] doasdl padel dwgzll 3)lge Rraxi oy

e Rapid Elasticity: Capabilities can be rapidly and elastically provisioned to scale with
demand. cdbll go wwliil) digyeg de juy Olyasdl ju647 Sy

e Measured Service: Resource usage can be monitored, controlled, and reported. ;Swoy

lgic EMVIg Lgas aSxillg 3)lgall plaziwly duslye

5.6.2 Service Models:

¢ laaS (Infrastructure as a Service): Provides virtualized computing resources over the
internet. <, G je duslyioVl duwgzll 5ylge juogi

e PaaS (Platform as a Service): Provides a platform allowing customers to develop, run,
and manage applications. Olauhil 8)lslg Jusiitig gy cMosl) aowi daie juogi

e SaaS (Software as a Service): Provides software applications over the internet. ju647
S0V e el Slapny

5.6.3 Deployment Models:

e Public Cloud: Services are delivered over the public internet and shared across multiple
organizations. Oledie 8ac (i giS)lite g plodl )iVl e Sloazdl pyads

¢ Private Cloud: Services are maintained on a private network and used exclusively by one
organization. 83>lg delhio J18 (o G jo> paxiuig dols dSuib pe Gloazl pyaai

e Community Cloud: Services are shared by several organizations and support a specific
community. o Reixo pciig Uleddio 8ac JuS o piziuiy Uloazdl pyads



e Hybrid Cloud: Combines public and private clouds, bound together by technology that
allows data and applications to be shared between them. dolxllg doledl &lxwdl (b oy
Lagisy lapbailly DUl &) lines gaws zeloiSiy g

5.6.4 Virtualized Compute:

¢ Virtual Machine: Emulates a computer system, providing the functionality of a physical

computer. (lsall yigueSIl dagdsg padyg yiguaSIl plai (Sl

e Containers: Packages software and its dependencies into a single unit that can run
anywhere. ;5o L__si oo lgledd Sy 835lg 8359 o lpibodlaiclyg zolydl caudsi

e Serverless: Allows developers to build and run applications without managing servers.
(o_\l_g.'?” 8)'.)! U9 Slaudhil J.J&.uu_g <l U-’JShO-U Qo

5.6.5 Identity Provider:
e Local: Managed within the organization. delhiall J515 3)l5]

e Cloud: Managed by a third-party cloud service. du>l> dg= dsuli dulow doas Jus oo 815

5.6.6 Cloud Identity:

e Linked: Identities are linked between the local and cloud providers. ;o O gl by

o ludly ud=edl a3 g5edl

e Synced: Identities are synchronized between the local and cloud providers. disljo oii

ot eadly gud=all s giedl G Ol gl

e Federated: Identities are federated, allowing for single sign-on (SSO) across multiple
systems. 83axie dalil yic 1>g0)l Jaogll zawi dl)uall

5.6.7 Roles:

e Accountable:



-Cloud Consumer: Uses cloud services. &lxudl Gloas pazivwy ulxwdl cllgiwell

-Owner: Owns the data or application in the cloud. ¢ Gl 9i SLL]] ellioy
4|

e Responsible:
-Controller: Manages the data within the cloud. &4lwd| J51> SULI oy
-Cloud Provider: Provides cloud services. &lbudl Gloas pady
-Processor: Processes data on behalf of the controller. oSxio)l e 4l SLLWI sy

-Cloud Broker: Manages the use, performance, and delivery of cloud services. yy
&bl Oloss aduiy cldlg plaziuwl

-Cloud Auditor: Conducts independent assessments of cloud services. Glowai )=y
i el Olossd dlai

5.6.8 Protocols:

SPML: Service Provisioning Markup Language. doaxdl 1647 Carngi a2l

SAML: Security Assertion Markup Language. ;o\l wuSb Logi del

OpenlD: An open standard for decentralized authentication. d&ssboel) 7 gi0e jluso
4 S yo I

OAuth: Open standard for access delegation. Jgogll jougail 7 gide jluse

5.6.9 Migration:

e Data Centric: Focuses on the secure migration of data to the cloud. &Ll Jai e Sy
olol @l I

5.6.10 Forensics: Techniques and procedures for investigating cloud-based
incidents. &lud! (J] dadiuedl Edlg=dl o Graxill Olelyzlg Oluas



5.6.11 Data Destruction:

e Snapshot, Virtual Disk, Image: Methods for securely destroying data. &ULl jueaid §b
o
J d

e Crypto Shredding / Crypto Erase: Uses cryptographic techniques to securely delete data.

5.7 Distributed Systems

Definition: Systems in which components located on networked computers
communicate and coordinate their actions by passing messages. lguo ¢35 dolnil

Guyb o llesl Guiiy Juolei @il dhoial| yigueSll 83g>1 wle 839360ll 3ligSall
Jilwpl 3 yai

Vulnerabilities:

e Communication Failures: Issues with network communication can disrupt system
functionality. »Uail cailbg Jbasi ol Sas &auidl JLosiVl JSbie

¢ Inconsistent States: Different parts of the system may have different views of the state of
data. SUlwl dlx) dalize i Olgzg plail o dalize clyzl o) 5eSi 28

Mitigation:

¢ Redundant Communication Channels: Implement multiple communication paths to
ensure reliability. dis gigedl leuad 833200 JLadl Olylue duais

¢ Consistency Protocols: Use protocols to ensure data consistency across the system.
ol ye SLLl Gluwil leuad DVgSgigp plaxiwl

5.8 Internet of Things (loT)

Definition: The network of physical objects that contain embedded technology to
communicate and interact with their internal states or the external environment.

VL go Jelbilly Juolgil dxodn duisi e iz il il juadl SIS o dSui



dumy Ll @&l ol @l

Vulnerabilities:
¢ Insecure Devices: Many |oT devices have weak or no security features. 5}@._>i oo il
dogamo gl daums olol Wiljue lgya) clui VI iyl

<

e Data Privacy: Sensitive data can be exposed if not properly secured. o= ¢l Sey
o JSuiy diege ST o) 13] dwlw=dl LW

Mitigation:

e Secure Device Management: Implement strong authentication and encryption for device

communication. jlg=Jl Jolgid padilly & qall d55Lowll Juais

e Data Privacy Measures: Use encryption and access controls to protect data. plaxiwl
Sl Gloxd Jguo gl ulgun g juaiinill

5.9 Microservices (e.g., API)

Definition: An architectural style that structures an application as a collection of

loosely coupled services. daylyiall Sloazll o dcgozeS Gubill abiiy $)lazo wglwl
Loliss JSi

Vulnerabilities:

e API Security: APIs can be targeted for attacks, leading to data breaches. wligiwl Sy
Sl i Jl $d8 boe Slaxgl) Slauhill dxey Glg>lg

e Service Dependencies: Interdependencies between services can lead to cascading
failures. adliie Olas| (JI Dozl w Sl o475 L-,i Sy

Mitigation:

e API Gateway: Use an API gateway to manage and secure API traffic. 3,5V &lgy plazxiwl
1930 B> Grolig

e Resilience Engineering: Design services to handle failures gracefully. &loazdl around

oo Sy SBlasYl ge Jolsil]




5.10 Containerization

Definition: A lightweight form of virtualization that packages an application and its
dependencies into a single unit. o @b laicly Gubil Gusy dwslyivVl o canas JSui

5J.>|3 5.).?3
Vulnerabilities:
¢ Isolation Issues: Poor isolation between containers can lead to security breaches. J;=lI
ooVl Olsgys Wl 638 ol oSy Blgll Gu causuall

<

¢ Image Security: Insecure container images can introduce vulnerabilities. jg.0 357 ol (Seu

ol Oilyxd Jol Wl &Vl e Ol glsdl
Mitigation:

e Strong Isolation: Use container orchestration tools to ensure strong isolation. elaziwl

ol Jysl olaa) Sl gladl ansis Olgo

¢ Image Scanning: Regularly scan container images for vulnerabilities. U gLl jg0 Zuwo
duioVl Oyl e caasl pUaiily

5.11 Serverless

Definition: A cloud computing model where the cloud provider manages the

infrastructure and dynamically allocates resources. 3930 3 S dulxw duug> 2390
BSuo s 3)lgall jouazy ¢ duizidl duidl &l

Vulnerabilities:

e Execution Environment: Limited visibility into the execution environment can obscure
security issues. LoVl OVSuio (nazi L-,i Sy duaill diy (o 8dgxadl & gyl

¢ Function Overloading: Overloaded functions can lead to performance and security issues.
oloVlg bVl (6 JSbie I 2515 JSuin dlazall caslbell 5385 o oSy

Mitigation:

e Monitoring: Implement robust monitoring to track function execution. & gall dislyell Juais

¢ Resource Management: Use resource management tools to prevent function



overloading. 3515 JSuiy aslsbgll Juasi gial 3ylgall 8,151 &ilgal olaziuwl

5.12 Embedded Systems

Definition: Special-purpose computer systems designed to perform dedicated
functions within a larger system. duouoze aillsg bV daouno doune YigueS dala 1]

ST alii o

Vulnerabilities:

e Firmware Attacks: Attacks targeting the firmware can compromise the system. &loxgl!
ozl plaill yioyei of oSy dulill gelyl Coagiui (il

o Insecure Interfaces: Weak or unsecured interfaces can be exploited. i dars.all Glg>lgll

Mitigation:

e Firmware Updates: Regularly update firmware to address vulnerabilities. golydl Ciya=i
duioVl Sl dxdlsal pUaLL dilil

e Secure Interfaces: Implement secure communication protocols for interfaces. juaij
Olgzlgl) dioVl JLosVl &V gSgig)

5.13 High-Performance Computing Systems

Definition: Systems designed to provide high levels of computational power. dalail
pgwlall 35l o le Sligiuio 50 dasicns

Vulnerabilities:

e Resource Exhaustion: High demand can lead to resource exhaustion and system crashes.
oWl Uiy 3)lgall Gliiiwl Wl 6381 ol pSeu Wlsdl callall

¢ Parallel Execution Issues: Bugs in parallel execution can lead to security vulnerabilities.
diol Olyai Gl 6385 ol oSy jlgiall uaiill (b clUasVl

Mitigation:

¢ Resource Management: Implement resource management strategies to prevent



exhaustion. olyitwll gied 3)lgall 8;l5] &lsuilyiwl Juais

e Parallel Execution Testing: Regularly test parallel execution code for vulnerabilities. ,Lis|
dioVl Oilyill e caisl pUaiil wjlgioll Syaiill 343

5.14 Edge Computing Systems

Definition: Systems that process data at the edge of the network, close to the
source of the data. OULWI jauowe o wyall Suidl s (Je SLLWI s dolaii

Vulnerabilities:

e Physical Security: Devices at the edge are more vulnerable to physical tampering. 334>Vl
il ] il dnye 4isT dsladl e

<

e Data Privacy: Sensitive data processed at the edge can be exposed. &lldl o= ol Sy
Mol Sl (e dadlsad] dwlw=l

Mitigation:

e Secure Enclosures: Use secure enclosures to protect edge devices from tampering.
Cusll o oyl 8305V dlas) diol dalel plaziwl

e Data Encryption: Encrypt data processed at the edge to protect privacy. SULI jpadi
o gzl Gloxd WGl (e dxdlsall

5.15 Virtualized Systems

Definition: Systems that use virtualization technology to create virtual versions of
physical resources. 3;lgall o duslyisl i cliv) dusolyisl dudy pasiuwi dedai ]
4l juall

Vulnerabilities:

e Hypervisor Attacks: Attacks targeting the hypervisor can compromise multiple virtual
machines. yhzll duslyisl 8921 53c yoyei ol oSey &iladl o pitall Coagiu il Slozgll

¢ Isolation Issues: Poor isolation between virtual machines can lead to security breaches.
ooVl Olsgys Wl 38 ol Sy dawalyisVl 832Vl G causuall Jj=ll



Mitigation:

e Secure Hypervisors: Use secure hypervisors and keep them updated. 46 jirod| plaziwl
gz ole blasdlg uioVl padslall

e Strong Isolation: Ensure strong isolation between virtual machines. ;wu sgqall Ji=dl oloud
duslyisVl 5392Vl

5.16 Trusted Computing Base (TCB)

Definition: The totality of protection mechanisms within a computer system,
including hardware, firmware, and software. oUsi J515 dloz)l SWT o dolS dcgazo

aolplly &l zolylg 832Ul Ud (b Loy yigureS]]

Components:

e Reference Monitor Concept: Ensures that all access to system resources is authorized.

4 ¢ pow plail 3)lse Wl Jgogll graz ol peuay (w2>yell wiliall pogis Subject: The active
entity (e.g., user, process). ddos)| paxiwall Jio buidll ;LS Mediation: The process of
checking access rights. Jgogll 558> o Gaxill ddac Object: The passive entity (e.g., file,
database). OLLl 3acld calall Jio ududl LSl Rules: Policies that define access controls.
Jgogll bulgs sa=i il Slwludl Logging & Monitoring: Recording and analyzing
access attempts. Jgogdl OV glxe Jud=ig Jusewd

Hardware Components:

e Processor: The central processing unit that executes instructions. dzllsell 81>g alleoll
Sledsdl daii (Ul 43S yoll

e Storage: Primary: RAM and cache. 32l 5)S13g (lgxias)l Jguogll 8,513 wlwll o sl
C155all Secondary: Hard drives and SSDs. g duoll jolysVl OIS yxe sqilill o jxill SSD

Software Components:

e System Kernel: The core part of the operating system that manages system resources.
ol 3)lgo oy il Jasiail]l Ui o wlwll eyl doUaill 3lgill

e Firmware: Software that provides low-level control for the device's specific hardware.
5zl Aozl 85051 b Soimall jadzie S 4647 zoly AL zolyl

e Middleware: Software that provides common services and capabilities to applications.



gl &yLite S35y Sloss o9 galys dbsmsll Slizmepl

Protection Mechanisms:

e Operating System Modes: User Mode: Limited access to system resources. gaog
ol 3)lge I 39azall Jgogll paxiuwell Kernel Mode: Full access to system resources.

Sl 390 I JolSUl Jgooll 8lgill g

¢ Ring Protection Model: Ring 3: User programs. sixiwell zolp 3 dal=Jl Ring 0: System
kernel. pUaill 8lgi 0 dal=ll

e Secure Memory Management: Techniques to protect memory from unauthorized access.
4 7 poall e Jgogdl o 8,813l dlax) Oluids

e Data Hiding: Concealing data to prevent unauthorized access. Jgo gl giod SLLWI clas]
4 z roall e

e Defense in Depth: Multiple layers of security controls. duioVl lhylgall (o 833200 Sl

e Memory Segmentation: Dividing memory into segments to protect different types of
data. SUlwl e dalixe gleil dilax) gblis (Jl 5,513 apwds

e Time Division Multiplexing: Sharing a resource by dividing time into slots. 5)g0 45l
dtny S ] il ppiis §15b o

e Problem States: Different states of system operation. dalixel| dilusinill pUsil OV

e Supervisor States: States in which the system has higher privileges. il < jiradl OV
odel Olliol aya) plail lgws gSy

Multiple Choice Questions

1. What is a common mitigation strategy for malware on client-based systems?
A. Input validation

B. Antivirus software

C. Data encryption

D. Secure hypervisors



2. Which attack involves overwhelming a server with traffic?
A. Phishing

B. SQL injection

C. DDoS attack

D. Side channel attack

3. What is the purpose of using encryption in database systems?
A. To increase processing speed

B. To protect sensitive data from unauthorized access

C. To enhance user experience

D. To improve data retrieval times

4. What is a key feature of Trusted Platform Module (TPM)?
A. Provides data randomization

B. Ensures secure key generation and storage

C. Monitors network traffic

D. Manages user access controls

5. What is the function of Address Space Layout Randomization (ASLR)?
A. To prevent code execution from non-executable memory regions

B. To randomize memory addresses

C. To control user access

D. To encrypt data



Answers and Explanations

1. B.

Antivirus software is a common mitigation strategy for malware on client-based
systems, as it detects and removes malicious software.

5t Aokl (e 8)Ladl zoll caasi) deili dumlyiul oo Olwgyall dx6l5o zoliy
5,Ladl zolpdl Uy g caiiSy s cduesd] L.

2.C.

A DDoS attack involves overwhelming a server with traffic, causing it to become
unavailable to legitimate users.

ome il groazimall 2lie jue dlszy Las gyl &y @21l Gl pazd Gasais.

3. B.

Encryption in database systems is used to protect sensitive data from unauthorized
access, ensuring data confidentiality and security.

1€ Jgog)l o dwbwsdl SUll Glax) Ul aclgs daliil (b yuauiil] olaziwl aly
lailolg UL & jw pouiy Lao s 2 el

4. B.

A key feature of Trusted Platform Module (TPM) is secure key generation and
storage, providing a hardware-based method to protect cryptographic keys.

Lo « ol JSin zilandl (o 33y 3ulgi (o Ll §oigell bVl pUail B3>0 duw) 83uo
i) awilasl Glozd 8392V (e daisi day b 464,

5. B.

Address Space Layout Randomization (ASLR) randomizes memory addresses,
making it difficult for attackers to predict where code will be loaded, thereby
enhancing system security.

wle usall o Jszy las 8)S13l o glic dulguiiey (ilgudsdl o glisdl d5luie buhi pgdy
pUail lol 332y (Jillg e8Il dsons Sy §aiil] razlgall



6. Select and Determine Cryptographic Solutions

6.1 Cryptographic Life Cycle

Definition: The stages through which cryptographic keys and algorithms pass, from

creation to destruction. <L)l o & pasidl Slej)lgzdly auilaadl lgy yoi il J>lyedl
ol ol

Stages:
1. Key Generation: Creating cryptographic keys. & yraiill auilasdl gy

Example: Using a random number generator to create a key for AES encryption.
Jinint) zlide clin) (dlguiic ol8)l Mgo ol a2l

2. Key Distribution: Distributing keys to users securely. o xiuwel) auiilosdl & 597
5Loly
J d

Example: Using Diffie-Hellman key exchange to securely distribute keys over a
public channel. dole U5 e olob awliall g6 auiliall Jsli ol xziuwl

3. Key Storage: Storing keys securely. L‘)Loi.{ awilandl oy

Example: Storing cryptographic keys in a Hardware Security Module (HSM). 35
8362V1 olol 8159 b &y paini)] zuilaall

4. Key Usage: Using keys for cryptographic operations. &ldesl) auilacdl olaziwl

Example: Using a key to encrypt data for secure communication. zlide plaxiwl
oVl Jlai\W SULl jaadd

5. Key Rotation: Regularly changing keys to maintain security. oUaiilb auilaodl jusi
oVl (e bblaxl

Example: Rotating encryption keys every 90 days. logy 90 JS jpadiil zuilao jy g

6. Key Destruction: Securely destroying keys when no longer needed. zuilaodl juoai
led| d5l> Jlid axi o) boaic gloly

Example: Overwriting the key storage area with random data before deletion. 4;lisJI



izl Jus dyilguiie Ll zlidell (32 didnio §g6

6.2 Cryptographic Methods

-Symmetric Encryption:

¢ Definition: Uses the same key for both encryption and decryption. zlicell juai pixiuwy

il elog il
e Algorithms:
1. DES: Data Encryption Standard. OULl jaii juse

Example: Encrypting a 64-bit block of data using a 56-bit key. 64 &y dliS juadi
<y 56 zliae plaxiwl Cu

2. 3DES: Triple Data Encryption Standard. &Ulul) oMUl juadidl ) lise

Example: Applying DES encryption three times with different keys for added
security. 5LVl 850 3) dalize auilioy Sl W juadd Gudad

3. AES: Advanced Encryption Standard. padiedl jadil juse

Example: Encrypting data with a 128-bit, 192-bit, or 256-bit key. zlidos SULLWI juads
S 256 ol Cu 192 ol Cu 128

4. CAST-128
5. SAFER

6. Blowfish
7. Twofish

8. RC5/RC6

-Asymmetric Encryption:

« Definition: Uses a pair of keys, one for encryption and one for decryption. o Jxiuwy



« Algorithms:
1. RSA: Rivest-Shamir-Adleman. ;loJoc jold Cuuydy )

Example: Encrypting data with a public key and decrypting it with a private key.
o> gliday dyuaid clsg ole zlidos SULWI e

2. Diffie-Hellmann: Key exchange protocol. auilasdl JoWi JgSgigy

Example: Securely exchanging cryptographic keys over a public channel. J>li
dole 8Us e olol & amil aulasll

3. Elliptic Curve (ECC): Uses elliptic curve mathematics. duixiedl Oluol Yl paxiuwy
4 9layl

Example: Encrypting data with shorter keys while maintaining high security. juad
=l oLVl e Blasl go pasl auiliay il

4. El Gamal
5. DSA: Digital Signature Algorithm. s Jl gisgill duojylgs>

Example: Signing a message to ensure its authenticity and integrity. dlw) gu843
lgsioMawg gillol ¢loua)

-Digital Certificates:

e Definition: Electronic documents used to prove the ownership of a public key. &ilUg
ele glide 4Ske OWIY oy dyig)is]|

-Digital Signatures:

e Definition: Provide authenticity, integrity, and non-repudiation for electronic messages.
i g iSIVI Jilwpl) )5V pacg daliilly WLoYI yus95

-Substitution:

e Caesar Cipher: A substitution cipher where each letter is shifted a certain number of



places. ;Sloll o lumo Bac oy> JS ¢l yxi als Cus Jlowiwll 8,800 pous juési
e Monoalphabetic: Uses a single substitution alphabet. 8.>lg Jlouwiwl &i._:_.\.?.gi RS INT
e Polyalphabetic: Uses multiple substitution alphabets. Jlawiw! &bzl e RS IT

e Running: Uses a running key from a predetermined text. saxo yai o Jasisi zlide pasiuwy
LQ'LUJ“E g o

e One-Time Pads: Uses a single-use key that is as long as the message. zlido oixiuwy
dlwdl Jghy a5lg plaxiuwl

-Transposition:

e Spartan Scytale: Uses a cylinder and a strip of leather to encrypt messages. oixiwy

byl jasin) Galo Wy vy dlglo]

¢ Rail Fence (Zigzag): Writes the message in a zigzag pattern. z ysio i (o dlwdl sy

6.3 Public Key Infrastructure (PKI)

Definition: A system for the creation, storage, and distribution of digital certificates
and public keys. do 2]l auilacdly duod JI Slslgid] gyjgig (0 3xig il olUAs

Components:

1. Certificate Authority (CA): Issues and verifies digital certificates. &lslgid] (o G8=ug oy
d109,]l Example: Verisign providing a digital certificate to a website. Verisign 85lgi paa5
9 B8sal duasd)

2. Registration Authority (RA): Verifies the identity of entities requesting certificates. gaxi
Sblgidl wddad il Sl & g (0 Example: An RA validating the identity of a company
before issuing a certificate. 8:5lgidl ool Jus &S b dgd o o

3. Certificate Database: Stores issued certificates and their statuses. 8,5Lall Glslgaidl 32
iV >9 Example: A database tracking the expiration dates of digital certificates. 3.cls

duad I Slslgadl elgiil guylgd guid Ll

4. Certificate Store: Local storage of certificates on a device. jlg> Je dd=oll Slslgidl yj=i



Example: Storing a digital certificate in a browser's certificate store. (o duod) 85lgub (u =i

zéoial (o Sblgidl 2o

6.4 Key Management Practices

Definition: Practices for securely handling cryptographic keys throughout their
lifecycle. lgili> 895 Jlgb @ il zauilaall go olol Joleill iluw;los

Practices:

. Key Generation: Securely generating cryptographic keys. QLoL d et zuilasdl aulgi
Example: Using a hardware random number generator for key creation. o5l 1Jgo ol 2wl
2liaoll clis) 832\ (lguine

. Key Distribution: Securely distributing keys to intended recipients. ;lol auilaoll g5 345

A gasall ueliuell Example: Sending keys through an encrypted email. awilood| Jluw,l
e (pigyisd] 2y ye

. Key Storage: Storing keys in secure environments. diol Ol 6 zailaoll o 335 Example:
Using an HSM to store keys securely. ;lol zuiliall o 2 834231 lol 53> olaziuwl

. Key Rotation: Regularly updating keys to maintain security. blasl) sUaiil auilacdl Cyaxi
oVl e Example: Changing encryption keys every 90 days. 90 JS el auilas jusi
lo g4

. Key Destruction: Securely destroying keys when no longer needed. ,_-JLo‘Lg auilandl juoad
led] d>l> Yl 125 o) boaic Example: Overwriting keys with random data before deletion.
il Jus dilgaine Ol zuilasdl g9 LS

6.5 Digital Signatures and Digital Certificates

Digital Signatures:

e Definition: Provide authenticity, integrity, and non-repudiation for electronic messages.

g SOVl Jiluyl S50 pocy @nlyilly loll i3

Example: Signing an email with a digital signature to ensure the recipient knows it is
authentic. Lol dil )=y alivell ol olesal (ob) gusgis (igyiSIl 3 1 gubgi

Digital Certificates:



o Definition: Electronic documents used to prove the ownership of a public key. &ilUg
ele zlide 4Ske OWIY oy dyig)is]|

Example: Using an SSL certificate to establish a secure connection between a web
server and a browser. zaniog wug p35 G Gol Jbail cliu) 83lgi olaziuwl

6.6 Cryptographic Services

Definition: Services that use cryptographic methods to ensure the security of
information. Slegleall ¢lol ¢lawn) asiill §yb oAz il Dleaxll

Services:

1. Confidentiality: Ensuring that information is only accessible to those authorized to view it.
otlgzall LoVl s o bis lgdl Jgogll (Sas Slogleall o laws Example: Encrypting

emails to prevent unauthorized access. z rowldl e Jgo gl giod igySIVI oyl Jilw) juadid
S|

2. Integrity: Ensuring that information has not been altered. Glboglsoll jusi pac jloud
Example: Using hash functions to verify file integrity. ;o o=l &=l Wildg plaxiwl
Slaledl doMuw

3. Authenticity: Verifying the identity of a user or system. oUsil gl paziuwall & e o bl
Example: Using digital signatures to authenticate users. d85boe] dues Jl Oleus gl plasiwl
O_.l.p . e |

4. Non-Repudiation: Ensuring that a user cannot deny having performed a particular action.
uo <zl o lddl 0] diSay V paziwal| i lows Example: Digital signatures providing
proof of the sender's identity and action. Juyall &g e M 1647 duas JI lsusgill
cly2Vlg

5. Access Control: Restricting access to information based on user roles. (J| JgogJl 3uai
e dxiaall lgrl e 2ly Ologleall Example: Implementing role-based access control in a
database. OLll 3acls o 9l (] sduwedl Jgo gl (w8 Sl Jpais

6. Origin: Verifying the origin of a message or data. &LL! si dJ Lyl Juol oo Gaxil
Example: Ensuring an email is from the claimed sender using SPF records. 1yl ol lessd
Oz plaziwl pgciall Juyall o (pdgyisIVI

7. Delivery: Ensuring that information is delivered to the correct recipient. aluwi )lous
ausuol| pliwedl (I Ole gleall Example: Encrypting messages to ensure they are only



readable by the intended recipient. sliwedl J15 (o boas lgiclys louad Jilwdl juaind
.)_9..0&0.”

6.7 Cryptographic Terminology

e Plaintext: The original unencrypted data. 8 a.iwll e dloll SLlwl sl jaill
e Encrypt: Converting plaintext into ciphertext. yadio yoi J| $oJl jodl Jyg=i

e Key / Crypto Variable: The secret value used in the encryption and decryption process.

e Decrypt: Converting ciphertext back into plaintext. joi Jl sy3l 8y yauitall saill Jsg=i
sole

¢ Key Clustering: When two different keys produce the same ciphertext from the same
plaintext. ssl=dl yadl juai o yaditeldl jodl juai olalixe o blide il loaic

e Work Factor: The estimated time and resources needed to break a cryptographic
algorithm. jadill duej)les jusd dojMI 8)a80ll 5)lgally CuBgll

¢ Initialization Vector / Nonce: A random value used to ensure that the same plaintext

<

encrypts to different ciphertexts. s sslJl jodl juai ol leusd paziwi diilguitc dous

e Confusion: Making the relationship between the key and ciphertext as complex as
possible. 5ol 18 da8xe yaitall joillg zlivell (u AWM=l Jo>

o Diffusion: Spreading the plaintext characters over the ciphertext to hide patterns. iy
blaill elas) yasiall yoil pe $sledl ol sl

e Avalanche: A small change in the plaintext or key should result in a significant change in
the ciphertext. yaill (6 yuS yuei ol zlidall ol wildl jaill w6 ko Jusi 351 ol Wy

6.8 Secret Writing

Hidden:

« Steganography: Hiding information within other non-secret text or data. <las|



Syl & yw e Slily ol yogai J51 Slegleall

* Null Cipher: Hiding the plaintext within a larger non-secret text. sslJl joill clas|
2SI srw e yai Jzb

Scrambled (Cryptography):
« One-Way:

o Hashing: Converting data into a fixed-size string of characters. J| GUbdl Ju g=i
b pzsu wp| dudw

o MD5: Message Digest Algorithm 5. d&jj=ill dio),lgs
0 SHA-T: Secure Hash Algorithm 1. 1 @iVl &=l duojylg>
0 SHA-2: Secure Hash Algorithm 2. 2 dioVl &=l duojylgs

0 SHA-3: Secure Hash Algorithm 3. 3 dioVl &=l duojylg>

» Two-Way:

o Symmetric:

O DES: Data Encryption Standard. &Ll e jluse

O 3DES: Triple Data Encryption Standard. &Ulud) (oMUl e didl jlse
O AES: Advanced Encryption Standard. pa8iel| jadill juse

O CAST-128

O SAFER

O Blowfish

O Twofish

0 RC5/RC6

o Asymmetric:



O RSA: Rivest-Shamir-Adleman. ;loJoce juold Cuwudy
O Diffie-Hellmann: Key exchange protocol. auilas)l JaWi JgSgig

O Elliptic Curve (ECC): Uses elliptic curve mathematics. duixiodl Sluol Yl paziuy
4 gLowl

O El Gamal

O DSA: Digital Signature Algorithm. gwsJl gud gl duojylg>

Digital Certificates:

« Electronic documents used to prove the ownership of a public key. diigisJ| &iUqg
‘DLC aL‘I_.Qdo ""Sl CJL&_‘;‘}J ‘D . o .

Digital Signatures:

« Provide authenticity, integrity, and non-repudiation of electronic messages. j047
dwi gVl il U GV pacq daliilly AoVl

Substitution:

« Caesar Cipher: A substitution cipher where each letter is shifted a certain number
of places. (Sl (o luss 13ac oy JS im0 ply Cyo Jlowiwl 8,6 pous e

« Monoalphabetic: Uses a single substitution alphabet. 3.>lg Jlawiwl éi;_.u_j oAy
« Polyalphabetic: Uses multiple substitution alphabets. Jlauiwl QL_;_.L?J_T dic pIxiuy

* Running: Uses a running key from a predetermined text. ;o Jusdi zlido pisiuy
las daxo uod

» One-Time Pads: Uses a single-use key that is as long as the message. zlido paxiuwy
dlwdl Jghou 15lg plaxiwl

Transposition:

« Spartan Scytale: Uses a cylinder and a strip of leather to encrypt messages. oixiuwy



Syl ypaiad) Gl Usy pivg dilglouw]

* Rail Fence (Zigzag): Writes the message in a zigzag pattern. bwoj o dlwJl iy
Zysle

Multiple Choice Questions

1. What is the purpose of key rotation in the cryptographic life cycle?
A. To encrypt data

B. To update keys regularly for maintaining security

C. To store keys securely

D. To destroy keys when no longer needed

2. Which algorithm is used in symmetric encryption?
A. RSA

B. Diffie-Hellmann

C. DES

D. DSA

3. What is a function of the Certificate Authority (CA) in PKI?
A. Generating keys

B. Encrypting data

C. Issuing and verifying digital certificates

D. Storing certificates

4. Which of the following ensures non-repudiation in electronic messages?



A. Symmetric encryption
B. Digital certificates
C. Hashing

D. Digital signatures

5. What does a one-time pad provide in cryptography?
A. A fixed-size hash

B. A single-use key as long as the message

C. A substitution cipher

D. A transposition cipher

Answers and Explanations

1. B.

Key rotation involves regularly updating keys to maintain security, ensuring that old
keys do not compromise the system if they are exposed.

asilaall ol ceuiy Las wloll wde blaxl) Uil asilaell s auiliall jusi geunis
lgaisS o3 15] phasl) pUail yoysi Y dayadll.
2.C.

DES (Data Encryption Standard) is an algorithm used in symmetric encryption, where
the same key is used for both encryption and decryption.

(DUl jaid ) lume) yuai plaziwl aly Cu> Jiladell jadidl (16 paziuwd dio))le> oo

3.C.

The Certificate Authority (CA) in PKI is responsible for issuing and verifying digital
certificates, ensuring the authenticity of public keys.

Slslgid] o Gaxilly ol e Aggue oledl zliael) dyisill duidl (b @63lawl! dbluwll



dolell auiliall Alol olawdg cdrasyl.
4.D.

Digital signatures provide non-repudiation in electronic messages, ensuring that the
sender cannot deny having sent the message.

iy V Juwpall o iy Lo igigyiSIVl Jilydl (6 HS0U1 pac y655 dgasyll Clsys gl
Alwyl Jly LK.

5. B.

A one-time pad provides a single-use key that is as long as the message, ensuring
that the encryption is theoretically unbreakable.

V il of geusy lao ddlbwydl Jgbu 3,80l alaziwll Blias a5lgll plaziwVl plias yo4)
Gyl ousS Sy

7. Understand Methods of Cryptanalytic Attacks

7.1 Cryptanalytic Attacks

Brute Force:

¢ Definition: Trying all possible keys until the correct one is found. awiloaoll gro> dglxo
ausuall zlaell (de gisdl ply Wiz diSewll

Example: Attempting every possible key combination to decrypt a message. dglxo
Ay yabis a) diSia glido 84S,7 JS

Ciphertext Only:

e Definition: Attacking based on the analysis of ciphertexts. 4o guoill Ju=i e 2ly pg=g]l
8 youinal |

Example: Analyzing patterns in intercepted encrypted messages to decipher them.

oy oy cla) dusyinall 8yasiall Jilwydl (b blaill =i



Known Plaintext:

e Definition: Using known plaintext and its corresponding ciphertext to find the key.

2lisall e gisll & Jlaall yadall yaily wgysall sslell aill elaziwl

Example: If the plaintext "HELLO" and its ciphertext are known, using them to find
the encryption key. Jde gisl logosxiwl i (w6 gy20 yasinall awnig $ol=dl ol o8 13]
". - -.ll al_mo

Chosen Plaintext:

e Definition: Choosing plaintexts to be encrypted and analyzing the ciphertexts. ;Lis!

8yinitall Lo guodll Julsig Ly pasi &l jogaill

Example: An attacker sends chosen plaintext to be encrypted and then analyzes the

resulting ciphertext. yadiadl joil =y pJ 0jraiv pid jlixedl o3l joll pxlgedl Juwy
Wl

Chosen Ciphertext:

e Definition: Choosing ciphertexts to be decrypted and analyzing the resulting plaintexts.
dxiWl ddledl o gadll Jd=ig b ypads elad 8yadell o guoddl )Lis|

Example: An attacker chooses specific ciphertexts, has them decrypted, and studies
the resulting plaintexts. jujig .« & uadi ¢layg « 853x0 8040 Lo guai pxlgeall jlizy
dxilWl @sldl Lo guadill

Linear & Differential:

e Definition: Statistical methods used to attack block ciphers. og=gll pixiuwi dilas| b
il wlyaddl (Jde

Example: Using differential cryptanalysis to find differences in the encryption

process. yainill dlac (o GlsMis! (e Hgisll (sl Julsill olasiwl



Factoring:

e Definition: Breaking cryptographic keys based on the difficulty of factoring large numbers.

8yuSl 31Vl Jd=i dgmao e 2l @ paid] auilaall jws

Example: Factoring the product of two large prime numbers used in RSA
encryption. (i (w6 (o diuwe (S gl udae o @il s

7.2 Cryptographic Attacks

Man-in-the-Middle:

e Definition: Intercepting communication between two parties and altering it. ,olyicl
iy w0y b s SVLasVI

Example: Intercepting and modifying messages between two communicating
parties. julolgio juoyb ju lglhaxiy Jilwdl olyicl

Replay:

e Definition: Reusing a valid data transmission to fraudulently repeat or delay the
transmission. (Jlisl JSuiy 03l ol Jail )1)Si) aladl bl Jai plaziwl 85l

Example: Capturing a login request and replaying it to gain unauthorized access.
Uz row e Jgog wle Jgoxl) dusin 8slelg Jgzadl Juzud wdb blaill

Pass the Hash:

e Definition: Using hashed credentials to authenticate without knowing the actual
password. ddsall jgall dalS ddyme (93 d53Lowedl §aditall Slaic Ml Glly plaziwl

Example: Capturing a hashed password and using it to authenticate to a system.

Temporary Files:



e Definition: Exploiting temporary files that may contain sensitive data. &laledl JMsiwl
dwlbw> Slily e Sgixi a8 il dis goll

Example: Recovering sensitive data from temporary files created by applications.
Slaubill lgiliul (il @isgell Olalall o dwlwzdl SLLWIE 31 yiuwl

Implementation:

o Definition: Attacks targeting the implementation of cryptographic algorithms. & loxgll

Example: Exploiting weaknesses in the implementation of an encryption algorithm.

Side Channel:

e Power: Analyzing power consumption patterns. dsUaJ| ¢JMgiwl blosl Juss

Example: Measuring power consumption during encryption to deduce keys. julid
ailasdl yoMxiw) padill Ll dsUall Mgl

e Timing: Analyzing the time taken to execute cryptographic algorithms. &8¢l Jul=i
4 ol Sleylgzdl Juaid (§ yiuwell

Example: Observing time variations to find cryptographic keys. o plil 4slyo

4 il giliall e yoial) o)

e Radiation Emissions: Analyzing electromagnetic emissions. Gl Jul=i
Qo lisee gy ¢Sl

Example: Capturing electromagnetic emissions to extract keys. OUlewull blaill
zilaall zlyxiwY duudolige g)gs)!

Dictionary Attack:

¢ Definition: Trying a list of commonly used passwords. dsilidl jgyell OledS (o dails dglxo

pl izl



Example: Using a dictionary of common passwords to guess a user's password.

Rainbow Tables:

e Definition: Using precomputed hash chains to reverse cryptographic hashes. olaxiwl

sl &l iSe) hssso yguinall il Justls

Example: Using a rainbow table to find the original password from its hash. slaxiwl
g2 (o aaloll jgpall &S e jginll 238 Gugs Jgaz

Birthday Attack:

e Definition: Exploiting the birthday paradox to find hash collisions. e ds)lae J\2iwl
=l Dlesbad e jgisl) >Nl

Example: Finding two different inputs that produce the same hash value. (Je )gi=ll

Social Engineering:

e Definition: Manipulating individuals to gain unauthorized access. Jguo=l 31,6U4 cacill
4 zraall ju Jsooll (e

Example: Convincing an employee to reveal their password over the phone. ¢glis|
ilgll e 4 ol jgpedl dodS e aisIl b go

Purchase Key:

e Definition: Buying cryptographic keys from individuals or organizations. zuilaoc]l <l x
Sladiiall gl 516Vl o @ juainl]

Example: Paying for stolen cryptographic keys on the dark web. auilaodl Jsldo goall
ool gl e 48 g yuadl & juadinll



Rubber Hose:

¢ Definition: Physically coercing someone to disclose cryptographic keys. Glo oz ol)S]

Example: Forcing an individual to reveal their encryption keys under threat. ,L>|
gl G @ pradill aegilas (e sl (e ol

Multiple Choice Questions

1. What is the primary goal of a brute force attack?
A. To analyze ciphertexts

B. To try all possible keys until the correct one is found
C. To reuse valid data transmissions

D. To manipulate individuals for unauthorized access

2. Which type of attack involves intercepting communication between two
parties and altering it?

A. Replay
B. Pass the Hash
C. Man-in-the-Middle

D. Dictionary Attack

3. What is a side channel attack?

A. Analyzing power consumption patterns
B. Reusing valid data transmissions

C. Trying all possible keys

D. Buying cryptographic keys



4. Which attack exploits temporary files that may contain sensitive data?
A. Rainbow Tables

B. Temporary Files

C. Brute Force

D. Social Engineering

5. What is the focus of a birthday attack?
A. Finding hash collisions

B. Intercepting communications

C. Reusing valid data transmissions

D. Analyzing timing patterns

Answers and Explanations

1. B.

The primary goal of a brute force attack is to try all possible keys until the correct
one is found, eventually breaking the encryption.

ol joinll ol (i diSanll auilioll gror Aglo ot dasblell ol poxg) wluwll cogll
il S Gl dild] b 534 Lo aumall pliasll.

2. C.
A Man-in-the-Middle attack involves intercepting communication between two

parties and altering it, potentially compromising the integrity and confidentiality of
the communication.

02394 38 Lo oy dyb o UL yolyicl panaly caiiall (b Jz )l pozd
szl JLosVl & jwg dolaw.



3.A.

A side channel attack involves analyzing indirect information such as power
consumption patterns to extract cryptographic keys or other sensitive information.

d&5Un)l gl bloil Jio 8rilall e Ologleall Jylo duila] 5Ll pozd (o
5,51 dwbusdl Ologleall of & il auilaall zl30w).

4. B.

Temporary files attacks exploit temporary files that may contain sensitive data,
potentially exposing confidential information if not properly managed.

18 Lo il Sy wde $gixd 28 Gl dis godl Dlaledl i dis goll Olaledl Oloxa
o JSin lghyhl 15 o) 13] posll &l Sloglsall oy,

5.A.

A birthday attack focuses on finding hash collisions, exploiting the mathematical
principle that collisions are more likely than one might intuitively expect.

ol ol J el Ui &zl Slesbai e jginll ode sMuall e po=a 55,
cyall 428y 18 Lao ddlais! ST Sloslaill.

8. Apply Security Principles to Site and Facility Design

8.1 Safety of People
e Definition: Ensuring the physical safety of personnel. 51,6\ dil j1a)l doMud! ¢ lous

e Measures:

1. Emergency Exits: Clearly marked and accessible exits. 85axoll (5)lglnll z ko

Example: Regularly inspecting emergency exits to ensure they are not blocked.
a1l pac o ST pUAL 5)lgbll 2 )lke joxb



2. Fire Dirills: Regularly conducted fire drills. oUaiib W gly>| pio il Guy=dl uled

Example: Conducting fire drills every six months to ensure everyone knows the

evacuation procedure. Slelyzl gzl @6y20 ¢lonad yguibl @w JS a4l uylad clysl
AV

3. First Aid Kits: Easily accessible first aid kits. dgguy d>lia)l ddgVl Olslew )l (isla>

Example: Ensuring that first aid kits are fully stocked and accessible in multiple
locations. 8315 g8lge (b doliog dile dgVl lslew)l wiilis ol o aSLI

8.2 Layered Defense

e Definition: Implementing multiple layers of security controls. ;o 853xie Glab iyaii
oVl bylguall

e Layers:

1. Perimeter Security: First layer of defense, includes fences, walls, and gates. ;.0\l
lgdlg olyazdlg lgwll Jowias gleall o (JoVl dadnll (ool

Example: Installing a tall fence with barbed wire around the facility. Jle zluw Sy
8Liniall o> a5l JWuwly

2. Internal Security: Security within the facility, includes security guards and
surveillance. aélyally oVl Gulyzdl Jouiy slitiall J31> oVl dslul ol

Example: Employing security guards to patrol the premises and monitor surveillance
cameras. 4élyall OliolS @dlyog winell e Ol yga) el Guly> caubses
3. Data Security: Protecting data through encryption and access controls. OLoi

Jgosll bulgsg saidl JUs o SLll dlos UL

Example: Encrypting sensitive data stored on servers and restricting access to
authorized personnel. (Jl Jgogll audig p3lgzdl (e dyzoll dwluzdl SLLWI juais
oa) 2 roall ppabgal '

8.3 Categories of Controls

1. Deter: Measures to discourage attacks (e.g., warning signs). Jio Olozgll g3)J julai



izl Sloe

Example: Placing visible security cameras to deter potential intruders. &l lS gog
otlaizall ulluiall £3)) duiye duiol
2. Delay: Measures to slow down attackers (e.g., locks, barriers). ).ohJ o

32150lg JsI Jio o sazlgal

Example: Installing strong locks on doors to delay unauthorized access. Jlas S )i
4 7z joldl e Jeogdl sl Ulgll e d g8

3. Detect: Measures to identify attacks (e.g., alarms, sensors). O loxgll o= julas
JlsiiwVl 3g2lg SV Jie

Example: Using motion sensors to detect unauthorized movement within the
facility. sLidadl U315 lg 2 powdl e &)=l e canisl &=l lsuiiwl 831 plaiuwl

4. Assess: Measures to evaluate the nature of the attack (e.g., CCTV). pwai) julas
Ol Bl Jio pg=gll deubs

Example: Monitoring CCTV footage to assess the nature and extent of a security
breach. wiol &35 §laig dsub audil SlyelSll Slhal &bl

5. Respond: Measures to address the attack (e.g., security personnel). dxJlso] julai
oVl 516N Jio pgzxgll

Example: Deploying security personnel to respond to an active security incident. i
i el Gl Glaiwl oVl 5yl

8.4 Perimeter

1. Landscape: Designing the landscape to enhance security. dusula]l Jbliedl suound
ool 3 =il

Example: Using thorny bushes under windows to deter entry. Olpusdd| plasiwl
Jog>adl g5y dslgill umi ass Ll

2. Grading: Adjusting the terrain to prevent unauthorized access. juw )Ladl Jyasi

4 gz joell e Jgogll giol

Example: Creating steep embankments around the facility. 8353, wlas clisl
8Liriall Jo> ,lazil



3. Mechanical:

« Locks: Using secure locks to prevent unauthorized access. dioll JlasVl plaziwl

4 z ol e Jgogll gial

Example: Installing high-security locks on all external doors. LoVl dule Jlas Sy
dz) sl wlgaVl gros e

« Doors / Mantraps: Installing secure doors and mantraps. oVl wlgVl uS,i
elxallg
Example: Using mantraps to control access to sensitive areas. oSxill ¢lxall plaxiwl

dwlwzdl gbliall (] Jgosll b

» Windows: Using secure windows to prevent unauthorized entry. slgil olazxiwl

4 2 joall e Jozul Ried dioll
Example: Installing shatter-resistant windows. juSl doglao Jolgi cuS)J
« Walls: Building secure walls to protect the facility. sliiol| dlosd dioVl ohyazdl el

Example: Constructing high, reinforced walls around the perimeter. ddlc ;)l)a> <Ly
byzall Jg> 8j30

« Skimming: Preventing skimming attacks on electronic locks. e Glaxgll gio
duigyisIVIl JWas I

Example: Using anti-skimming devices on card readers. & ;uwll gio 83g>1 plaziuwl
Sladl OB e
4. Digital: Implementing digital security measures (e.g., electronic access control).

oSVl Jgoell (b wSaxill Jio odyl oVl yulad iyais

Example: Using electronic access control systems to manage entry points. olaxiwl
Joz Ml blai 8)15Y duigyiSIVI Jgo gl (w6 oSl dalal

5. Shock: Using shock sensors to detect unauthorized access. jleuitiwl 3341 olaziwl
4 z jooll pe Jgogll ge caisl) dosuall

Example: Installing shock sensors on doors and windows. ) lsuiiwl S}QJ S yi
16lgilly wlgVl (e dosunll

6. Glassbreak: Using sensors to detect broken glass. «aisd) jlsdiw)| 'd'}e_?i olaziuwl



yguSall 3l e

Example: Installing glassbreak sensors on windows. zl> 3| lsuisiwl 83g51 S,
Blgll e )gusSall

7. Cameras: Installing surveillance cameras to monitor the perimeter. OljolS wuS,i
bu=all di8lye) dislyall

Example: Setting up security cameras to cover all entry points. LoVl OlelS slacl
Josll bli giaz dhsl

8. Passive Infrared Devices: Using infrared devices to detect movement. plaxiwl
&2l e il dazl G 832V

Example: Deploying passive infrared sensors in hallways. (=i jlsuiiwl S}Q_?i By

Slyaall b dudl clyosdl

9. Lighting: Implementing security lighting to deter and detect intruders. 8<Lao| Juaii

Silliall o LiiSlg g3, ool

Example: Installing motion-activated lights around the facility. Joxi cls.;oi S )i
sLiniall Jo> aS,=ly

10. Card Readers / Badges: Using card readers and badges for secure access.
ooVl Jgo o) Olylidlg Olslodl Oy plaxiwl

Example: 1ssuing ID badges to employees and using card readers for entry. )lao]
Jgzall Sladl Oy plaxiwly uadd gel) 45 g0l DIyl

8.5 Infrastructure

1. Power:
« UPS: Uninterruptible Power Supply. ghbdies)l e dsladl slaw]

Example: Installing UPS systems to ensure continuous power supply during
outages. SlelhaiVl JUs jaiuwall @&Usl slasl ¢lowa) dadail Sy

« Generator: Backup power generator. dib W=Vl dsUaJl 3Jg0

Example: Using a backup generator to provide power during extended outages.
dl gloll UlelodiVl JAs d&sladl jus g o lisl Jgo plasiwl



« Power Outages: Measures to handle power outages. Uil glhdil go Joleill julai
il el

Example: Developing a plan to ensure critical systems remain operational during
outages. SlelhaiVl JAs Jasi & guzdl dodaiVll elay olaws) das 4 ghai

« Power Degradation: Measures to handle power degradation. go Jolsill julas

Example: Installing voltage regulators to manage power fluctuations. Gledhie Sy
dsUadl Oy 3)15Y sg=ll

2. HVAC:

« Temperature: Maintaining optimal temperature for equipment. 4> Jec blaxll

Slasel) (il 8Ll

Example: Using air conditioning to keep server rooms cool. clgg)l canss plaxiwl
o3lgzl Loy Bygp e Blaxll

« Humidity: Controlling humidity levels. &b Jl &b gle o oS

Example: Installing dehumidifiers to maintain proper humidity levels. O\ jo S )5
dwliedl d4gb Jl G giwe e Blaxl) dygb

« Air Quality: Ensuring good air quality. 3.yl clggll 859> ) lousd

Example: Using air filters to remove contaminants from the air. Olubyo plasiwl

clgall o Slglall @5V clggll

3. Network: Implementing network security measures. dSuidl L-,Loi JYS|BVARNTST;

Example: Using firewalls and intrusion detection systems to protect the network.
&Sl dlax) Jluidll cais dadaily d Wl olazdl laxiwl

8.6 Fire Detection

1. Smoke: Using smoke detectors. ;> OlablS plaziwl



Example: Installing smoke detectors in all rooms and hallways. ;L SlablS wusS)s

2. Heat (Thermal): Using heat detectors. 8,l,=Jl OlailS ploxiwl

Example: Placing heat detectors near high-risk areas like kitchens. OlablS gog
&bl Jio 8)gbl ddle gbliadl o wyall 8,1yl

3. Flame (Infrared): Using infrared flame detectors. Ju=i gl OlaiblS plaxiwl

clyasdl

Example: Installing flame detectors in large open areas like warehouses. «uS)i

Sled gl Jio 838l d>gisall §bliadl o wgll Slasls
4. lonization: Using ionization detectors. :ulil Olaswls plaiuwl

Example: Installing ionization smoke detectors in offices. aulil oLl Slawls s,
W]l o

5. Photo-Electric: Using photo-electric detectors. diiguog)gS OladblS plaxiwl

Example: Using photo-electric smoke detectors in data centers. GlawlS polaziwl
SLll 3Slhe o AiguogyeSdl o ladl
6. Dual: Using dual-sensor detectors. ysuiiuwell dlid OlawlS plasiwl

Example: Installing dual-sensor detectors that detect both smoke and heat. «uS)i
5)ly=dlg oAl o JS aitiST ysuiiue] | dpliy Olabls

8.7 Fire Suppression

1. Water:
« Wet: Using wet pipe sprinkler systems. do JI UiVl iy dodsil ol aziuwl

Example: Installing wet pipe sprinkler systems in office buildings. i, dalail S )i
duisall iltall (xb drbyl caplill

« Dry: Using dry pipe sprinkler systems. &sl=Jl GVl i) dolnil olaziwl

Example: Installing dry pipe systems in areas prone to freezing. GVl dolail S )i
Jexill dbyzall Gbliadl (o dsl=l



 Pre-Action: Using pre-action sprinkler systems. Jo=Jl Ji8 lo i) dalnil olaziwl

Example: Using pre-action systems in data centers to avoid accidental discharge.
oyl &y el wixd Sl 3Slhe o Josdl Jus o dadail ol a2l

« Deluge: Using deluge sprinkler systems. &lLagall b, dalal olaziwl

Example: Installing deluge systems in industrial facilities. o &llaouall dolal S )i
dueliodl Slidall

2. Gas:

« INERGEN: Gas fire suppression system. jleJb gily=dl slos| oUAJ
Example: Using INERGEN in server rooms. p3lgxdl )¢ (6 plaziwl
« Argonite: Gas fire suppression system. jlJU &)=l slos| oUAS

Example: Installing Argonite systems in archives and libraries. 6 dalnil Sy
SliSally Slagd)Vl

« FM-200: Gas fire suppression system. jlJb §ily=dl slos| oUAJ
Example: Using FM-200 in data centers. SULdl 3S1o 6 plaxiwl
 Aero-K: Gas fire suppression system. jlJb §ily=dl slas| oUAJ

Example: Installing Aero-K systems in critical infrastructure. duul o dolail S )i
4 gzl dyizdll

3. Extinguisher:
« CO2: Carbon dioxide fire extinguisher. ¢ gs,SJl 3uwsST iU §uy> slake

Example: Using CO2 extinguishers for electrical fires. auusS| il Gy > sladoo olaziuwl

b eIl @Slhy=l) guysdl

Multiple Choice Questions

1. What is a primary measure for ensuring the physical safety of personnel in a



facility?

A

B.

C

D

2.

A

B.

. Data encryption
First aid kits
. Digital certificates

. Key rotation

Which category of control is aimed at slowing down attackers?
. Deter

Delay

C. Detect

D

3.

. Assess

What is the purpose of using secure locks on doors and windows?

A. To enhance network security

B.

C.

D

A.

B.

C.

D

To prevent unauthorized access
To monitor power consumption

. To manage data encryption

. Which type of fire detection system uses infrared sensors?

Smoke detectors

lonization detectors

Flame detectors

. Photo-electric detectors



5. What is the role of an Uninterruptible Power Supply (UPS) in a facility?
A. To detect intruders

B. To provide backup power

C. To control access

D. To suppress fires

Answers and Explanations

1. B.

First aid kits are a primary measure for ensuring the physical safety of personnel,
providing essential medical supplies in case of emergencies.

Jog7 Cus el @il uall doMadl olesa) wlwl i o ddgll Slslew)l il
t5)lela)l SV b duwlwll dubll Slael.

2.B.

The delay category of controls aims at slowing down attackers, giving security
personnel more time to respond to incidents.

CBg)l o 3030l eVl 5lysl ziay Las «razlgall cloyl (JI oagi juslill (o oSl dis
Ei3lgzd) & laiw .

3. B.

Secure locks on doors and windows are used to prevent unauthorized access,
enhancing the physical security of the facility.

ololl 532; Las @y 2 rall e Jgosll giel islsilly wlgll (e dioll JlsYI oz
Lol (il a8l

4. C.

Flame detectors use infrared sensors to detect flames, providing early warning of
fire.

S 5131 1590 Lo waglll e Sl clyomdl Cum | leivion] 83021 gl OlasilS ooz



&L

5. B.

An Uninterruptible Power Supply (UPS) provides backup power, ensuring that critical
systems remain operational during power outages.

Jag il 308 & gusdl dadaiVll eléy pouny Lo dubliisl &lb glhdioll e @lall slas] 464
iyl Ll glniil <Lt

9. Design Site and Facility Security Controls

9.1 Wiring Closets/Intermediate Distribution Frame

Definition: Secure areas for housing networking equipment. &lass clgy) diol §blio
S S|

Example: Locking wiring closets to prevent unauthorized access to network
equipment. &Sl Slase | 4 7 jowall e Jeogll gied Il wye Jas

9.2 Server Rooms/Data Centers

Definition: Secure rooms for housing servers and other critical IT infrastructure. w,¢
Ologlsall &uiai) )3Vl & gundl dyizil] duidllg plgl clga) diol

Example: Using biometric access controls to restrict entry to server rooms. plasiwl
edlgxl woye (Il Jgzadl swdil & yiegudl Jguogdl lulgus

9.3 Media Storage Facilities

Definition: Secure storage for backup media and other sensitive materials. . 3=l
)3V dwbwzll Slgally b lisVl gl bilwg) oVl

Example: Storing backup tapes in a fireproof safe. (o (JolizV| Gl byl oy
&2l doglio dij>




9.4 Evidence Storage
Definition: Secure storage for evidence in investigations and audits. oVl 3=l

61810lg Olagaxil b &\l

Example: Using tamper-evident seals on evidence storage containers. ‘oLID'i olaziwl
AVl 330 Olgls e Cusll jalas

9.5 Restricted and Work Area Security

Definition: Measures to secure restricted and work areas. gblioJl 1ol jul
Jo=dl gbliog 8)glaxall

Example: Implementing access controls to restrict entry to sensitive areas. juaij
duwlwsdl gbliadl (Jl Jgzadl dwsi] Jgogll bulgn

9.6 Utilities and Heating, Ventilation, and Air Conditioning (HVAC)

Definition: Securing utilities and HVAC systems. & ggillg a6l dalsily G6lyell oproli
clggdl ey

Example: Using locks and access controls on HVAC systems. bylgung JlasVl plaziwl
clogll oSy & ogilly 6l dalsil e Jguogll

1. Power:

« Power Lines: Securing power lines to prevent tampering. gied d&sUall bghs u.uob
e Ml

« Electrical Panels: Securing electrical panels to prevent unauthorized access. ol

4 g paall pe Jgogll giel dil ygsdl Sogll

« Power Circuits: Ensuring power circuits are secure and protected. uwb oleus
aslall yilgsy dile>g

« Backup Power: Implementing backup power solutions. daublisVl dasUall Jgl> Juaii

2. Water:



« Water Lines: Securing water lines to prevent tampering. gied slodl bghs U.uob
BTA]

« Fire Suppression Systems: Ensuring fire suppression systems are operational.

« Flood Barriers: Installing flood barriers to protect against water damage. «uS )i
sliall ol o @lax) Sllowadl j1e>

3. Gas:
« Gas Lines: Securing gas lines to prevent tampering. e Ml giod jldl bglhs u.x.ol.!

- Gas Detection: Installing gas detection systems. jleJl ;e cauas)l dadnil S,

4. HVAC:

« Air Conditioning: Ensuring air conditioning systems are secure. oSy dolail olewd
4oV clggll

« Heating: Ensuring heating systems are secure. dioVl dis il doalnil oleus

« Ventilation: Ensuring ventilation systems are secure. dioVl & gl dodsil ;Lo

5. Cabling:
« Ethernet: Securing Ethernet cabling. iyl O uols
« Fiber Optic: Securing fiber optic cabling. 4 ol WVl oL uJ.olJ

« Copper: Securing copper cabling. jwl=dl S\ umb

9.7 Environmental Issues

Definition: Measures to address environmental risks (e.g., natural disasters). yulaJ
dusuladl EylgSUl Jio duipdl yb el dadlsal

Example: Building facilities to withstand earthquakes and floods. Jaxi <litiall <liy



Slibagally J3Y31

9.8 Fire Prevention, Detection, and Suppression

Definition: Implementing fire prevention, detection, and suppression measures.
oleslg lpic waisdly Gzl o @l gJl yulad Juaii

Example: Installing fire suppression systems in data centers. >los| dolrsl S )i
Sl Slyo o @il

9.9 Power

Definition: Ensuring reliable power supply and backup. dsUaJl &Gilslawe] oleus

b LoVl zuilly @ gigoll

Example: Using backup generators to provide power during outages. olazxiwl
Olelbaill JUs lall juo g dublisVl gl Glalge

Multiple Choice Questions

1. What is the primary purpose of a wiring closet?
A. To store backup media

B. To house networking equipment

C. To preserve digital evidence

D. To secure electrical panels

2. Which facility is used for housing servers and critical IT infrastructure?
A. Media storage facilities

B. Evidence storage

C. Server rooms

D. Restricted areas



3. What is a key security measure for power lines?
A. Securing Ethernet cabling

B. Securing power lines to prevent tampering

C. Installing gas detection systems

D. Using flood barriers

4. Which system is essential for maintaining the air quality in a secure facility?
A. Gas detection

B. Air conditioning

C. Fire suppression

D. Backup power

5. What is the primary use of media storage facilities?
A. Housing networking equipment

B. Storing backup media and sensitive data

C. Preserving digital evidence

D. Securing power circuits

Answers and Explanations

1. B.

The primary purpose of a wiring closet is to house networking equipment, ensuring
secure and organized network infrastructure.

o] duixd duly oudy Low (Ol Slase clgy) ga Sl &6,e o wlwll Csagll



Spinl) dalriog.
2. C.

Server rooms are used for housing servers and critical IT infrastructure, providing a
secure environment for essential systems.

diw 1694 oo «Ologluall duidi) 4y guzdl dpizill duidllg p5lg3l clga) p3lgzdl b)e pazind
duwlw VIl dadni\W diol.

3. B.

A key security measure for power lines is securing them to prevent tampering,
ensuring a stable and secure power supply.

e Gl a8 1310l gonsy Lo vac Wil gial lgineli g @5l gl () olol a1
(ioTs.

4. B.

Air conditioning is essential for maintaining the air quality in a secure facility,
ensuring that equipment operates within optimal temperature and humidity ranges.

Jai Slasall ol eusy las diol slitie (b clggll 535> wle Blaxll yq50 clggll Caysi
odiall 4gbylg 8)lyzdl dzys Slslai (paus.

5. B.

The primary use of media storage facilities is to store backup media and sensitive
data securely, protecting them from unauthorized access and physical damage.

Slilwly b lisVl il bilwg o 335 90 bilwell o i3 Slitie) Gwlwll alaziwl
a3l )lrolly @ 2 paell pe Jsosll o lgraxy las «loly dwlwsll.

10. Manage the Information System Lifecycle

10.1 Stakeholders Needs and Requirements

Definition: Identifying and understanding stakeholder needs and requirements.
dxboell wluol Sllhiog Olobisl agég 3yas



Example: Conducting interviews with stakeholders to gather requirements for a new
system. 3ya> oUsi Oldhiall gezd dxbow)l Llxol go O\lés

Process:

- Stakeholder Identification: Identifying all parties involved or affected by the
project. ¢ o rirally 8y5liall ol &S)lirall alblIl graz 1yaxi

» Requirement Gathering: Collecting detailed requirements from stakeholders
through interviews, surveys, and workshops. -__le;oi oo ol Sldlniedl ge>
Josdl jiry99 OUilwiwVlg OMlaadl JU5 o dxlowll

« Documentation: Clearly documenting all requirements to ensure they are
understood and agreed upon. daslgellg lgags leuad 7 b g Sldniell gie> Guigd

lgsle

10.2 Requirements Analysis

Definition: Analyzing requirements to ensure they are clear, complete, and feasible.
paiill dylsg dlolSy dznly il olown) lllniall Jd=

Example: Creating detailed requirements documents that outline the functionality
of the system. oUaill dahhrg b g dbnde Sllnie Giladiwe i)

Process:

« Feasibility Study: Assessing whether the requirements can be realistically achieved
within the constraints of time, budget, and technology. &lddaiedl Sl 3] Lo puuds

Lol giSilly duiljaally LSl 5518 (oo (ambly JSuiy lgaud= Sey

« Prioritization: Determining the priority of requirements based on their importance
and impact. a5 lgineal e 2l Sldbiall Sl glgl ayaxs

« Validation: Ensuring that the requirements accurately reflect the needs of
stakeholders. dxlaall wlol Ol @&y juSsr Sl o lowsd

10.3 Architectural Design

Definition: Designing the system architecture to meet requirements. dwiid arounl
Oldbiedl ddi) pUad



Example: Developing a blueprint of the system's structure and components. ;¢
CUUs.iog pr.L” JSua bhxe

Process:

« High-Level Design: Creating an overarching design that outlines the main
components and their interactions. lgiMclaiq dpuuidl OlgSall Saxy Joli pround cLiv]

* Detailed Design: Developing detailed plans for each component, including data
flow diagrams, interface specifications, and hardware requirements. lalns ) ¢
Sldbieg «Ilg2lgdl Slavlge (LWl G35 Slodaze ¢y (6 Loy 950 JS) ddundi
8502\l

10.4 Development/Implementation

Definition: Developing and implementing the system according to the design.

proanill g olaill Juaiig yglnd

Example: Writing code and configuring hardware based on the architectural design.

S)lozall prounidl (e 2l 533_?3“ HoSig 293l 4US
Process:

« Coding: Writing the actual code based on the design specifications. 3¢Sl 44liS
esouoill Olaolge e 2y d=all

« Unit Testing: Testing individual components to ensure they function correctly.

2w JSuiy Jes il lewad d@ya)l SligSell jLis

« Integration: Combining all components and ensuring they work together
seamlessly. dwlluwy Bo Jasi lgil lawdg SlgSall graz zeo

10.5 Integration

Definition: Integrating the system components to work together. oUsil OligSo zod
o Joxl)

Example: Combining software modules and hardware components to form a
complete system. JolS aUsi JuSuini) 8392Vl SligSog Slizoydl Glasg zod



Process:

« System Testing: Testing the entire system to ensure all components work together
as intended. ygaio 9d LaS R Jaxi OligSell guaz ol lawa) JolSIl pUsil s

« Interoperability Testing: Ensuring the system can interact with other systems and
components. 5,51 SligSally dabailll go Jelail diSoy pUsill o ¢lawd

10.6 Verification and Validation

Definition: Ensuring the system meets requirements and performs as expected.

<

Rogio ot LS Josyg llbiall ol ol of olows

Example: Conducting tests to verify that the system functions correctly. Ol)Wis| <l

o JSuiu Josy ol gl oo Gaxill

Process:

« Verification: Confirming that the system is built correctly according to
specifications. Wilauolgel) 869 aumuo JSuiy 05l ai pUail ol 4SSt

« Validation: Ensuring the system fulfills its intended purpose and meets

<

stakeholder expectations. &ledgi b g die dguodall joydl oy pladdl ol Gleuws
dxlaoll wlaol

10.7 Transition/Deployment

Definition: Transitioning the system into the operational environment. oUail J4j

Example: Migrating data and users to the new system. ;1o azxiuellg OULUIl Ju> )i
aazdl pUadl (JI

Process:

« Deployment Planning: Creating a detailed plan for deploying the system,
including timelines and resource allocation. ¢lJ3 6 Loy (pUaill pi) dbods das <l
Nlgadl yjoraziy duied! Jglazdl

« Training: Training users and administrators on how to use and manage the system.



oWl 8,5]g ploxiwl drassS (e i gguedly o 3wl iy o

» Go-Live: Making the system operational and available to users. 16 oUsil J=>

10.8 Operations and Maintenance/Sustainment

Definition: Maintaining the system to ensure continued operation and performance.
ebb¥lg Jugiidl )l yoiwl lawa) pUail &ilus

Example: Regularly updating software and performing routine maintenance on
hardware. 53>V (e & ,95 diluo clyzlg pUaiL SOlizo | oz

Process:

« Monitoring: Continuously monitoring the system to detect and address issues.
JSlired| dzdloo g o liiSV ljeiwl pUsil dudlyo

« Patch Management: Applying updates and patches to fix vulnerabilities and
improve performance. cl>Vl uuzig Sl 2ol Sleysyilly Slssdl Gk

« Support: Providing ongoing support to users and administrators. sc il oya83

10.9 Retirement/Disposal

Definition: Retiring and securely disposing of the system when it is no longer
needed. aJl dl> Jlia a5y o) boaic glob dio yolxilly plail scldi

Example: Decommissioning old servers and securely erasing data. Jusii olay|
olol OUlw! zme g dayadll o3lg=l

Process:

« Decommissioning: Shutting down the system and ensuring all data is securely
archived or transferred. lglai ol ;lol Sl gres dduin)l olowdg plaill Jusuis colsy]

» Data Destruction: Securely destroying any sensitive data. dwlw=dl SUL| jreas
5ol
J d

 Recycling: Disposing of hardware in an environmentally responsible manner.



iy dgdue diyyhny 81211 o Galzill

Multiple Choice Questions

1. What is the primary goal of the requirement analysis phase?
A. To develop detailed design specifications

B. To ensure requirements are clear, complete, and feasible

C. To write and test code

D. To train users and administrators

2. What is the purpose of unit testing in the development phase?
A. To ensure all system components work together

B. To test individual components for correct functionality

C. To transition the system to the operational environment

D. To monitor and address system issues

3. Which process involves confirming that the system is built correctly
according to specifications?

A. Validation
B. Verification
C. Integration

D. Deployment

4. What is the first step in the transition/deployment process?

A. Training users



B. Go-Live
C. Deployment Planning

D. System Testing

5. What is the primary focus during the operations and maintenance phase?
A. Developing the system

B. Retiring and disposing of the system

C. Monitoring and maintaining system performance

D. Gathering requirements

Answers and Explanations

1. B.

The primary goal of the requirement analysis phase is to ensure that all
requirements are clear, complete, and feasible within the constraints of the project.

dlolS g duily Ollbniall gres o plowd 9o Sllbiall Judad dl>ye oo uwiyl gl

2.B.

Unit testing focuses on testing individual components to ensure they function
correctly before being integrated into the larger system.

lezod Jud zusuo JSuin Josi Lgil olewsd @3y8)1 SligSall izl e Slasgdl Lzl 55,
SVl pUsdl .

3. B.

Verification is the process of confirming that the system is built correctly according
to the specified design and requirements.

83320)l Slilhially ereaill Bog zumo JSuin 05l o7 plaill ol 38U dulac oo Gaxill.

4. C.



The first step in the transition/deployment process is creating a detailed deployment
plan, outlining timelines and resource allocation.

duioyll Jolazdl mbgi idlinde pib das clidl g jiadll / JEGYI ddac (6 oVl bglnzll
Nlgadl Jowaziy.

5.C.

During the operations and maintenance phase, the primary focus is on continuously
monitoring and maintaining the system to ensure its ongoing performance and
reliability.

diiluog )heiwl pUadl &slys (e usyl 32l 1S4 dilually Sllasdl ds>ye JUs
digd gig0g Gl dy)lyaiwl ;leus

11. Vulnerabilities in Systems

11.1 Mobile Devices

OWASP Mobile Top 10:

1. M1: Improper Platform Usage: Incorrect use of platform features or failure to use
security controls. lulgbo plaxiwl o Junall ol wlwll pUail) adud] e olaziw)l

5Lo I

U

Example: An app that does not use secure storage APIs correctly. pazxiwy ¥ Gulni
a0 Uiy oVl (33l Dlasil &y Slgaly

2. M2: Insecure Data Storage: Poor protection of data stored on the device. ;3%
ooVl e Sl

Example: Storing sensitive data in plaintext on a mobile device. SLLI oy =5

Jgoxo jlg> e $ole yaiS duwlw=ll
3. M3: Insecure Communication: Failure to protect network traffic. oVl & JLasVl
Example: Transmitting sensitive information over HTTP instead of HTTPS.

4. M4: Insecure Authentication: Weaknesses in authentication mechanisms.



oVl jue d85Looll

Example: Using simple PINs for authentication without additional security measures.
aolol glol yulai 9o @sbael) dowun je0) elixiwl

5. M5: Insufficient Cryptography: Weak or improperly implemented encryption.
OBl e el

Example: Using outdated encryption algorithms like DES. jpaail Olwj)lgs plasiwl
6. M6: Insecure Authorization: Flaws in authorization mechanisms. yc oy gaill
oVl

Example: An app that does not properly check user permissions. gaxiy \ g
paziuall Sligdl o aums JSuiu

7. M7: Client Code Quality: Poor code quality leading to vulnerabilities. 3¢S 834>
Jaa=ll

Example: Vulnerabilities due to unhandled exceptions or poor error handling. bl&;
&l clbsVl dxdlse ol dxllrall e OlelitiwVl e dssll casuall

8. M8: Code Tampering: Risks of unauthorized code changes. >4SJU e Mil

Example: Modifying an app's code to bypass security checks. gulill 5¢S Jya=i
duioVl Olog=all jglxil
9. M9: Reverse Engineering: Threats from analyzing app code to find

vulnerabilities. duuwSs]l dwaigll

Example: Using tools to decompile an app and find security flaws. &lgsVl ol aziuwl
dyioVl Lgusll sliuiSly Guni guaxi clal

10. M10: Extraneous Functionality: Unintended, dangerous functionality in the
code. 3.5ll Lails gl

Example: Debug code left in the app that exposes sensitive information. >gS

Ll Slogleall o iy il gubil (6 (iiell aumalll

11.2 Web-Based Vulnerabilities



1. Cross Site Scripting (XSS):

A. Stored (Persistent): Malicious script is permanently stored on the target server.

Oagiuall pol (e adly JSuiy dis 35 o1 jLadl jaddl pdladl ) 3l

Example: An attacker injects a script into a forum post, affecting all who view it.
018l g0 ghaz il 13y las wsaiiall wle sgitia i Lo gy e2lgs

B. Reflected (Most Common): Malicious script is reflected off a web application to

the user's browser. (Jl wug guhi oo awSe ais Lol jaill Eoud SVl juSsioll
ol zinas

Example: An attacker includes a malicious script in a URL, and when a user clicks it,
the script is executed. pi) (e paxiwall jai bodicg Jdouly 6 Lo Bod ouy p>lgo
.II -“- . e

C. DOM: Modifies the Document Object Model environment in the victim's browser.
dsuall zaunie o Adiligll Ol z23g0i A Jasd

Example: An attacker manipulates the DOM structure to execute malicious code.
Hbo 298 it @aslbgdl LK gdgei duiy el p>lgo

2. Cross Site Request Forgery (CSRF):

« Definition: Tricks the user into performing actions they did not intend. glas
L rosy o Dlelyzl plsl paxiuell

Example: An attacker tricks a user into submitting a malicious request to a website
where the user is authenticated. cug g6g0 | j)lo b py181 paxiwell a5y a>lgo
ade §aow pazxiuwadl 95y

3. SQL Injection:

« Definition: An attack that allows attackers to execute arbitrary SQL code. pg=x»

Example: An attacker injects a malicious SQL query into a website's input field.
9 8890 JBol Jix (n6 )L pllsiul iz a2lge



4. Input Validation:

A. Client Side vs. Server Side: Validating input on the client side vs. the server side.
el il blss Jresdl wils o JBVIl dxo (o Gaxill

Example: Ensuring input is validated on the server side to prevent tampering. ;) louo
e Ml gied 3l Wil e JB2VI dxo (o ozl

B. Allow Lists vs. Deny Lists: Allowing known good input vs. denying known bad
input. JoVl [a8) Jlie wgymall 3uzdl JBoVU zlowdl (a0l pilgs Jilas zlowdl oilgs
w0 gyad| ol

Example: Using an allow list to specify which input values are permitted. olaxiwl
gy 2 gouadl JBOVI o168 2yaxl 2o dails

11.3 General Vulnerabilities
1. Single Point of Failure:

« Definition: A single component whose failure can bring down the entire system.

JolSI plaill Uy ol dlisa) oSy 1519 osSe

Example: A single server that, if it fails, will disrupt the entire network. 3] (a5lg o35

Jo BJL &Sl oy o Juins
2. Bypass Controls:
» Definition: Methods to bypass security mechanisms. LVl W 54l 5,0

Example: Exploiting a bug to gain unauthorized access despite security controls.
oVl bulgadl o eyl wle a2 raall e Joogl) Uas JAgiwl

3. TOCTOU (Race Conditions):

« Definition: Timing issues where changes occur between checking a condition and
performing an action. cly>| Juaiig b i joxs jw Ol Saxi Cus Cusgill JSbie

Example: A file is checked for permissions and then modified before access is
granted. Jgogll zio Jib dyii ais af SligdVl (e Jgozll cilo jaxé ol

4. Emanations:



Definition: Electromagnetic emissions that can be exploited to gain information.

Sloglsall (e Jguoml) lgMsiwl Sy il dudsliso g g8l O lilssl

« Shielding (TEMPEST): Protecting against eavesdropping by containing electronic
emissions. g iSJVI OUlewiV clgisl gu b e Cuaiddl o dlaxll

« White Noise: Using noise to mask signal transmissions. clas) clb guall plaxiwl
Sy L)

« Control Zones: Establishing controlled areas to limit electromagnetic leaks. <Ldu|
o o 39Sl Oly jwill (o 3=2l) doS=e Gblio

Example: Capturing data from a monitor through its electromagnetic emissions.
dpub lise g 198l Lgililewil JUs (o diblis oo OLLWI blaill

5. Shielding (TEMPEST):

« Definition: Measures to protect against data leakage through electromagnetic
emissions. duuulb lise g)¢3dl G JUs 0 SLLWI Gyl o dlox] julad

Example: Using shielded cables and enclosures to protect sensitive equipment.
dwlbwzdl Slasall &lox) dalelly dalesll WK plaziwl

6. White Noise:

« Definition: Noise added to an environment to mask electromagnetic emissions.
dub lise gyl OUlewVI clas) diy J| dobowdl cbo guall

Example: Generating white noise to prevent eavesdropping on conversations. a7
O adl (e Cuaiill gied cboud] cbb gl

7. Control Zones:

« Definition: Designated areas where security controls are implemented. gb lioJl
ooVl bylgus 34aii i) Cu> douozall

Example: Creating secure zones within a facility to restrict access. diol §blio <Liul
Joo gl sudi sliiall Jsl

8. Covert Channels:

« Definition: Hidden methods of transferring information. Jai duazJl §,lll
Olo glsoll



Example: Using a low-bandwidth covert channel to leak sensitive information.
duwluwsdl Sl gleall cy ;i Gl daaxio duas LS plaxiwl

9. Aggregation & Inference:

« Definition: Collecting and inferring information to reveal sensitive data. go>
dw bl Sl cainsd Slo glsadl zlidiwlg

Example: Combining non-sensitive data to infer sensitive information. &Ll ge>
dw bzl Slo glmoall zlitiwY dwlu=dl e

10. Redundancy:

« Definition: Duplicating critical components to increase reliability. &UgSedl |1)S5

Qb gigall 8303 4 guall

Example: Using redundant servers to ensure availability. 3),Siell p3lgzl plaxiwl
50l ¢leuad

11. Mitigating Controls:

« Definition: Measures to reduce the risk or impact of vulnerabilities. Juai yulai
Sl Wb ol yblxell

Example: Implementing additional firewalls to protect against network attacks. juaii
Sl Slazxgdl o dileazl) di8Ls] 455U olyas

12. Increase Frequency of Reauthentication:

« Definition: Requiring users to authenticate more frequently to reduce the risk of
unauthorized access. yas Juail 51,S5 ST JSuiy oredziutall o @83bowll 85le] wllb
4 zroall ju Jgogll

Example: Requiring reauthentication after a certain period of inactivity. éslc| wlb
blidl pac o diumo 8,i6 sy d85bawll

13. Analysis & Design:

« Definition: Analyzing and designing systems to address vulnerabilities. Ju=i
Ol dxdlsed dadsiVll puonsis

Example: Conducting a thorough analysis to identify potential vulnerabilities in a
new system. 33> plai o deixedl Olydl izl Jolds Jul=i clys)



14. Polyinstantiation:

« Definition: Creating multiple instances of data to prevent unauthorized inference.
4 z joodl e JVaLwll gied SLLWI o 833xie OMuie L]

Example: Using different versions of a database for different security levels. slaxiwl
dalize olol Ol giura) SLLW! 3cl8 (o dalie Olylouol

15. Policy, Training & Procedures:

« Definition: Implementing policies, training, and procedures to address
vulnerabilities. Olyeil dadlesd SlelyzVlg wu il O lwlbowd] Spais

Example: Providing regular security training for employees. aAiio g\.i.oi )T ey

16. Remote Access Security:

« Definition: Securing remote access to systems and networks. 123 ;¢ Jgog)l uoli
Owidly dadsill J)

Example: Using VPNs and multi-factor authentication for remote access. plaxiwl
1S e Jgogd Jolg=dl 833510 d85bawedly duslyisl dvlzdl Sl

17. End-Point Security:

« Definition: Securing devices that connect to the network. Juoii (il 53¢2Vl umb
Sl

Example: Implementing antivirus software and encryption on all endpoint devices.
4 kol 830201 ganz e ppaiilly Slugypall d20150 goly s

Multiple Choice Questions

1. What does M3 in the OWASP Mobile Top 10 refer to?



A. Improper Platform Usage
B. Insecure Data Storage
C. Insecure Communication

D. Insufficient Cryptography

2. What type of vulnerability is SQL Injection?
A. Web-based

B. Mobile-based

C. Physical

D. Network

3. Which type of XSS involves malicious scripts stored on the server?
A. Reflected

B. Stored

C. DOM

D. Persistent

4. What does 'TOCTOU' stand for?
A. Time of Check to Time of Use
B. Type of Check to Type of Use
C. Time of Check to Type of Use

D. Type of Check to Time of Use

5. What is the purpose of using white noise in security?



A. To prevent SQL Injection
B. To mask signal transmissions
C. To authenticate users

D. To prevent cross-site scripting

Answers and Explanations

1. C.

M3 in the OWASP Mobile Top 10 refers to insecure communication, which highlights
the risks associated with unencrypted or improperly encrypted communications.

of 8auiiall e SVLasVb dbagyell yblxell ju las oVl e JLaiVl ol dails o iy
oo e JSui 8yadinall.

2. A.

SQL Injection is a type of web-based vulnerability where malicious SQL code is
injected into queries to manipulate the database.

SloMeiwVl (6 sl 39501 oi> iy s ol e dailadl Syl o £oi 9 il
UL $acliy e Mill,

3. B.

Stored (persistent) XSS involves malicious scripts that are stored on the server and
executed when users access the compromised server.

Jaog dic biaii ol (ilg el de djzall &zl jo gl (jeiuwall) () j2adl Jouiy
yraiadl el (Il e axiua]l.

4. A.

TOCTOU stands for Time of Check to Time of Use, which refers to race conditions

that occur when the system state changes between checking a condition and using
the results of that check.

loaic s (il §luwdl SV oIl iy gdrg wolaziwll iy ol pomall by ol iy
somdll 13 @l plaziuwlg puse b o o ol dls e,



5. B.

White noise is used in security to mask signal transmissions, making it harder for
attackers to intercept and interpret electronic emissions.

ole wsall oo Jzu bao (Lol elasy ololll (b bl cloguall plasiwl ol
dyigyiSIVI SULeiVI agog yolyicl uazlgell.

Conclusion

In this module, we covered the foundational principles of security architecture and
engineering. We discussed secure design principles, fundamental security models,
selecting controls based on system requirements, and understanding the security
capabilities of information systems. Additionally, we explored methods to assess and
mitigate vulnerabilities, cryptographic solutions, cryptanalytic attacks, site and facility
security design, managing the information system lifecycle, and identifying system
vulnerabilities.
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CISSP Resources
1. Official (ISC)? CISSP Study Guide
2. CISSP (ISC)? Official Practice Tests

3. Oreilly — CISSP Training by Sari Greene : https://www.oreilly.com/library/view/cissp-4th-
edition

4. CISSP MindMaps YouTube Playlist from Destination Certification :
https://www.youtube.com/playlist?list=PLZKdGEfEyJhLd-pJhAD7dNbJyUgpql4pu
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These articles, once completed, will serve as a good introduction to
preparing for the certification. However, they are not sufficient on their
own and will require detailed preparation from the sources mentioned at
the end of each article.
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Follow us in the upcoming articles to complete the explanation of the
remaining chapters, with more examples and clarifying questions that will
help you better prepare for the CISSP certificate.
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provide a comprehensive understanding of how to secure network infrastructures
against emerging threats and vulnerabilities.
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Module Brief

1. Apply Secure Design Principles in Network Architectures

This section covers the secure design principles necessary for creating robust
network architectures, including understanding the OSI and TCP/IP models, secure
protocols, converged protocols, physical and logical segmentation, and subnetting.
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2. Network Security and Defense

This section focuses on the operation and security of network infrastructure

components, including transmission media, network access control systems,

endpoint security, advanced endpoint protection solutions, defense in depth
strategies, firewalls, IDS/IPS systems, and endpoint security solutions.
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3. Implement Secure Communication Channels According to Design

This section explains how to implement secure communication channels, including

voice, video, collaboration, remote access, data communications, and third-party
connectivity.
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4. Remote Access

This section covers the principles and technologies necessary for ensuring secure
remote access, including tunneling, encryption, VPNs, and remote authentication.
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5. Network Attacks

This section explores various types of network attacks, their phases, examples, and
mitigation controls required to prevent them.

cosazill Jilwgg lgic dliolg lgl>lyog dalizall &uSuidl laxg)l £lgil pundll s Caniiuy
lgsio) dygllnoll

1. Apply Secure Design Principles in Network Architectures

1.1 Open System Interconnection (OSI) Model

e Definition: Frameworks that standardize the functions of a telecommunication or
computing system.
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e The 7 Layers:
1. Physical Layer
2. Datalink Layer
3. Network Layer
4. Transport Layer
5. Session Layer

6. Presentation Layer



7. Application Layer

1.1.1  Physical Layer:

¢ Media:
Wired: Twisted Pair, Coaxial, Fiber Optic
Wireless: Radio Frequency, Infrared, Microwave

e Topologies:

Bus, Tree, Star, Mesh, Ring

e Example: Ethernet cables (Twisted Pair) used to connect computers in a network.
&Saidl (05 yiguraSIl 83421 o sl pazdud Jgaze zgy uybl WK Jls

e Use Case: In a corporate office, Ethernet cables are used to connect desktop computers to
the local network for reliable internet access and file sharing.
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1.1.2  Datalink Layer:

e Collisions:

CSMA/CA, CSMA/CD

e Devices:

Hubs, Repeaters, Connectors

e Protocols:

802.1x

e Example: Switches use MAC addresses to forward data to the correct device.
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e Use Case: A network switch in a data center forwards traffic based on MAC addresses to
ensure efficient data transmission between servers.
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1.1.3  Network Layer:

e Protocols:

ARP, PPTP, PAP, CHAP, EAP

¢ |P Addressing:

ICMP (Ping), IPsec, IGMP

e Devices:

Routers, Packet Filtering Firewalls

e Example: Routers use IP addresses to forward packets to their destination.
lgig=g Wl pi=dl i) uglisdl Wlg=gall paziuwi JUio

e Use Case: A router in an enterprise network routes traffic between different subnets to
manage network segmentation and improve security.
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1.1.4 Transport Layer:

e Ports = Services:

Common Ports

e Protocols:



TCP/UDP, SSL/TLS, BGP

e Example: TCP ensures reliable data transfer between a client and server.
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e Use Case: TCP is used in online banking transactions to ensure data integrity and reliability
between the user's browser and the bank's server.
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1.1.5 Session Layer:

e Protocols:

Circuit Proxy Firewall

e Example: RPC (Remote Procedure Call) allows a program to request a service from a
program on another computer.
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e Use Case: RPC is used in a distributed application to allow different components to
communicate and perform functions across different servers.
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1.1.6  Presentation Layer:

e Devices:

NetBIOS, RPC

e Example: SSL/TLS encrypts data to ensure secure communication.
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e Use Case: SSL/TLS is implemented on e-commerce websites to encrypt sensitive



information such as credit card details during transactions.
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1.1.7  Application Layer:

e Protocols:

HTTP/S, DNS, SSH, SNMP, LDAP, DHCP

¢ Devices:

Application Firewalls
e Example: HTTP/S is used for transmitting web pages over the internet.

e Use Case: HTTPS is used on social media platforms to ensure secure data exchange
between users and the server.

1.2 Internet Protocol (IP) Version 4 and 6 (IPv6)

Definition: Protocols for addressing and routing packets of data so they can travel
across networks and arrive at the correct destination.
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Examples:

¢ Unicast: Sending data from one source to one destination. ;o SULWIl Jlw)l CuwlSuigs
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e Broadcast: Sending data from one source to all possible destinations in the network. Zull
Sl o diSanll Dlg=gll guo> Wl a5lg jauaw o S Jlw,))

e Use Case: Unicast is used in video streaming services to send data from the server to a
specific user's device.
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1.3 Secure Protocols

¢ Definition: Protocols that provide security services such as encryption and authentication
for data in transit.
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Examples:

e |IPSec: Provides secure communication by encrypting and authenticating IP packets.
w0l o3> @85laog et Giyb oo dioll VLV yog) iyl ol JsSsigy

e SSL/TLS: Secures communications over a computer network. daSuwi e SVLaiVI ogs
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e Use Case: |IPSec is used in VPNs to ensure secure communication between remote
employees and the corporate network.
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1.4 Implications of Multilayer Protocols

Definition: The use of protocols operating at multiple layers of the OSI model to
provide comprehensive security.
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Examples:

e Combining SSL/TLS (Layer 4) with IPSec (Layer 3) for enhanced security.

ololl 3 3si) &I il go iVl olol JgSeiay dail)l diybll



e Use Case: A financial institution combines SSL/TLS with IPSec to secure data transmissions
across different layers for online banking services.
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1.5 Converged Protocols

Definition: Protocols that combine different types of network traffic (e.g., data,
voice, video) over a single network infrastructure.
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Examples:

e VolIP: Transmits voice data over IP networks. &godl Sl Jai <oyl JgSgign e Sgall
o ol OB e

e iSCSI: Transmits storage data over IP networks. OBuwidl e =il Slly Jai

e Use Case: An enterprise uses VolP for its internal communication system to reduce
telephony costs and integrate with its data network.
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1.6 Transport Architecture

Definition: The design and structure of how data is transported within a network.
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Examples:

e Topology: The physical and logical arrangement of a network. JU el iyl bi>glgsglall
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e Data/Control/Management Plane: Different layers that handle data transfer, control
functions, and network management. go Jolaii dalize Olduds 8)5)l oSzl SULWI dauds
aSwidl 8yblg oSl Willbgg OLLWI Jas

e Use Case: A data center uses a hierarchical network topology to manage traffic efficiently
and ensure high availability.
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1.7 Performance Metrics

Definition: Measurements that indicate the performance and efficiency of a
network.
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Examples:
e Bandwidth: The maximum rate of data transfer. sVl GGl Jai Jase 33,11 §Uadll

e Latency: The delay before a transfer of data begins following an instruction. H;'E‘JI o9l
Sladeil aey SULE J5 ey Jus

e Use Case: An ISP monitors bandwidth and latency to ensure optimal performance for its
customers.
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1.8 Traffic Flows
Definition: Patterns of data transfer within a network.
aSeadl U oLl Jas blal

Examples:



e North-South Traffic: Data transfer between clients and servers. ddlosid| jgy0ll 45>
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e East-West Traffic: Data transfer between servers within a data center. 446 il jg)0ll &8>
Sl 3Sye U315 eolgzdl w OLLl Jai du

e Use Case: A cloud service provider optimizes East-West traffic within its data centers to
enhance application performance.
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1.9 Physical Segmentation

Definition: Separating network components physically to enhance security.
oleVl 3 Wl jus @il SlgSe s

Examples:

¢ In-Band Management: Managing network devices through the same channels used for
regular data traffic. &= dosztimal| Olgid)l Guai JA5 o dSuill 83921 8)l5] ol wo 8ys]

e Out-of-Band Management: Using separate channels for network management traffic.
aSwidl 815 jgpe a5y dundio Wlgis plaxiwl Gloddl z ) 6515]

e Use Case: An IT department uses out-of-band management to ensure network devices
can be accessed even during outages.
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1.10 Logical Segmentation

Definition: Separating network traffic logically using technologies like VLANs and



VPNs.
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Examples:

e VLANS: Separate broadcast domains within a network. Juos duslyisVl ddxedl &Sl
Sl Yz Sudl Slslas

e VPNs: Create secure connections over the internet. OVLadl clisi] doll duslyis VI OBl
i)l e diol

e Use Case: A university uses VLANSs to separate student and staff network traffic for
security and management purposes.
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1.11 Micro-Segmentation

Definition: Dividing a network into smaller segments to improve security and
control.

2=l ol i) y2ol eljzl W @Suid] puuwdi

Examples:

e Distributed Firewalls: Applying firewall policies at a granular level. dcjgall 4 ,WI l)a=l
G183 Sl e )Wl )zl Slwluw i

e Zero Trust: An approach that assumes no implicit trust within the network. zgi daiJl pac
Spill J31> i 8 2929 aac yiy

e Use Case: A healthcare organization implements micro-segmentation to protect patient
data and comply with regulations.
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1.12 Edge Networks

Definition: Networks located at the edge of the enterprise network, managing
ingress and egress traffic.
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Examples:

¢ Ingress/Egress: Managing data entering and leaving the network. 8,15 z g)=JI Jg=aJI
S| jsleig Jza5 Ul Sl

e Peering: Establishing direct network connections with other networks. &VLadl cbi] judAi
>V Ol go 8 pile duSaii

e Use Case: A content delivery network (CDN) uses edge networks to cache content closer
to users, reducing latency.
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1.13 Wireless Networks

Definition: Networks that use wireless technologies for communication.
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Examples:

e Wi-Fi: Wireless local area network technology. d&sSlwMI dd=ell dSuid| duidi sl lg

e Bluetooth: Short-range wireless technology for connecting devices. &Sdw) duidi Ggigh
8302V ol saall 8,008

e Use Case: An office uses Wi-Fi to provide internet access to employees without the need
for physical cables.
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1.14 Cellular/Mobile Networks

Definition: Networks that provide wireless communication over large areas through
mobile devices.
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Examples:

e 4G: Fourth generation of mobile network technology. li>gJgisi (o &l Juzdl guldl Juxdl
Jgomall lSui

e 5G: Fifth generation of mobile network technology. b>gJgiSi (o e Bl Juzdl e I Juxd |
Jgezall OlSw

e Use Case: A logistics company uses 4G and 5G networks to track and communicate with
delivery vehicles in real-time.
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1.15 Content Distribution Networks (CDN)

Definition: Networks of servers that deliver web content to users based on their
geographic location.
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Examples:

e Reducing latency by serving content from a location closer to the user. JUs o pi‘ﬂl Julay
paziuall Gl wysl 8g0 o Seixall pylds



e Use Case: An online streaming service uses a CDN to provide high-quality video content
to users around the world.
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1.16 Software Defined Networks (SDN)

Definition: An approach to network management that enables dynamic and
programmatically efficient network configuration.
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Examples:

e API: Allows interaction with SDN controllers. Olasg go Jeloitl aoud Slauhil dxoy dg>lg
Olizoydb doysall dSuidl pSxi

e Network Functions Virtualization: Decouples network functions from hardware. duslyisl
8302V1 e @Sl ailby Jos dSwill wailbyg

e Use Case: A telecom provider uses SDN to manage and optimize network traffic
dynamically in response to changing demands.

1.17 Virtual Private Cloud (VPC)

Definition: A private cloud within a public cloud infrastructure.
dole dylxw duizi duy J31 dols 4w

Examples:

e Providing isolated network environments within a public cloud. dgj=e 4SS Ol o g7
dole 4low 31>



e Use Case: A startup uses a VPC to host its applications securely within a public cloud while
maintaining control over its network environment.
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1.18 Monitoring and Management

Definition: Tools and processes to observe and control network performance and
health.
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Examples:

e Traffic Flow/Shaping: Managing data transfer to ensure network efficiency. d4Sy> 563
aSwid] 8claS o lound SLLI Jai 8,15] gyl

¢ Fault Detection and Handling: Identifying and addressing network issues. ;¢ «aisl
&S] JSlite dxleog iz lgizdlesg JUacll

e Use Case: A network operations center (NOC) uses monitoring tools to detect and resolve
network issues proactively.
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1.19 Subnetting
Definition: Dividing a network into smaller, more efficient sub-networks or subnets.

Purpose: To improve network performance and security by reducing congestion and
isolating network segments.
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Examples and Calculations:



Class A Network:

e Original Subnet: 10.0.0.0/8

Subnet Mask: 255.0.0.0

New Subnet Mask: 255.255.0.0

Number of Subnets: 256

Hosts per Subnet: 65,534

Class B Network:

e Original Subnet: 172.16.0.0/16

Subnet Mask: 255.255.0.0

New Subnet Mask: 255.255.255.0

Number of Subnets: 256

Hosts per Subnet: 254

Class C Network:
e Original Subnet: 192.168.1.0/24
e Subnet Mask: 255.255.255.0
e New Subnet Mask: 255.255.255.240
e Number of Subnets: 16

e Hosts per Subnet: 14

e Use Case: A company divides its network into smaller subnets to enhance security and



improve traffic management. ;loVl 3 =i 2ol dicys O (J lgiSud iy & b pgdi
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Multiple Choice Questions

1. What is the primary purpose of VLANs in network design?
a. Increase bandwidth

b. Reduce latency

c. Logical segmentation

d. Physical segmentation

2. Which layer of the OSI model is responsible for data encryption?
a. Physical

b. Presentation

c. Network

d. Application

3. What is a use case for SDN in a telecom provider's network?
a. Enhancing physical security

b. Dynamic traffic management

o

Increasing latency

d. Reducing bandwidth

4. How does micro-segmentation improve network security?

a. By increasing the number of routers



b. By dividing the network into smaller segments
c. By using only wireless connections

d. By enhancing the physical layer

5. What is the purpose of a DMZ in network architecture?

a. To provide a buffer zone between the internal network and external threats
b. To increase internal network speed

c. To reduce the number of firewalls needed

d. To enhance physical security

Answers and Explanations

1. c. Logical segmentation

Explanation: VLANs are used for logical segmentation of network traffic within a
network. &Suidl Uzl Gabio dSwidl jgye d5)> puuwdi) oz

2. b. Presentation

Explanation: The presentation layer of the OSI model is responsible for data
encryption and decryption. ¢log jaii e dgguo L__si uu_gi Z3g0i o oyl daulnll
ULl i

3. b. Dynamic traffic management

Explanation: SDN enables dynamic and programmatically efficient network
configuration, useful for managing traffic. (Suoliuy JSwin dSuidl (p ST o Sy
29yell &y= 8)bY s g9 (Jlwd (axopig

4. b. By dividing the network into smaller segments

Explanation: Micro-segmentation improves security by creating smaller, isolated
network segments. &Swuidl o dgjnog 2ol clizl clivl oVl ol apwdi| s

5. a. To provide a buffer zone between the internal network and external



threats

Explanation: A DMZ creates a buffer zone to protect the internal network from
external threats. du=s|Jl d&Suid] 4lom] djle dalnio clinl zMudl degiio dahioll pgai

duzy il Slaagdl o

2. Network Security and Defense

2.1 Secure Network Components

2.1.1 Operation of Infrastructure

Definition: Ensuring that network infrastructure operates efficiently and reliably.
B gigog 8cloSy @il duiztll &l Josi ol oloud

Examples:

e Redundant Power: Using backup power sources to prevent downtime. jslos olaxiwl
s gill gied dblizVl d&sUal

e Warranty and Support: Ensuring hardware is covered by warranty and support services.
acll Oloasg olosay byg2Vl ddhgi olaws

e Use Case: A data center uses redundant power supplies to ensure continuous operation
during power outages.

Sl glagil st yodued | Jusiid] o leund ddbisVI dasUadl Oislae] S S ye pasiuy
el

2.1.2 Transmission Media

o Definition: Physical pathways that carry network data signals.

Swidl DLy alyls] Jexi Ul dib el Ol el



e Physical Security: Protecting transmission media from physical damage and interference.
J>ily ol el il o Jall Jilwg dles>

e Signal Propagation Quality: Ensuring high-quality transmission by minimizing signal loss.
8)La)l glads Juai g b e Jail 83g> olouwd

Use Case: Fiber optic cables are used in long-distance communication to ensure
minimal signal loss and high-speed data transfer.

5)Lis] lais lews) dlgb lsluse) VLA (6 & ol LI SIS alaziwl i)
dcull e BUly Jids Juis

2.1.3 Network Access Control (NAC) Systems
Definition: Solutions that control access to network resources.

a0l 3)lge Wl Jsosll b S Jolo

Examples:

e Physical Solutions: Using physical devices to restrict access. suail il juall 5302V1 plsziwl
Jgodll

e Virtual Solutions: Using software-based approaches to control access. ulwll plsxziwl
Jyogdl (o oS=xil) Slizoyd! (I 8adiuall

Use Case: An organization implements NAC systems to ensure only authorized
devices can connect to its network.

dodril 344l doliio pgii NAC lgiSuiy JLaill lgiSe bas g 2 nowll 836211 ol leus)

2.1.4 Endpoint Security

Definition: Protecting network endpoints, such as computers and mobile devices,
from security threats.



giolll Dyl o Wganall 3g2Uls yisnasll il Jio dSui] Glgill bl la>

Examples:

e Host-Based Security: Implementing security measures directly on devices. yulii Juaii
8392Vl e b rilio oloVl

¢ Antivirus Software: Using software to detect and remove malicious programs. olaiwl
8)Ladl zolydl dljlg coliiSV zol I

e Use Case: A company installs antivirus software on all employee devices to protect against
malware.

Slizoydl o dilazll puabgall 53g51 grez wle Slwgyill dx6l5o0 aoly il & 5 pois

2.2 Defense in Depth

Definition: A multi-layered approach to security that includes multiple defense
mechanisms to protect information.

Slogleall &laz) 83120 drclss SWT Jasiy ol Sladall yisio zgi

e Components:

Network Segmentation / Partitioning: Dividing a network into smaller segments to
enhance security. 5LVl 3321 y2ol cizl (Il dSuidl amuds il &z

o Network Perimeter: The boundary between an organization's internal network and
external networks. du> )l OBuwidly duw o) ddsladl d&Suidl > ga=dl &Sl buxo

o DMZ (Demilitarized Zone): A physical or logical subnetwork that contains and
exposes an organization's external-facing services. duc o dSuis zMudl degiio dalnioll

loo s 2y lid) dgzlgall dwwdall Oloss (e $oixd dsihio gl duly jué

o Bastion Host: A heavily secured server located on a network perimeter, used to
defend against attacks. .d&Swidl buxe Je g8y S JSuiu oo 035 jimall annall
Olozgll o gloal) pasiug

o Proxy: A server that acts as an intermediary for requests from clients seeking



resources from other servers. 3;lgo e oWl Mol Sl buwgS Josy e JuSg
LSPi ‘o.)|9.5 Y

o NAT/PAT (Network Address Translation / Port Address Translation): A method of
remapping IP addresses by modifying network address information in the IP header.
Juasi Gayb e prglic g dslel day yb Jdiall plgic dozyi/aSuidl plgic daz)i
Syl JoSsian pwh b @Sl lsic Sloslso

2.3 Firewalls

Definition: A network security device that monitors and controls incoming and
outgoing network traffic based on predetermined security rules.

sclsd e 2y 8)3lally 83,lg)l @Suidl jayall &Sy (nb @Sxisg iBly Suib olol jlg=
Le 353x0 QLoi

e Types:

« Packet Filtering Firewall: Filters packets based on IP addresses, ports, and protocols.
OV gSgigyllg doliadlg (uglic wle 2lu pizdl oy pj=dl auad e piladl Gloxdl Hjlas

« Stateful Packet Filtering Firewall: Monitors the state of active connections and
makes decisions based on the context of the traffic. dua.ni (e piladl Gloxdl Hlas
Hapadl &3> Gluw oo 2y Olyhall i g dbowidd]l SVl Al wisly Al Sl eyl

« Circuit Proxy Firewall: Operates at the session layer to manage network traffic. )la>
aSwid| jgyell dSy> 8)15Y duwd=ll daub o Josy 85101 JiSq e pilal &laxll

« Application Firewall: Inspects and controls traffic at the application layer. ;la>
Sipaill &b s s550ll 8> b pSxisg oy Dlipbaill e plall dylaall

e Famous Brands:
» Cisco
« Palo Alto Networks
* Fortinet

e Check Point



« Juniper Networks

e Use Case: A company uses a stateful packet filtering firewall to monitor and manage
network traffic, ensuring that only legitimate traffic is allowed.

ety Leo Sl jgyell &)= 8)lalg dislyel pj=dl didualy pody )L Hlaz & 5 @azus
duc il ygy0)l @, s 2lawdl

2.4 Inspection

Definition: Techniques used to examine and analyze network traffic to detect and
respond to threats.

larde 5)lg Slagagill olinisV aSuidl jaye &)> Julxig yomil paziud Olds
e [IDS/IPS Location:

» Host-Based IDS/IPS: Installed on individual hosts to monitor and protect them.
pgila>g

« Network-Based IDS/IPS: Monitors network traffic across entire segments. oUAj
oS eljzl yue aSuidl jgpe aS)> wbly aSuidl wle piladl Jlwill gio/axisS

e IDS/IPS Detection Methods:

« Pattern Matching: Detects threats based on known patterns. duooil daylooll
dogym0 blail e 2l Olayagill Cauiiss

« Anomaly Detection: Identifies deviations from normal behavior. >3y 3g3uidl oS

sl obudl o Slsl=il

« Statistical Analysis: Uses statistical methods to detect unusual activities. Ju=il
alsl e dhuinVl liisy dilns)l cdlwll paziuy (ilasyl

« Signature Analysis: Compares network traffic against a database of known threat
signatures. Olagagill Gledgi (o Gl daclsy dSuidl jgpe a5y o)l Ileus gl Jud=i



46yl

e IDS/IPS Types:

* In-line: Placed directly in the path of network traffic to block or allow it. o Uil
@ glosdl gl o3bax) @S1all jgy0 455> Jlso (b Britlio Bbg) ool

 Mirror: Receives a copy of network traffic for analysis. dsxuwi Jusiwy GwgSsall oUaill
Jal=il) &Sl jgy0 &)y> 0

« Span: Monitors traffic from specific ports or VLANS. jgell &> wisly dieod| oUadl
duolis] ddxe S gl 83230 16l o

* Protocol: Focuses on specific network protocols. ;S JgSgigydl e oiladl oUadll
830 S UVgSgign e

« Stateful Matching: Tracks the state of network connections to detect threats.
Olagagdl olinsy aSuidl OVLlasl db g ] day ol

« Traffic Analysis: Analyzes the overall flow of network traffic. J=y jqyell d4S)> Jul=i
Swid| jgyo &)= pladl Goaill

Techniques:

» White & Black Lists: Allow or block traffic based on pre-approved lists. ojlgall
lapo aninoe ailgd e zly )gpall ElSP)b.>9i Zloawd| clygudly clawll

« Sandbox: Isolates suspicious files to observe their behavior. J =i dgj=edl diull
gS ¢lw dudlyed da guiitedl lalall

¢ Additional Tools:

« Honeypots: Deceptive systems set up to attract attackers. dalail duig 1 iSJVI 25 Lol
re>lgadl Lzl =i dosls

« Honeynets: Networks of honeypots designed to study attacker behavior. &Sl
orezlgedl Jolw dwlys) dosuoe duigyiSIVI ol o S8l desll



« Ingress vs. Egress: Ingress monitors incoming traffic, egress monitors outgoing

traffic. )gpell &)> zgyzl widly 83,10l ygypall &y Josall wibly z9y3dl Lilie Jgsall
S_pbo.ll

2.5 Advanced Endpoint Security Solutions

¢ Endpoint Detection and Response (EDR): A cybersecurity technology that continuously
monitors and responds to advanced threats on endpoints. <8l il (dlud| oVl duias
gl blail (Je doasioll Olagagill jleiwl cuxiwig

e Network Detection and Response (NDR): A cybersecurity technology that uses network
traffic analysis to detect and respond to threats within the network.  ulyuud! oVl dyid5
Sawid| Sz Dlagagidl de 3yllg colinsSV aSwidl jgyo &) Jud=i pasiud

e Extended Detection and Response (XDR): An advanced security solution that integrates
multiple security products into a unified system for comprehensive threat detection and
response. 3,)lg LSV 15lg plai (b duioll Olziiall o 3asl G zod padis (sl J>
Slagagdl e Jolidl

e Use Case: A financial institution uses EDR to monitor endpoints for advanced threats, NDR
to analyze network traffic for anomalies, and XDR to unify threat detection across multiple
security layers.

2.6 Network Access Control (NAC) Solutions

Definition: Solutions that control access to network resources by enforcing security
policies.

oLl Slwluw yayan @aill 3)lge I Jgooll (b @S Jolo
e Top Brands:

« Cisco Identity Services Engine (ISE)

* Aruba ClearPass

» ForeScout CounterACT



» Extreme Networks ExtremeControl

« Pulse Secure

e How It Works:

« Authentication: Verifies the identity of users and devices. 4 g o o=l d55Lasl
5}3}_3”3 oo el |

« Authorization: Determines the level of access granted to users and devices.
8302Vlg uorziwall z gianll Jguogll Sgiue 3z oy gaill

« Policy Enforcement: Applies security policies to control access to network
resources. aSuidl 3)lgo Il Jguogll (b pSxill LoVl Slwluw Gubi Slwluwdl (o)

« Monitoring: Continuously monitors network activity to detect and respond to
security incidents. &alg=dl (e 3l coliiSV lyaiwl Swidl bladl 4slye dslyedl
dyio VI

e Use Case: An enterprise uses NAC solutions to ensure only authenticated and authorized
devices can access the corporate network, enforcing security policies and monitoring for
suspicious activities.

Joogll lgiSes his dngaally @83bowll 835V1 ol olawal Jelsd| i dumwgo i
aa guitel| AoVl d&islyog oloVl Olwluw Gudnig &S il &b

2.7 Intrusion Prevention Systems (IPS) and Next-Generation IPS (NGIPS)

Definition: Systems that monitor network traffic for malicious activity and take
action to prevent it.

lesio) lelyz] Sy @zl Olbliid) &Suid] jepe &S)> wiblys dalail

e |PS vs. NGIPS:

« IPS: Traditional IPS focuses on detecting and blocking known threats using
signatures and pattern matching. ja>q LS| ode 35y sadail Jlwidl gie pUAs
duboail] daylbedlg Oleus il plazxiwl 4o gyl Slgagil



Recommended by LinkedIn

Train at Koenig on HCNA-Security-CBSN Constructing...
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Third party intergration into Honeywell Experion PKS...

hmida guedda - 2 months ago

Against logs there are no arguments!

Charles Monteiro - 1 year ago

* NGIPS: Next-Generation IPS includes advanced features like application awareness,
contextual analysis, and integrated threat intelligence for detecting and preventing
sophisticated threats. (e gl Jio doadio Gl Jouiny &l Juzdl Jlwidl gio olad
Olagagidll gieg woliiSV de Siedl Olagagtl Olylxiwlg s bwd | Jud=U1 S laudaidl
ax0ll


https://www.linkedin.com/pulse/third-party-intergration-honeywell-experion-pks-using-hmida-guedda-oluie

e Top Brands:
« Cisco Firepower
« Palo Alto Networks Threat Prevention
* Fortinet FortiGate IPS
« McAfee Network Security Platform

* Trend Micro TippingPoint

e Use Case: A financial institution uses NGIPS to detect and block sophisticated cyber-
attacks, integrating threat intelligence for real-time protection.

iyl Slaxgll JPasg W LWSY ol Jusdl il gie pUad ddle duwgo o il
wad=l Gsgll (o dylomd) Olagagill Ol)lziwll Jo iy 880l

Multiple Choice Questions

1. What is the primary advantage of using NGIPS over traditional IPS?
a. Increased network speed

b. Application awareness and contextual analysis

c. Reduced cost

d. Simplified configuration

2. Which security solution continuously monitors endpoints for advanced
threats?

a. NDR
b. EDR
c. NAC

d. IPS



3. How does XDR improve threat detection and response?

a. By increasing bandwidth

b. By integrating multiple security products into a unified system
c. By simplifying user interfaces

d. By reducing latency

4. What is a key feature of a honeynet?

a. Encrypting data

b. Attracting attackers to study their behavior
c. Increasing network speed

d. Reducing bandwidth usage

5. Which NAC solution brand is known for enforcing security policies and
monitoring network activity?

a. Palo Alto Networks
b. Cisco Identity Services Engine (ISE)
c. Fortinet

d. Trend Micro

Answers and Explanations

1. b. Application awareness and contextual analysis

Explanation: NGIPS includes advanced features like application awareness and
contextual analysis to detect and prevent sophisticated threats. gio oUAi Jouiy
&iog LSV (8l Jud=ilg Olaubidl (egdl Jis doadio Oljue pdl Juzdl Jlwidl



838sdl Olagagil

2. b. EDR

Explanation: Endpoint Detection and Response (EDR) solutions continuously monitor
endpoints for advanced threats and provide visibility and analytics. Jgl> wisl)i
OMd=illg d5 51 30979 Hlpeilwl dosdiedl Slayagil dblgill blaill 4lxiwllg cadsdl

3. b. By integrating multiple security products into a unified system

Explanation: XDR improves threat detection and response by integrating multiple
security products into a single, unified system for comprehensive protection. ;=
15y plas (w6 dioVl Olxiiall o 2l zod Gy b e lgd dlxiwVlg Olsgagill clais|
dlo Ll Glo=l) 3590

4. b. Attracting attackers to study their behavior

Explanation: A honeynet is a network of honeypots designed to attract attackers and
study their behavior to improve security defenses. ;o &Suib & deslzdl aSwuill

iVl Olels sl i) ogS gl duwlysg prezlgell Wiz dasuas gy SVl Blowll

5. b. Cisco Identity Services Engine (ISE)

Explanation: Cisco Identity Services Engine (ISE) is a NAC solution known for
enforcing security policies and continuously monitoring network activity. Le_:b ey
yeiwl @il blis wélyg olVl Slwluw yoyay J>

3. Implement Secure Communication Channels According to Design

3.1 Voice, Video, and Collaboration



Definition: Securely managing communication channels used for voice, video, and
collaboration tools.

ooleilly gusudlly Ciguall ilgal (b doszdimall olol JLosVl Cilgis )]

Examples:

e Conferencing: Using secure protocols for online meetings. dioVl &V gSgigyl olaziwl
<)M e Olelaix\

e Zoom Rooms: Secure configurations for virtual meeting rooms. 6,2 diol <uliy oS5
duslyioll UlelaizVl

e Use Case: A multinational corporation uses secure video conferencing tools to facilitate
communication between teams in different countries. Olgal O luuizdl 83axio & fb o a1l

dalizo ool o @yl ju JLaiVl Jugud dioVl gyouall je Olyaigell

3.2 Remote Access
Definition: Securely accessing network resources from remote locations.
Bausy @8lgo (po dSuidl 3)lge Il oVl Jguogll

Examples:

¢ Network Administrative Functions: Securely managing network devices from a remote
location. sy g8g0 (o olol &Suidl 53921 8,15

e Virtual Private Networks (VPNs): Creating secure connections over the internet. <Ll
66V e diol VLA

e Use Case: IT administrators use VPNs to securely access and manage network resources
while working remotely. do | duslyioll Sl Glo gleall l>glgiSi ¢lgdue pixiuy
125 e dasdl elisl olob Lgiylaly d&Suwid! 3)lge I Jguogl)

3.3 Data Communications



Definition: Securely transmitting data across networks.
Swsdl pe gl Sbilyl Jai

Examples:

e Backhaul Networks: Secure connections for data transfer between distant locations.
sousdl gslgadl o Olibdl Jaid diol OVLAS] JeeSWI VLAl

e Satellite Communications: Secure transmission of data via satellites. jic QLoL Sl Jai
dcliuoll )lesVl

e Use Case: A telecommunications company uses secure backhaul networks to transmit data
between regional offices. ;u SUll Jai dioll JagSWI SOt SVLaiVl &S i o
dpagls | uilsell

3.4 Third-Party Connectivity

Definition: Managing secure connections between the network and third-party
systems or services.

iz 2l Sloazdl ol dabaillly @il oy dioll HYLoIVI 6)ls]

Examples:

e Vendor Access: Securely granting access to vendors for system maintenance. Jgogll aio
ol &lpal ussll) oVl

e Cloud Services: Ensuring secure connections to cloud service providers. &YLaiVl leus
&l Oloas $dghe go dioVl

e Use Case: An enterprise uses secure third-party connectivity to allow cloud service
providers to maintain its applications without compromising security. duwuwwge piuwd
wluwall 593 Lgilaudni diluay &loud] Sloas 3950 zlowl) &L lyb VI go oVl HYLAGYI
5 LAL
J d



Multiple Choice Questions

1. What is the primary purpose of using secure protocols in conferencing?
a. To increase meeting length

b. To improve video quality

c. To ensure data security

d. To enhance user experience

2. How does a Virtual Private Network (VPN) contribute to secure remote
access?

a. By increasing network speed
b. By encrypting data transmissions
c. By improving user interfaces

d. By enhancing bandwidth

3. What is a key function of backhaul networks in data communications?
a. To increase storage capacity

b. To secure data transfer between distant locations

c. To manage user accounts

d. To enhance video quality

4. Why is vendor access management important in third-party connectivity?
a. To increase network speed
b. To improve encryption

c. To securely grant access for system maintenance



d. To enhance user experience

5. What is the primary benefit of using secure satellite communications?
a. To reduce signal interference

b. To increase data storage

c. To secure data transmission

d. To improve user interfaces

Answers and Explanations

1. c. To ensure data security

Secure protocols in conferencing ensure that the data transmitted during meetings
is protected from unauthorized access. ol ouni Olioigell (b dioVl GV eSgigull

0 7 joall e Jgogll oo dame lelaizVl YU dgiiall UL

2. b. By encrypting data transmissions

A Virtual Private Network (VPN) secures remote access by encrypting data
transmissions between the user and the network. 0§ Lol duslyis Ml asyuidl

Suidly paziuel ju OULI J&S a8 Guyb e 3y pe Jgogll

3. b. To secure data transfer between distant locations

Backhaul networks are used to secure data transfer between distant locations,
ensuring the integrity and confidentiality of the data. Jai JggSWI OBwi paxiuwg
OUldl & jwg doMuw ouny bow dousdl g81gall L')Loi_! SULI

4. c. To securely grant access for system maintenance

Vendor access management ensures that vendors can securely access the system for



maintenance without compromising security. il ol Gound pusill Jguog 5yl
ool pwlwall (g3 @ilual) pUail Wl Glol Jguog)l agiSey

5. c. To secure data transmission

Secure satellite communications protect data transmission from interception and
unauthorized access. jalyicVl o SLLl Jai dioVl diclivall jlasVl SVLATl (o

4 z yoell e Jgoslly

4. Remote Access

4.1 Tunneling

Definition: Technologies that encapsulate and transmit data securely through
tunnels.

SV s o lob bl Jiisg cales oluds

Technologies:
e GRE: Generic Routing Encapsulation. psledl ausgill caulsi
e PPTP: Point-to-Point Tunneling Protocol. dnii (JI dhdi o §laiVl JgSgigy
e L2TP: Layer 2 Tunneling Protocol. dilil danl glailll JgSgig

¢ Split Tunneling: Directs some traffic through a secure VPN tunnel while allowing other
traffic to access the internet directly. 4S)>) ouwy Loy ol §4i yic Hgpall &S)> oy duzgi
8ol iyl ] Jsoall ys Ul Hgyell

e Use Case: A company uses L2TP for secure remote access, ensuring data is encapsulated
and transmitted securely between remote users and the corporate network. &y o3
BSuiing A= e o dxiwadl L-,l.oh lelaig OUll caulsi youny lao i e oVl Jeogl)
as yadl




4.2 Encryption

Definition: The process of encoding data to prevent unauthorized access.
4 z ronll e Jgogll gied OLLWI pais ddec

e Use Case: Remote employees use encrypted communication channels to ensure the
confidentiality of sensitive business data. a0 JLail Olgis 4] e gabd gl paxiuy
dw bzl &) bl bild! & jw g leusd

4.3 VPN (Tunneling + Encryption)

Definition: Virtual Private Networks combine tunneling and encryption to secure
data transmission over public networks.

il e ULl Jai ool jainilly $laill pu duslyisVl Lol OlSwil gos
dolsl

e Use Case: A company deploys a VPN to allow remote workers to securely connect to the
corporate network, protecting data from interception. 4ol duslyisl dSub piy dS i p gl
uo eVl o Sl oy Lo «dS il dSuniu olob JLaiVl 253 oo oudolsl) 2 louwl)

4.4 |IPSec

Definition: A suite of protocols designed to secure Internet Protocol (IP)
communications.

UVl JgS gigp VLadl el daswaall HVgSgigpll o dcgazxo
e Components:

-Authentication Header (AH): Provides data integrity, authentication, and anti-
replay. Jusaidl 85le] dx680g d85Loally SLLUI Jo i jo gy

-Encapsulating Security Payload (ESP): Provides confidentiality, data origin
authentication, and anti-replay. sslc] @x650g Ul Lol @sbowg @ sl 464



e Modes:
-Transport Mode: Encrypts only the payload of the IP packet. lhds doj> dgo> jaiiny

-Tunnel Mode: Encrypts the entire IP packet. JoSJL doj> jadiy

o Processes:

-IKE (Internet Key Exchange): Establishes a shared security policy and
authenticated keys. lgde §3uoll auilaally aSyiitall LoV duwliw 332y

-Security Association (SA): A set of policies and keys used to secure a network
connection. &l Jlail ol dorximell zuiliolly Slwlu! o dcgaxo

-Mutual Authentication: Both parties verify each other's identity. ;0 )L all §axiy
vosl lagasy 490

e Use Case: An enterprise uses IPSec to secure communications between remote offices,
ensuring data is protected during transmission. «ilSed|  SVLaGNI u.x.ol.x.] duw §o oI5l
Jadl <l SUldl dlos oy Lao «bausull

4.5 Remote Authentication
Definition: Protocols used to authenticate remote users accessing a network.

Suid| | goboy Ml pausd! e axiiuedl d85boed do aziuedl VS gl

e Protocols:

-RADIUS: Remote Authentication Dial-In User Service. ;e uoixiuell dé83Low doss

2

sy

-TACACS+: Terminal Access Controller Access-Control System Plus. oS=i oUAJ
oy dwsy bl pSxUl 3359 Il Jguo gl

-Diameter: A protocol for authentication, authorization, and accounting. JgSg4igp
dwlzelly you gaillg d453Lowl)



e Use Case: A university uses RADIUS to authenticate students and staff accessing the
campus network remotely. &S J| joboy il pabgelly OMaJl d83bow] deols paziwi
A2 oo ol o)l

4.6 Remote Access / Management

Definition: Tools and methods used to manage network devices and resources from
remote locations.

8ausdl g8lgall o 3)lgally aSuill 8351 815 dosztimal! cillwllg Cilgall

Examples:

e SNMP (Simple Network Management Protocol): Monitors and manages network
devices. dSwill 53g>1 g by

e Telnet: Provides remote access to network devices. &Swuill 83451 wJl 355 e Jgog)l 1o4u

e Use Case: Network administrators use SNMP to monitor the health and performance of
devices across the organization from a central location. dxo dislyel dSuwidl ¢lgguoe pazxiluy

S350 Rbgo o dakriall clail groz b 8392Vl cbsig

Multiple Choice Questions

1- What is the primary purpose of a VPN?

a. To increase internet speed

b. To secure data transmission over public networks
c. To improve user interfaces

d. To enhance bandwidth

2- Which tunneling protocol encapsulates data at the network layer?



a. GRE
b. PPTP
c. L2TP

d. Split Tunneling

3- How does IPSec Tunnel Mode differ from Transport Mode?
a. Tunnel Mode encrypts only the payload

b. Transport Mode encrypts the entire IP packet

c. Tunnel Mode encrypts the entire IP packet

d. Transport Mode does not use encryption

4- What is a key feature of RADIUS in remote authentication?
a. Provides encryption for data transmission

b. Monitors network devices

c. Authenticates remote users accessing a network

d. Secures communications between offices

5- Which tool provides remote access to network devices?
a. SNMP

b. Telnet

c. RADIUS

d. IKE



Answers and Explanations
1- b. To secure data transmission over public networks

A Virtual Private Network (VPN) secures data transmission over public networks by
encrypting data between the user's device and the network. dolzl duslyis VI dSwidl
Swidly eaxiutall jlgz g SULI i Ga b e doledl Suall jue SULWI Jai (o5

2- c. L2TP

Layer 2 Tunneling Protocol (L2TP) encapsulates data at the network layer, providing
secure data transmission. .d&Swid| daub sic UL calsy dulil dadnll @Lé.iill JgSgigp
ool Olly Jai yo law

3- c. Tunnel Mode encrypts the entire IP packet

IPSec Tunnel Mode encrypts the entire IP packet, while Transport Mode encrypts
only the payload. Jail giog yiuiu wu sl Jl laiw dgleSh doj> J Gaill guog yauiy
has dgazll

4- c. Authenticates remote users accessing a network

RADIUS is used to authenticate remote users accessing a network, ensuring secure
access. Jouny low aSwidl (J| ey (il cpausdl e axiuwed| d85Lowe] paxiuwg
ooVl Jgogl!

5- b. Telnet

Telnet provides remote access to network devices, allowing administrators to
manage them from remote locations. zeuu low «&Suwid! 8321 Wl asu e Jguogll 464

sl @blgall o lgi)bl olggaal

5. Network Attacks



5.1 Phases of Network Attacks

Definition: The various stages an attacker goes through to compromise a network.
iSpill GlyisY pzlgall gy yor il dalinall Jolyall
e Phases:
1. Reconnaissance: Gathering information about the target network.
do1gluedl &Swidl e Ulogleall o> gMniw)l
2. Enumeration: Identifying valid accounts and resources.
d=ladl 5)lgadly OLlwdl 3yaxi Al
3. Vulnerability Analysis: Identifying weaknesses that can be exploited.
L Uiwl Sy Ul Casuadl blai syaxi Ol Jud=i

4. Exploitation: Taking advantage of identified vulnerabilities to gain unauthorized
access.

0 7 ponldl e Jgogll 833mall Slyil oo 83laiwll JVsiwl

e Use Case: An attacker uses reconnaissance techniques to gather information about a
company's network before attempting to exploit identified vulnerabilities.

JUsiw! dglxe Jud dS pid| dSui e Dloglaall gox) gMhiwll SLisT a>lgedl paziuy
833l Oly2il

5.2 Types of Network Attacks

Definition: Various methods used by attackers to compromise network security.
Sl plol GV gsazlgall lgossiu il dalixell bl

Types:



1. Eavesdropping: Intercepting and listening to network traffic.
aSuidl jgye &y> ] glaiwlly yolyicl Cuaiil
Example: Using packet sniffers to capture unencrypted data.

8yainall e SULul blai ezl biile olaziwl

e Use Case: An attacker uses a packet sniffer to capture login credentials transmitted over
an unencrypted connection.

Jiite e Jbadl pe dwpedl Jgzal Juzad SUily b ezl biile axlgell pasiuwy

e Mitigation Controls:
o Use encryption protocols: Implement SSL/TLS for secure communication.

oVl JlodVl inait) puainil] OV gS gigy ol asduwl

-Example: Implementing SSL/TLS on a web server to ensure data is encrypted
during transmission. Brands: DigiCert, GlobalSign.

Jail sl SUll pais glawd) cug pols wle il

o Monitor network traffic: Use IDS/IPS to detect unusual activities.
el e dniiVl BLinsV dolaziwly dSuidl jgye &)> dislyo

-Example: Deploying Snort (an open-source IDS/IPS) to monitor network traffic for
suspicious activity. (jauowll z gide Jlwill gieg cadS pUas) dSwidl jgy0 &)= duidlyal

2. SYN Flooding: Overwhelming a server with a flood of SYN requests to exhaust
resources.

3lgall Glpitwl Sl o dilgr p3dl Glel Slilouall pgza



Example: Sending a large number of SYN packets to a web server.
g 2315 Wl @3l o S e Jw|

e Use Case: A DDoS attack involves sending a flood of SYN requests to a web server,
causing it to crash or become unresponsive.

iyl pac of allasi Gl 538 Low v g 035 Gl OBl oo ilg byl pouisy o

e Mitigation Controls:
o Rate limiting: Limit the number of incoming SYN requests.
83l S]] sae 3= Jasedl dyaxi

-Example: Configuring rate limiting on a firewall to restrict the number of SYN
requests from a single source. Brands: Cisco, Palo Alto Networks. y =i o<
1>y jauow e Slddb sac adi Glexll Hlas e Josall

o SYN cookies: Use SYN cookies to handle excess SYN requests.
33511 b o Joleid bVl way y=i Slale plaxiwl bWVl cay y=i Slalo
-Example: Enabling SYN cookies on a Linux server to prevent SYN flood attacks.

Olilbouall Olexad gied p3ls e b))Vl cay =i Slale uSed Jlo

3. IP Spoofing: Sending packets with a forged IP address to impersonate another
device.

21 5lez @ JEbY w@y3e pleizs oo ol pj> Jluy] Uil
Example: Crafting packets with a fake source IP address.
3o ol pj> dcluo

e Use Case: An attacker uses IP spoofing to impersonate a trusted device and gain access to



restricted areas of a network.

asiall gblisll Wl Jeoslls 4 Goisn slez disd JInil o ol Jlail azlgall pasiuy
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e Mitigation Controls:
o Ingress filtering: Block packets with suspicious source addresses.

-Example: Configuring ingress filtering on a router to block packets with invalid
source |IP addresses. Brands: Juniper Networks, Check Point. gzl duani oy 35 Jlo
dxJlall e jaowll uglic OIS el Jazx) auzgi jlg> e

o Strong authentication: Implement strong authentication mechanisms.
& g8l @&85Laall W iuaii & qall &85Laoll

-Example: Using two-factor authentication (2FA) to verify user identity. Brands: RSA,
Google Authenticator.paxiwell & ga (o Faxill il d85bandl plazxiwl JUe

4. DoS/DDoS: Denial of Service (DoS) and Distributed Denial of Service (DDoS)
attacks disrupt services by overwhelming them with traffic.

y9padl &Sy Lgslyelh Gloazdl Jbwi dejgall doazdl x> Glozxd g doazdl iz Slaxa
Example: Botnets used to launch a DDoS attack.
pozd il duigigyll OBl plaziul

e Use Case: A botnet is used to flood an online retailer's website with traffic, rendering it
inaccessible to legitimate users.

pt sz Lo syl 8y Yl e G520 12U g 3hel Wipsg) Eui plasial b



e Mitigation Controls:
o Traffic analysis: Use NDR to monitor and analyze network traffic.
aSuidl jgyo &Sy> Jud=ig duslyed VI plaziwl jgyell d4Sy> Jul=i

-Example: Implementing Darktrace for network traffic analysis to detect and
mitigate DDoS attacks.

o Blackholing: Redirect malicious traffic to a non-existent server.

9250 HE e Wl 8)Lall jg)ell 85)> auzgi ole] 39290 Jug plsic Wl JLw)l

-Example: Configuring blackholing on a router to drop malicious traffic. Brands:
Cisco, Fortinet.

5. Man-in-the-Middle (MitM): Intercepting and altering communication between
two parties without their knowledge.

Logale 593 b ar JLaill djasig palicl bugll (b J2)ll pgzo
Example: Intercepting communications between a user and a website.

)l Rbgog paziuall g VLA Lolyicl

e Use Case: An attacker intercepts and modifies financial transactions between a user and
their bank.

Siyg pazdiuall pu @dladl Slolsall Jasu g palgall o yisy

e Mitigation Controls:
o Public key infrastructure (PKI): Use PKI to secure communications.

QU[@IUI O_.l._o‘l_l.J ‘ol . | ‘olijl al..- || ..".. .-Il wl



-Example: Deploying a PKI system to ensure secure communication channels.
Brands: Symantec, Entrust. oVl Jloill Olgis olausd- oUsi piu

o VPNs: Implement VPNs to encrypt communication channels.
JLaiVl Uilgis padi ol duslyisVl SBwidl Jpaii dolsdl duslyis Ml O lSwidl

-Example: Using Cisco AnyConnect VPN to secure remote communications. U.Lol.x.l
1] e SVLasMIL

6. ARP Poisoning: Sending fake ARP (Address Resolution Protocol) messages to
associate the attacker's MAC address with a legitimate IP address.

werb glsiny azlgall ol ylsic bnyy) 4450 Jilw) Jlu)! asawd
Example: Associating the attacker's MAC address with the IP address of a gateway.

dlod) ploiszy ezlgall poldl ylgisl b,

e Use Case: An attacker uses ARP poisoning to redirect network traffic through their device
for eavesdropping or manipulation.

el ol Cuaiill ojlgs pe @il Hgpe @)> duzgd 53leY aromill pzlgall oz

e Mitigation Controls:
o Static ARP entries: Use static ARP entries to prevent spoofing.

Example: Configuring static ARP entries on critical network devices. Brands: HP, Dell.
dy guad| &Sl 83921 e anldl VG| e

o Dynamic ARP inspection: Implement dynamic ARP inspection to detect and
prevent ARP attacks.

Example: Enabling Dynamic ARP Inspection (DAI) on Cisco switches to prevent ARP



spoofing attacks.

Multiple Choice Questions

1. What is the first phase of a network attack?
a. Enumeration

b. Exploitation

c. Reconnaissance

d. Vulnerability Analysis

2. What type of attack involves intercepting and altering communication
between two parties?

a. DoS
b. Man-in-the-Middle
c. IP Spoofing

d. ARP Poisoning

3. How does ARP poisoning affect network communication?
a. By encrypting data packets

b. By sending fake ARP messages to associate the attacker's MAC address with a
legitimate IP address

c. By overwhelming the server with traffic

d. By altering DNS records

4. What is the primary goal of a DDoS attack?



a. To intercept communication
b. To impersonate another device
c. To disrupt services by overwhelming them with traffic

d. To eavesdrop on network traffic

5. What is the main purpose of using IP spoofing in an attack?

a. To capture unencrypted data

b. To send packets with a forged IP address to impersonate another device
c. To overwhelm a server with traffic

d. To alter communication between two parties

Answers and Explanations

1. c. Reconnaissance

The first phase of a network attack is reconnaissance, where the attacker gathers
information about the target network.

s Sloglsall palgall gozy Cus EMniwll o @il e pozgdl o ol dl> ol
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2. b. Man-in-the-Middle

A Man-in-the-Middle attack involves intercepting and altering communication
between two parties without their knowledge.

3. b. By sending fake ARP messages to associate the attacker's MAC address
with a legitimate IP address



ARP poisoning involves sending fake ARP messages to associate the attacker's MAC
address with a legitimate IP address, redirecting network traffic through the
attacker's device.

auzg7 8olelg wnepi olgisny axlgall ol glaic by day o Jilw) Jlu)l areudi Gouaiy
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4. c. To disrupt services by overwhelming them with traffic

The primary goal of a DDoS attack is to disrupt services by overwhelming them with
a flood of traffic, rendering them inaccessible.

2 ledazy Lao ayall 55 o il Lshel Sloasdl Jubsi o oo o lull ol

5. b. To send packets with a forged IP address to impersonate another device

IP spoofing involves sending packets with a forged IP address to impersonate
another device, often to bypass security measures or gain unauthorized access.
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Conclusion

This module provided a comprehensive overview of communication and network
security principles. It covered secure network design, the operation of secure
network components, the implementation of secure communication channels, and
secure remote access. Additionally, it explored various types of network attacks and
their mitigation controls. By understanding these principles, one can effectively
design, implement, and manage secure network infrastructures to protect against
emerging threats and vulnerabilities.
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3-  CISSP All-in-One Exam Guide by Shon Harris
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https://www.cybrary.it/course/cissp

5-  Oreilly — CISSP Training by Sari Greene
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various technologies and protocols used in IAM, and exploring best practices for
managing user identities and access controls.
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The goal is to provide a comprehensive understanding of how to protect systems
and data by effectively managing who can access what resources and under what
conditions.
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Module Brief

1. Control Physical and Logical Access to Assets

This section covers controlling access to information, systems, devices, facilities,
applications, and services.
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2. Design Identification and Authentication Strategy

This section focuses on designing strategies for groups and roles, multi-factor
authentication (MFA), session management, federated identity management, and
more.
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3. Federated Identity with a Third-Party Service

This section explores federated identity management with on-premise, cloud, and
hybrid environments.


https://www.linkedin.com/signup/cold-join?session_redirect=%2Fpulse%2Fcissp-module-5-identity-access-management-iam-%2525D8%2525A5%2525D8%2525AF%2525D8%2525A7%2525D8%2525B1%2525D8%2525A9-emad-osqdf%2F%3FtrackingId%3DP7v9hgngSl%252BvKTUetV0SVw%253D%253D&trk=article-ssr-frontend-pulse_x-social-details_like-toggle_like-cta
https://www.linkedin.com/signup/cold-join?session_redirect=%2Fpulse%2Fcissp-module-5-identity-access-management-iam-%2525D8%2525A5%2525D8%2525AF%2525D8%2525A7%2525D8%2525B1%2525D8%2525A9-emad-osqdf%2F%3FtrackingId%3DP7v9hgngSl%252BvKTUetV0SVw%253D%253D&trk=article-ssr-frontend-pulse_comment-cta

diyzglly dulbuully dd=all Oliudl go ddljasall & gll 8)15] paudl 130 CadiSiug

4. Implement and Manage Authorization Mechanisms

This section covers various access control models and techniques such as RBAC,
MAC, DAC, ABAC, and risk-based access control.
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5. Manage the Identity and Access Provisioning Lifecycle

This section outlines the lifecycle management of identities and access, including
account access review, provisioning, deprovisioning, and privilege escalation.
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6. Implement Authentication Systems
This section details the implementation of various authentication systems.
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7. Identity and Access Management Technologies
This section explores various IAM technologies and their applications.

Leilalnis dalizall Jaoslls & agll 8y1s] Lids pudll 1id oy

8. IAM Best Practices and Challenges

This section provides best practices for implementing IAM and addresses common
challenges with mitigation controls.
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1. Control Physical and Logical Access to Assets

1.1 Access Control Methods

Definition: Methods used to control access to information, systems, devices,
facilities, applications, and services to protect against unauthorized use or abuse.
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List of Access Control Methods:
e Information

e Systems

e Devices

e Facilities

e Applications

e Services

1.1.1 Information

Definition: Controlling access to information resources to protect confidentiality,
integrity, and availability.
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Examples:



¢ Data Classification: Classifying data to determine appropriate security measures. cayiaj
duwliodl dio VI yulaidl 3ozl Skl

e Access Controls: Implementing access controls based on data classification. lulgo Juais
Sl cuibad e 2y Jgogll

Use Case: An organization classifies its data and implements access controls to
ensure that sensitive information is only accessible to authorized personnel. 43
his aslio dwlwzll Slogleall ol olaws) Jguogll bulgus iudiig lgilily cariaiy dedsie
o) 2 poall 1ol

1.1.2 Systems

Definition: Controlling access to system resources to prevent unauthorized use or
abuse.
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Examples:

e System Access Controls: Using authentication and authorization mechanisms to control
access to systems. dalaiVl (J] Jgogll b oSl yougailly @83bowdl SWT plaziwl

e Monitoring: Monitoring system access to detect and respond to unauthorized access
attempts. & z rowll e Jgogdl DVglxa) dlxiwllg oliniSV pUsdl Il Jgo gl &l

Use Case: A company uses system access controls and monitoring to prevent and
detect unauthorized access to its servers. sUail (J| Jgo gl bulgo dS i pasiwi
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1.1.3 Devices

Definition: Securing devices to ensure that only authorized individuals can access
and use them.
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Examples:

e Device Authentication: Using authentication mechanisms to verify the identity of device



users. 53g2>Vl (oaxiue dgd o Gaxill d83bonll SWT plaziuwl

e Device Encryption: Encrypting data on devices to protect against unauthorized access.
4 7 poall e Jaogll o lgislezd 8392Vl (e Ll juai

Use Case: A healthcare organization uses device authentication and encryption to
protect patient data on mobile devices. (Jc d85bandl dixall 4le | dodrio paxiwi
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1.1.4 Facilities

Definition: Implementing physical security controls to protect facilities and the
assets within them.
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Examples:

e Access Controls: Using card readers and biometric systems to control access to facilities.
35lall Wl Jguogll (b aSxill & guzdl Olwlidl dadaily lsladl 3byls ol aziwl

¢ Surveillance: Using video surveillance to monitor facility access points. dslyell oloxiwl
&shall Wl Jgogll bldi dislyal g1auall

Use Case: A financial institution uses access controls and surveillance to secure its
data centers. @l SL! Slhe ol &dlyelly Jeog)l bulgs dulo dumwdo ol
e

1.1.5 Applications

Definition: Controlling access to applications to ensure that only authorized users
can access and use them.
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Examples:

e Application Security Controls: Implementing authentication and authorization
mechanisms within applications. Slaubil Jsls oy gailly d85bowall ST uais



¢ Logging and Monitoring: Logging application access and monitoring for suspicious
activity. o guiedl blidl &islyog Olaubhil (JI Jgo gl Juzui

Use Case: A software company implements application security controls and
monitoring to protect its proprietary software from unauthorized access and use.
oo 4Slall lgzoly dilax) @ilyelly Slapbill LoVl bnylgs Suaiiy Slixoy &b e
4 g roell pe plaiziully Jguooll

1.1.6 Services

Definition: Securing access to services to protect against unauthorized use and
abuse.
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Examples:

e Service Authentication: Implementing authentication mechanisms to verify the identity
of service users. doasdl Lo ixiue &0 o Gaxill d83las)l ST i

e Service Authorization: Implementing authorization mechanisms to control access to
services. Gloal Wl Jgogll (b oSxill jay gaill ST xais

Use Case: A cloud service provider uses service authentication and authorization to
ensure that only authorized users can access its services. &louull o35 dgj0 oIxiuwy
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1.2 Access Control Principles

Definition: Principles that guide the implementation of access controls to ensure
they are effective and secure.
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List of Access Control Principles:

e Separation of Duties



e Need to Know

e Least Privilege

1.2.1 Separation of Duties

Definition: Ensuring that no single individual has complete control over all aspects
of a critical process, reducing the risk of fraud or error.
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Examples:

¢ Financial Transactions: Separating the duties of initiating, approving, and recording
financial transactions. lglixwig lgdle daslgoally ddladl OMoleoll cay Olslg Juns

¢ IT Operations: Separating the roles of system administrators and security administrators.
uLDMl UJ_gé.u.uos pru.” UJ_gé..u.l.o _)|_9_\| J.\a_o

Use Case: A company separates the roles of requesting and approving purchases to
reduce the risk of fraudulent transactions. (e déslgally il jlgsl us & i Juods
ddisVl Gl leall yblxe Judai) O il

1.2.2 Need to Know

Definition: Restricting access to information only to those who require it to perform
their job duties.
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Examples:

e Data Access: Limiting access to sensitive data to employees who need it for their work.
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¢ Project Information: Granting access to project details only to team members working on
the project. ¢ g pitall (6 oulolell & ,8ll cbacl bhias ¢ g pitall Juolai ol Jgosll zio



Use Case: An organization restricts access to customer data to customer service
representatives who need it to assist customers. Ol J|l Jgo gl dodaio duds
Mol daclual lgd] Hozlizu il cMosdl doas (diood cMosll

1.2.3 Least Privilege

Definition: Providing users with the minimum level of access necessary to perform
their job functions.
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Examples:

e Access Rights: Granting employees only the access rights they need to perform their
duties. agilizlg bV lgigzlizng (il Jaogll §a8> has (il gell zio

e System Permissions: Limiting administrative privileges to IT staff who require them for

system maintenance. lgd| 9=z (il Ologleall L glgiSi (b gal &bV Olylie VI suusd
oUadll dilual

Use Case: A company implements least privilege by restricting administrative access
to systems to only a few IT administrators. J\s ;0 OljLie .J_BT i.L,_uo dpaily dSpd pgdld
Slogleall lizglgiSi (Josute o Juls 3as) dalaiVll (I )oYl Jauogll apii

1.3 Administration Approaches

Definition: Methods of organizing and managing access controls within an
organization.

dobsioll J51> Jgooll bulgis 8)bly asis §yb

List of Administration Approaches:
e Centralized

e Decentralized

e Hybrid



1.3.1 Centralized

Definition: Consolidating access control management in a single location or system.

25ly pUas ol @8g0 (nd Jgogll (rd @Sl §)15] &3S yall 811 gazi

Examples:

¢ Centralized Directory: Using a centralized directory service like Active Directory to
manage user accounts and permissions. e 3&xiuwed| Sllws 8;bY 3510 Jd doas plaxiwl
n_JLJ_g_\i”_g

¢ Unified Access Management: Implementing a unified access management system to
control access to all resources. gro> J| Jgogll (o oS 3590 Jguog 85| pUaT Juais
3)lgall

Use Case: An organization uses a centralized directory service to manage user
accounts and access permissions across its entire network. Ju> deis dodiio pxiuwg

JolSUL LgiSis ye Jguogll iligsly greaziumall Sllus 8)15Y 58,0

1.3.2 Decentralized

Definition: Distributing access control management across multiple locations or
systems.
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Examples:

¢ Local Administration: Allowing local administrators to manage access controls for their
specific departments. 53120l agolwsl Jgogll bulgs 8)15h pudzall g uall zlowl

e Departmental Control: Granting departments the autonomy to manage their own access
permissions. ags dolzl Jeogll lighl 815 dadMaiwVl olwsll zie

Use Case: A multinational corporation allows each regional office to manage its own
user accounts and access permissions. weuds| iSe JSJ O luwizl 833 &S i zowdd
@ Lol Jaogdl Sligily e szimall Shlws 5)lsk




1.3.3 Hybrid
Definition: Combining elements of both centralized and decentralized approaches.
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Examples:

e Centralized Policies, Local Control: Implementing centralized access control policies with

local control over specific permissions. & ol ge &3S 1edl Jgogdl (o pSxUl Olwluw Juais
83320ll g3Vl e dulzall

e Federated Access Management: Using a federated model to manage access controls
across different regions or departments. jc Jgogll lulgs 315 ¢l g3 gei plaxiwl
dalizall oLVl ol gloliall

Use Case: An enterprise adopts a hybrid approach by setting global access policies
while allowing local IT teams to manage day-to-day access permissions. (sduii
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Multiple Choice Questions

1. What is the primary purpose of the separation of duties principle?
a. To increase data availability

b. To reduce the risk of fraud or error

c. To improve data encryption

d. To monitor data access

2. Which access control principle restricts access to information only to those
who require it for their job duties?

a. Least Privilege

b. Need to Know



(@)

d.

Separation of Duties

Centralized Administration

. What is the key feature of least privilege?
. Providing maximum access at all times

. Providing minimum access necessary to perform job functions

Using multi-factor authentication

. Implementing single sign-on

. What is the benefit of centralized administration?

Distributing access control management

. Consolidating access control management in a single location or system

Granting departments the autonomy to manage their own access permissions

. Combining elements of both centralized and decentralized approaches

. How does a hybrid administration approach manage access control?
. By centralizing all access control management

. By decentralizing all access control management

By combining centralized policies with local control over specific permissions

. By using a single access management system for all resources

Answers and Explanations

1.

b. To reduce the risk of fraud or error



Separation of duties ensures that no single individual has complete control over all
aspects of a critical process, reducing the risk of fraud or error.
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2. b. Need to Know

Need to Know restricts access to information only to those who require it to perform
their job duties.

Y gl oozl (il elilgV his Ologlsall (Wl Jguogll d6y2all (Jl dzladl 1ane by
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3. b. Providing minimum access necessary to perform job functions

Least privilege provides users with the minimum level of access necessary to
perform their job functions.
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4. b. Consolidating access control management in a single location or system

Centralized administration consolidates access control management in a single
location or system.
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5. c. By combining centralized policies with local control over specific
permissions

A hybrid administration approach combines centralized policies with local control
over specific permissions.
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2. Design Identification and Authentication Strategy

2.1 Groups and Roles
Definition: Using groups and roles to simplify the management of access controls.
Joo gl hulgs 8151 byl jlgaVlg Slegoazall plaxiuwl

Examples:

e Group Policies: Applying policies to groups of users to manage access rights. gulnj
Jgo gl §98> 8,15Y e azxiwall Olegoxo e Olwlud!

e Role-Based Access Control (RBAC): Assigning access rights based on user roles. ;u=ji
osesziwall lgsl e 2l Jgooll b

Use Case: An organization uses RBAC to assign access rights to employees based on
their job functions. sgailsg e 2l (el gall Jeogll G985 el dodhio pasiwi

2.2 ldentification, Authentication, Authorization and Accounting (AAA)

Definition: A framework for intelligently controlling access to computer resources,
enforcing policies, and auditing usage.
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2.2.1 Identification

Definition: The process of recognizing an individual as a valid user.
dlo paxiwes dyall (e woy=ill ddoc

Examples:

e User IDs: Assigning unique user IDs to individuals. 51,6\ 835 16 pZiue Oléyme usi



Biometric Identifiers: Using biometric data such as fingerprints or facial recognition.
azgll e y=ill ol iloVl Sloway Jie & yiogudl SULWI ol siwl

Email Addresses: Using email addresses as unique identifiers. 3y jdl o glic olaxiwl
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Phone Numbers: Using phone numbers for identity verification. cailg)l pl5)l olaiwl

Gog)l oo il

Use Case: A company uses biometric identifiers, email addresses, and phone numbers to
recognize employees and grant them access to secure areas. .4y ylogu Ulo =0 dS i eIzl
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2.2.2 Authentication

Definition: Verifying the identity of a user through various methods.

dal:
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List of Authentication Approaches:

Knowledge (Something the user knows)

Ownership ( Something the user has)

Characteristic (Something the user is)

Single/Multifactor (Using one or more methods of authentication)
Authenticator Assurance Levels

Levels of confidence in the authentication process

Just-in-time Access

2.2.2.1 Knowledge



Definition: Something the user knows.
pxiuall 48y < sl

Examples:

e Password: A secret word or phrase used to authenticate a user. & yw 8,lc gl @alS : jw dolS
‘o . || ai‘)l I P . -

e Passphrase: A longer phrase used to authenticate a user. paxiwi Jgbl )l )9y 8)lc

e Questions: Security questions used to verify identity. ;o Gasill paiug Glol dliwl :dliwl
490/l

e Use Case: An organization requires users to enter a password and answer a security
question to access sensitive data. de 4Vlg j9p0 dadS JBd| jroaxiwadl (o dodiio wlbhi
dwlusd! S Wl Jguogll olol Jlguw

2.2.2.2 Ownership
Definition: Something the user has.
P . um Il Sl.. y _CL.-.’.J:J

Examples:

e One-time Passwords: Passwords that are valid for only one login session. 8y0) jg30 OladS
bhas 3a5lg Jgod Juzwd dudx] dxdlo jgpe DS (81519 Hard Tokens: Physical devices that
generate one-time passwords. 81>lg 8ya) )9y lalS Mgi ddlo 83921 :dlo jgo, Soft
Tokens: Software applications that generate one-time passwords. Olauhi :dacl jg0,
83>lg 8y0) jgpo UledS 147 duxoy Synchronous: Tokens synchronized with a server to
generate one-time passwords. 81>lg 3y0) jg10 UladS dgl pI5 Ro disliie jgo) :dieliie
Asynchronous: Tokens that generate one-time passwords independently. jgo) :disljio jc

e Smart/Memory Cards: Cards that store authentication data. &Uny :3)S15 / &S5 Glslny
ds3Loedl Olily ()=



e Use Case: A financial institution uses smart cards to authenticate employees accessing
secure systems. J| gboy (pl rabgell dssloe] 4SS Olslay dldle duwgoe pIxiud
dioVl dalsil

2.2.2.3 Characteristic

Definition: Something the user is.
pa3iusoll aigS, e

Examples:

e Physiological: Using physical characteristics to verify identity. olaxiwl :di>g) g1
4 ggll o o=l dul el joilazll Fingerprint: Using fingerprint recognition for
authentication. 453boall g1loVl Slewoy e oy=ill plaxiwl :dauas Hand Geometry: Using
the shape of the hand for authentication. d85bael) adl JSuis plaziwl 13l dwaia Vascular
Pattern: Using the pattern of veins for authentication. Jhai plaziwl :d) g0l dac gVl boai
a5Laol) 3,4Vl Facial: Using facial recognition for authentication. é,=ill plizxiwl :a>gll
ds3Loel] 4ol Je Retina: Using retinal scans for authentication. elaxiwl :ouedl daSui
455 Lboed) dSuwid] zuus Iris: Using iris scans for authentication. dusjall auue plaxiwl :di>39
45> Lael)

e Behavioral: Using behavior patterns to verify identity. gaxill &Jglull bloil plaziwl :duS glw
4 ¢l o Voice: Using voice recognition for authentication. (Je woy=il plaxiwl 1&gl
ds3Lael) Uguoll Signature: Using signature analysis for authentication. plaxiwl :gus il
as3bael) gusgill Jul=i Keystroke: Using typing patterns for authentication. :auilaell U o
& 5loel) GUSII blasl olaxiwl Gait: Using walking patterns for authentication. :duiwe
@850onl) (itall blail plaxiwl

e Templates: Stored data used to compare against captured biometric data. &Uly :dlgall

e Type 1: False Reject: Incorrectly rejecting an authorized user. pe a9y : 038 a9, :1 g4l
Jsto @a3iusel guzuo

e Type 2: False Accept: Incorrectly accepting an unauthorized user. Jg18 : 038 Jgu8 :2 ¢ il
Jo2o pe paxiuwal o pe



e Crossover Error Rate: The rate at which false accept and false reject rates are equal. Ja=o
QI yasyly w3l Jeuddl SVase ass gl sl Jasall gblaiall Unzl

e Use Case: An airport uses iris scans to authenticate passengers at security checkpoints.
duioVl iyiaidll blas sic O8I d83kon) d>38)] zue Hloe paxiuy

2.2.2.4 Single/Multifactor
Definition: Using one or more methods of authentication.
asbael) ST ol 51y a8y b plaziuwl

Examples:

¢ Single-Factor Authentication: Using one method, such as a password. Jol=Jl d85Low
y9padl dadS Jio 18a5lg day 4 b plaxiuwl (aslgll

e Multi-Factor Authentication (MFA): Using multiple methods, such as a password and a
fingerprint. groll dawayg ygyall dalS Jio 8335l §yb plasiwl ol 83510 d85Laxsl

e Use Case: A company uses MFA to secure remote access by requiring both a password
and a fingerprint. b JA5 o a2y e Jguo gl cuoli) Jolgsl 83axte d65bowedl & i o2
guo| daucug jope delS

2.2.2.5 Authenticator Assurance Levels (AAL)

Definition: Levels of confidence in the authentication process.
4s3bowll ddec o daill G gilue

Examples:

e AAL1: Low confidence, single-factor authentication. ds5lows «dnaxio daj ;1 dall Sgiuwe

215lg)l Jolsll

e AAL2: Moderate confidence, two-factor authentication. .dbuwgio da :2 daill Sgiuwe



alolsl @3l

e AAL3: High confidence, multi-factor authentication with strong cryptographic
mechanisms. & g8y Sl go Jolgsll 83380 @85bow dlle 455 :3 daill Sgiuo

e Use Case: A government agency uses AAL3 to secure access to classified information.
daioell Ulegleall (JI Jguogll ude 3 @il Sgiuwe duogSs ASg il

2.2.2.6 Just-in-time Access

Definition: Providing users with the minimum level of access they need, only when
they need it.

Ggzlizy lodic has digzling il Jgoell o wasll azdly guo el 3y g

e Use Case: A company implements just-in-time access to ensure employees only have
access to sensitive data when it is required for their tasks. (o Jgogll Juaily 45 i pgdi
W3 5650 Loaic bis dwbwsdl Slilwl Wl Jguog agud) puabgall ol laa) wuwlisll sl
cgolgal Uglho

2.2.3 Authorization

Definition: Determining what an authenticated user is allowed to do.

0 oLall ade golowll pasiuwal) zowsd lo iz

2.2.3.1 Discretionary

Definition: Access control based on the discretion of the resource owner.

gall cllle padi e 2l Jgogll (b pSaxill

Examples:

e Rule-Based: Access control based on predefined rules. (w6 oSxil :aclgall (J] siiall
e 5330 aclgds e 2y Jguo gl



e Role-Based: Access control based on user roles. tlu Jgogll (o oSl :)gadl (I sl
oo 2ziuall lgal e

e Attribute/Content-Based: Access control based on user attributes or content of the
resource. Sgizo gl pixiutall Glow wle 2l Jguogl! b oSl (s gizall / douud| (I Adiiue
3_)3.0“

e Use Case: A department manager grants access to project files based on the roles and
responsibilities of team members. jlg>l e 2ly £ g iadl Slalo | Jgogll puuddl 11oo ziay
&4y8)l clacl Olggusg

2.2.3.2 Non-discretionary

Definition: Access control based on predefined policies that cannot be altered by
resource owners.

3ylgadl (Slo dnuwlgs yuss ;Sey V e 83320 Slwluw wle 2l Jgogll (b oSl

Examples:

e Mandatory Access Control (MAC): Access control enforced by a central authority based

on security labels. dbodw Ju8 o yog)eedl Jgogll o oSl g0 gl o LVl oS
ole¥l Olaias e 2l &3Sy

Use Case: A government agency uses MAC to enforce strict access controls based
on security classifications. die gS> A8 g paxiuwi MAC tly doylo Jgog bulgs (o8]
iVl Olaginil (e

2.2.4 Accountability

Definition: Ensuring that user actions can be traced back to the individual.
5yl I guiil) abls paztiwall Jlesl gSi ol olowd

Examples:

e Audit Logs: Recording user activities to trace actions back to individuals. : g8 Ul & Mow
shell Gl Jlss Ul guit) pazeiuad! dbouiuil Juzows



¢ Monitoring: Continuously monitoring user actions for compliance and security. :dsly0Jl
SloVlg Jlitel | lheiwly paziuell Jlssl &slyo

Use Case: An organization maintains audit logs to trace any unauthorized access
attempts back to specific users. =Vglxo sl guit) 821 OVow e daliio bslx

I3 Gredziue ol g 2 roe i Jguog

2.3 Session Management

Definition: Managing user sessions to ensure secure access and usage of resources.
3)lgadl plaziwly oVl Jgogdl lows) fuosxinwal Sluds 8yl5]

Examples:

e Session Timeouts: Automatically ending user sessions after a period of inactivity. <lgil
bladl pac o 8,06 a=y Wl e axiwed| Slud>

e Session Monitoring: Monitoring active sessions for suspicious activity. &luwl=dl dslyo
0 guiral| o L) ddousail|

¢ Single Sign-On (SSO): Providing users with one login session to access multiple
resources. oJl Jguogll ueiziuall 815lg Jg3d Juzawi dud> ju647 1oVl Jgzal Jazus

833xio 3)lgo

e Session Encryption: Encrypting session data to protect it from eavesdropping. ;&

Use Case: An organization implements session timeouts, monitoring, and encryption
to reduce the risk of unauthorized access to inactive sessions. clgiil J1aily doliio pgai

3¢ Sludall Wl 4 2 raell jue Jgogll jbolre Judaid paidly (dushelly «Sludz]l

2.4 Registration, Proofing, and Establishment of Identity

Definition: Processes for verifying and establishing user identities.

Le-.‘.l-é-.".!9 L')-.l.n . w || QL'J.sQ L_J‘o P ..II k:Jlul

Examples:



¢ Identity Proofing: Verifying the identity of a user before granting access. & g& (o gaxil
Jgogll e J18 ozl

e Credential Issuance: Issuing credentials to verified users. o axiuel) SlaicVl Slly Hlaol
. e ..Il ‘o_.j. O_.j._-)JI

e Background Checks: Conducting background checks to verify identity information. cly>|
4 o)l Ulogleo (o Gaxill dpalzll OSlog=se

e Document Verification: Verifying identity documents provided by the user. ;o gaxill
o]l lgoasy I 4 ggll §iUg o Gaxil 1 55Ul

Use Case: A university uses identity proofing, background checks, and document
verification to verify the identities of students before issuing them campus access

cards. oo gixill §ilsll oo sinill dsalsdl Slosnss dsall oo Gizill dzels pikiug
o) oAl oyl Wl Jguogll SBlay jlaus] Jus Ml Sl g

2.5 Federated Identity Management (FIM)

Definition: An arrangement that allows users to use the same identification data to
obtain access to the networks of all enterprises in the group.

S I Jgooll (e Jguozl) gyl Slly pudi plaziunl e sziuall mowy )i
dcgozxall (6 Oluwwwgoll guo>

2.5.1 Trust Relationship

Definition: The relationship between different entities involved in federated identity
management.

dlyaua)l 900l Byl o S, Linell dalizall SULSUI Gu @5Vl

Examples:

e Principal/User: The entity that needs to be authenticated. (J| zlizy sMI LS| : ozl
as5Lawll

¢ Identity Provider: The entity that provides the identity information. I LSl :d5 90)l dgj0

4 94)l Dloglno pady



¢ Relying Party/Service Provider: The entity that relies on the identity information to
provide services. Uloazdl pyaai] 4 ggll Glogleoe e daisy s LSl :doazdl dgj0

Use Case: A company uses federated identity management to allow employees to
access external services using their corporate credentials. 4 ggll 8)l5] 4S5 1 oIzl
S il slaiel Sl pliziwl &)l Sloasl ol Jgoell (b eall zlawl) dllaall
og) Lol

2.5.2 SAML

Definition: An open standard for exchanging authentication and authorization data
between parties.

Ul o yausailly &83bae)l Sl Jobil 2 gide jlse

Examples:

e Tokens: Digital representations of user credentials. slaicl OUl dresy HWuied :jge,)
‘o . ||

e Assertions written in XML: Statements that provide information about the user. &lash
dsly 449880 XML: paxiwadl e Ologles paai Slily

¢ Single Sign-On (SSO): Using SAML for single sign-on across multiple applications. Jizwi
olaziwl 153V JgzaJl SAML 833500 Slaudai e 3BV Jgzal Juzowd)

Use Case: An enterprise uses SAML to enable single sign-on for its employees
across various web applications. dwwge pixiwi SAML L__sgbill Joz Ml dusud uSed

alizall cuoll Slisb yic lgiboal

2.5.3 Components

Definition: The elements that make up the SAML framework.

Joc b JSuis il polisl SAML

Examples:

e Profiles: Define the use cases for SAML. J plaxiw)l OV daxi iy y=i Slale SAML



¢ Bindings: Define how SAML messages are transported. Jilw) Jai 4SS daxi :hylgy SAML
® Protocol: Defines the communication between entities. SULSIl o Joolgdl 33y :JgS g9

o Assertion: The statement that provides information about the user. pad; 3l oLl 1St
x| e Dloglso

Use Case: An organization uses SAML profiles and bindings to ensure secure
communication between its identity provider and service providers. dolaio pisiwi
&y 25 Slale SAML Oloazl (woddog &gl dgio gwt oVl duolgdl laus) boylgylg

2.5.4 WS-Federation

Definition: A standard for federated identity management that extends the
capabilities of SAML.

Olyas gawgy sl ddlyauddl &gall 8)15Y Lo SAML

Examples:

e Web Services Security: Providing secure communication between web services. ¢ Lol
woll Sloas Gy oVl Juolgtl g5 iy gll Sloas

¢ Token Translation: Converting tokens between different formats for interoperability.
il Juseil) diline Sliwnid o s90ll o tisopl dazy

Use Case: A company uses WS-Federation to enable secure communication
between its internal web services and external partners. & b paxiuwi WS-Federation

ozl 1S jalg adslal ol Sloss o oVl Juolgill Sl

2.5.5 OpenlD
Definition: An open standard for decentralized authentication.
43S yo Ml d&s5bowed) 2 gide jlso

Examples:

e OpenID Connect: An authentication layer built on top of OAuth 2.0. OpenID Connect:
wle duie d853bos darb OAuth 2.0



e OAuth 2.0 Integration: Using OpenlID for authentication and OAuth 2.0 for authorization.
Jo 85 OAuth 2.0: plazxiwl OpenID g d85LaooslJOAuth 2.0 Loy gail)

Use Case: A user logs into multiple websites using their OpenID account, simplifying
the authentication process. 83ixio g &8lgo | Jgz Ml Jumuiy paxiiwall pgdy
Wl plaxiwl OpenID dssbowdl ddoc buuy oo« o2

2.5.6 OAuth

Definition: An open standard for access delegation.

Jsogll yousail zgido Hlme

Examples:

e Authorization Tokens: Tokens used to grant access to resources without sharing user

credentials. sloicl Ul S)Liwo g9 3lgell ol Jeosl! aie) pasiud joo) 1o siill jgo)

e Scopes: Defining the level of access granted by an authorization token. 1= : & ls Uaill
oy g8l o) douulgs 2 gieedl Jgo gl Sgiue

¢ Authorization Grants: Different methods for obtaining authorization tokens (e.g.,

authorization code, client credentials). 4oy g0ill jg0) e Jgoxl) dalixe § )b 1oy gaill aio
(Jsosl slaiel OUly o081l 3oy Jio)

Use Case: A mobile app uses OAuth to access user data from social media platforms
without requiring the user's password. Jlg=J| guli pazxiuwy OAuth Gl Jl Jguo gl
p3zxiuall jgye dolS (| Aol 90 elaizVl Jolgill Slaie o pixiuwell

2.6 Credential Management Systems

Definition: Systems that manage the issuance, storage, and use of credentials.
slaicVl Slily plaziwlg 13209 ol a5 dadsil

Examples:

e Password Vaults: Securely storing and managing passwords. jg el GlalS 8)l5]g o 35



olel

o Public Key Infrastructure (PKI): Managing digital certificates and public keys. &,I5]
do el auilaally daes Jl Ol lgaid!

e Smart Card Management: Managing the issuance and use of smart cards. GUaul 3,l5]
S M OUal ploxiiwlg Hlauo] 8,ls] :duS I

e Credential Rotation: Regularly updating credentials to enhance security. &Uly jga3
ooVl 350 pUaiiL slaicVl Slly Cyazi leic)l

Use Case: An organization uses a password vault, PKI, and smart card management
to securely store and manage employee credentials. OladS ) 150 dodiio pIxiud

g gall slaicl Gl 8)llg izl Sl SUal 8,lblg cdoledl auilasdl dring )yl
Lol

J d

2.7 Single Sign-On (SSO)

Definition: A user authentication process that allows a user to access multiple
applications with one set of login credentials.

Joz Ml Juzeid Olly o 825lg degoxo

2.7.1 Kerberos

Definition: A network authentication protocol designed to provide strong
authentication for client-server applications.

23 dI-Juesdl Olaudnil 448 d83bow juo gl poune dSuud d85bow JgSgigp
Components:

e User/Client: The entity requesting access. Jgogll wdloy Ml U paxiuell

e Key Distribution Center (KDC): The central authority that manages keys. g1 )37 S0
zailaadl yai Gl & 35 3edl dodud! zuilaall

e Authentication Service (AS): Verifies the identity of the user. ;o §axii :d85banldl doas



e Ticket Granting Ticket (TGT): A ticket issued by the AS that allows the user to request
service tickets. (S135 wdloy paxiuwel] zouwwi d85bowell doas e 8)3Lo 8)S35 )SIAUl zie 8,535
doozll

e Ticket Granting Service (TGS): Issues service tickets based on the TGT. :)SIiil aio doas
Sl zie 8,535 (e 2l doazdl (S135 jauod

e Service Tickets: Tickets that grant access to specific services. aioi )SI135 :doazdl )S135
83320 Uloas | Jgo gl

e Service: The entity providing the requested service. dygllooll doazdl pasy Sl o LSI] :doazl

Encryption: Uses symmetric encryption for secure communication. e iy :juadill

ooVl Juolgil) Jiloiedl el

Use Case: An enterprise uses Kerberos to provide secure authentication for its
internal network services. duwuwgo pixiwi Kerberos Gloaz) dioll d85lowll ju6 4]
duls 1l asuiadl

2.7.2 Sesame

Definition: A network authentication protocol similar to Kerberos, but with
additional support for asymmetric encryption.

J alie a8y d&85Loe JgSgigp Kerberos. Jilaiedl e padiidl pcoy aisd

Components:

e Symmetric and Asymmetric Encryption: Uses both types of encryption for secure
communication. joVl Jolgill il o gacedl VS paxiuwy :Jilaiodl jueg Jilaiadl juadill

Use Case: A company uses Sesame to provide secure authentication for its external
partner network. & i paziwi Sesame du> )l oIS il @il doVl d8slowdl o4

2.8 Just-In-Time

Definition: Providing users with the minimum level of access they need, only when
they need it.



Ggzlizy lodic has digzling sl Jgoell o wasll azdly uo el 3y g

Examples:

e Temporary Access: Granting temporary access to users for specific tasks. Jgogll aio
8330l plgal) o sxiuwel) K6 oll

e Automated Provisioning: Automatically provisioning access based on predefined criteria.
Bt 83320 yuleo (e tly WL Jgogll ju695 VI o4l

e Access Review: Regularly reviewing access permissions to ensure they are still necessary.
d5950 JI Y lgil glawad Uil Jgwosll Oligdl dnzlye :Jgogll dnzlye

e Dynamic Access Control: Adjusting access permissions in real-time based on user activity
and behavior. (Je 2y (d=all G8gll (o Jguogll Sligdl Jyass wSao iyl Jguo gll o pSxil
pazxiwall dglwg bliu

Use Case: A company implements just-in-time access to ensure employees only
have access to sensitive data when it is required for their tasks. Juaily & iy p g8
s duwlwzl SULl W] Jgog e paabsall ol glaa) cuwliall Cissll (b Jguosll
pgolgal Golbo b3 9%y loaic

Multiple Choice Questions

1. What is the primary purpose of federated identity management?

a. Managing identities within a single organization

b. Allowing users to use the same identification data to access multiple networks
c. Using multiple authentication methods

d. Managing access rights based on roles

2. Which standard is used for exchanging authentication and authorization
data between parties?

a. OAuth



b. SAML
c. Kerberos

d. LDAP

3. What is an example of biometric identification?
a. Password

b. Smart Card

c. Fingerprint

d. One-time Password

4. What does just-in-time access provide?
a. Maximum access at all times

b. Access only when needed

c. Multi-factor authentication

d. Permanent access to all resources

5. What is the key benefit of single sign-on (SSO)?
a. Improved data encryption

b. Simplified user authentication

c. Enhanced network security

d. Increased data availability

Answers and Explanations



1. b. Allowing users to use the same identification data to access multiple
networks

Federated identity management allows users to use the same identification data to
access multiple networks.

ol Jgo ol ciyeill OUly Gudi plasiwl greasiwel) @yl & gall 8)l5] mouws

83 S

2. b. SAML

SAML is a standard for exchanging authentication and authorization data between
parties.

bl Lo gaily @slasdl Slly Jslil juso 9o

3. c. Fingerprint
Biometric identification can include methods such as fingerprint recognition.

2ol Slaway wle wy=ill Jio Byb & iogull d63lasll peuais ol oSeu

4. b. Access only when needed

Just-in-time access provides users with the minimum level of access they need, only
when they need it.

bis digalizy sl Jgogll go wisll asdl preaziuel) cowliall Cisg)l (b Jgogll yogs
QJ9>lJ2J Lo aic

5. b. Simplified user authentication

Single sign-on (SSO) simplifies user authentication by allowing users to access
multiple applications with one set of login credentials.

ol Jgo gl ouosziusel) zlowdl JU5 o eaziuell @83Law s3I Jesall Ui by
Jos Ul Juzasi Sl e 8351y degoame plaziwly 83amie Slaylns



3. Federated Identity with a Third-Party Service

3.1 On-Premise

Definition: Federated identity management within an organization's own
infrastructure.

At gally o bl dpzall il d=1s dldlyaasll 4 9]l 8)15)]

Examples:

¢ Internal SSO: Implementing SSO within the organization’s internal systems. 1415 SSO J=1»
sl dabaioll doadasl

e Active Directory Federation Services (ADFS): Using ADFS to manage federated
identities. il JWJl =51 Gloas plaxiwl (ADFS) ddlyauall Ol gell 3)15)

e Kerberos: Utilizing Kerberos for secure authentication in on-premise systems. olaziwl
Kerberos d=all dalaill (b dioll &85Loall

e LDAP: Leveraging LDAP for directory services and authentication. plaziwl LDAP Uloaz]
ds3Lowdlg Jdull

e RADIUS: Implementing RADIUS for centralized authentication, authorization, and
accounting. plazxiwl RADIUS &3S 1ol duwlxellg oy gaillg d53Loel

Use Case: An organization uses on-premise federated identity management to allow
employees to access internal applications with a single login. §,15] delaio pisiwi
plaziwly auslll Oliubill o] Jgosll gibgall zlowl) dlnall duludll & sl

>lg Jozd i

3.2 Cloud

Definition: Federated identity management using cloud-based identity providers.

bl I 8aiiusedl &gl 3930 plasiuwl dlyaull & ggll 8,15)]



Examples:

e Azure AD: Using Azure Active Directory for federated identity management. slaxiwl Azure
Active Directory ddl)ausll & ggJl 3,15Y

e Okta: Leveraging Okta for cloud-based identity management and SSO. plaxiwl Okta 3,15V
SV Jgs il Juzawiy &ludl (J] 8aiiwal] & gl

e AWS Cognito: Utilizing AWS Cognito for secure user authentication and data
synchronization. elaziwl AWS Cognito &Ulul diolieg Guossiuwel) dioVl &85 U

e Google Cloud Identity: Implementing Google Cloud Identity for unified identity, access,
and device management. slaxiwl Google Cloud Identity 8352Vlg Jguogllg d1ggll 3,15

83>g0ll

e Ping Identity: Using Ping Identity for identity security and intelligent access. olaxiwl Ping
Identity (Sl Jguoglly & ggll olol

Use Case: A company uses a cloud-based federated identity provider to enable
single sign-on for various cloud applications. 8ituwe ddl)aus 4 gd dgjo 4 i o diud
dalizall &l Slaubi) V1 Jgzall Juzmai uSaid) & load!

3.3 Hybrid

Definition: Federated identity management that integrates both on-premise and
cloud-based systems.

el ] Baiiurelly ddall dadiill G zoad Ll ddlyanall & ggll 8l

Examples:

e Hybrid Federated Identity: Combining on-premise SSO with cloud-based identity
providers. zo> SSO &l (J| daiiwall & gl 3930 8o dxoll

e Azure AD Connect: Using Azure AD Connect to synchronize on-premise and cloud
directories. plazxiwl Azure AD Connect dulsully dulxoll A5V disljol

¢ PingFederate: Leveraging PingFederate for seamless integration of on-premise and cloud
identity systems. olaxiwl PingFederate dylouly dulxoll 45 g0)] dalsiVl oy Gadad] JolSil)



e ADFS with Azure AD: Implementing ADFS in conjunction with Azure AD for hybrid
identity management. plaxiwl ADFS go Azure AD diuxgll 45 99]l 3)15)

e VMware Workspace ONE: Utilizing VMware Workspace ONE for unified endpoint
management and identity management across hybrid environments. olaxiwl VMware
Workspace ONE diuxgll Sludl e @ ggll 8)lg 8a>g0ll dlgill blai 5)15Y

Use Case: An enterprise uses a hybrid federated identity solution to provide
seamless access to both internal and cloud-based applications. J> dwwgo pisiwi

ol Badiedlg ddsladl Slauhidl Il gudud! Jgo gll jus g diuzgll dllysuall & gl
& Lo |

Multiple Choice Questions

1. What is federated identity management?

a. Managing identities within a single organization

b. Allowing users to use the same identification data to access multiple networks
c. Using multiple authentication methods

d. Managing access rights based on roles

2. Which federated identity solution combines on-premise and cloud-based
systems?

a. On-Premise
b. Cloud
c. Hybrid

d. Single Sign-On (SSO)

3. What is an example of a cloud-based federated identity provider?



a. Internal SSO
b. Azure AD
c. Role-Based Access Control (RBAC)

d. Multi-Factor Authentication (MFA)

4. What type of federated identity management is implemented within an
organization's own infrastructure?

a. On-Premise
b. Cloud
c. Hybrid

d. Single Sign-On (SSO)

5. What is the benefit of using federated identity management in a hybrid
environment?

a. Increased security
b. Simplified management
c. Seamless access to both internal and cloud-based applications

d. Improved encryption

Answers and Explanations

1. b. Allowing users to use the same identification data to access multiple
networks

Federated identity management allows users to use the same identification data to
access multiple networks.

Wl ool cayy=ill Sbly Guss plazinl ouessduel) dlausll & ggll 8)l5] zouwws
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2. c. Hybrid

Hybrid federated identity management integrates both on-premise and cloud-based
systems.

el ] aiiually ddall dokill oy dimgdl Al auddl & gell 8)l5] mod

3. b. Azure AD
Azure AD is an example of a cloud-based federated identity provider.

el ] Baiiuse Al & 90 dgi0 wle Jlio 9o

4. a. On-Premise

On-premise federated identity management is implemented within an organization's
own infrastructure.

durwiall Lol duzdl dudl Jsby ddzall ddlyanall & ggll 8ls] duais ol

5. c. Seamless access to both internal and cloud-based applications

Hybrid federated identity management provides seamless access to both internal
and cloud-based applications.

ol Baiiwelly duslall Slaphill Gl Guludl Jgog)l diszgll ddlyall & ggll 8)l5] 4545
EHESM ]

4. Implement and Manage Authorization Mechanisms

4.1 Access Control Models



e Role-based access control (RBAC)

e Rule based access control

e Mandatory access control (MAC)

e Discretionary access control (DAC)

e Attribute-based access control (ABAC)

e Risk based access control

4.1.1 Role-Based Access Control (RBAC)

Definition: Access control based on user roles within an organization.
dabriall U3 uesziuall lgal (e 2l Jguogll o oSl

Examples:

¢ Job Functions: Assigning access rights based on job functions. elu Jgogll §48> =i
Josdl cailbg e

¢ Role Hierarchies: Defining hierarchies of roles to manage access. oyl Juudwdl &y =i
Jeogll 515V )lg>1l

Use Case: An organization uses RBAC to ensure that employees have access only to

the resources necessary for their job functions. deliio eixiwi RBAC )l ¢ leus]
el gl dojMI d)lgall I bbds Jgogll ) (ualsgall

4.1.2 Rule-Based Access Control

Definition: Access control based on a set of rules defined by the organization.

dobrioll a3ami il aclgill oo dcgame e 2l Jgogll (b pSaill

Examples:

e Access Rules: Defining rules for access based on conditions such as time of day or
location. 8.09.;:.” gi PS—dl Jog Jio bg_)-\.u wle 2l Jg.aosﬂ .\.C|3..0 A=



¢ Policy Enforcement: Enforcing access control policies through rules. aS=Ul Olwlbuw (o6
Aclgadl JU5 o Jgogll o

Use Case: A company uses rule-based access control to restrict access to its systems
outside of business hours. susi) aclgs)l (J| diiwall Jgo gl (& oS=UI &S i oISl

Josll Slebw 2, Liabil Wl Jguogll

Recommended by LinkedIn

Identity Federation: How it Works and its Distinction...

IDM Technologies - 5 months ago

Consultancies Implementing Zero Trust Architecture To...

Vintage - 1 month ago

Evolutions in Authentication, Authorization, and...

Nick Deshpande, rmc, CISSP, CCSP - 7 years ago


https://www.linkedin.com/pulse/identity-federation-how-works-its-distinction-uay4c
https://www.linkedin.com/pulse/consultancies-implementing-zero-trust-architecture-protect-ntu8e
https://www.linkedin.com/pulse/evolutions-authentication-access-authorization-zero-trust-deshpande

4.1.3 Mandatory Access Control (MAC)

Definition: Access control based on a set of predefined policies and rules.

Bruto 83320l aclgilly Slwlul o degazo wle 2l Jguogll (b pSaill

Examples:

e Security Labels: Using labels to classify information and enforce access controls. plazxiwl
Joogll bulgs (0389 Ulegleall Casibnil Olanlell

e Clearance Levels: Granting access based on security clearance levels. oJle 2zl Jgogll Zie
wioVl & poill O giwe

Use Case: A government agency uses MAC to enforce strict access controls based
on security classifications. die gS> A8 g paxiuwi MAC tly dojlo Jgog bulgs (o8]
dioVl Olagaill e

4.1.4 Discretionary Access Control (DAC)

Definition: Access control based on the discretion of the resource owner.

ngall cllle padi e 2l Jgogll (b pSaxill

Examples:

e File Permissions: Allowing file owners to set permissions for their files. wlousV zlawdl
pgilala) Slgsl ayaxiy Olalell

e Resource Sharing: Allowing resource owners to share access with others. ol zlow!
03Vl 2o Jguoell &) Litay 3)lgall

Use Case: A project manager sets file permissions to allow team members to access
project documents. 1 ,8Jl cbacV zlawl) Sladadl HUgl 3yaxiy € g pitall yudo poiy
€ gyirad|l Oloiiwe | Jgo gl

4.1.5 Attribute-Based Access Control (ABAC)

Definition: Access control based on user attributes and environmental conditions.



il b pily pasdiuall Sloww e 2l Jguogll (o oSl

Examples:

e User Attributes: Granting access based on attributes such as department, job role, or
security clearance. (ol z paill ol arhsgll jaal of audll Jio Sloww e 2l Jguogl! aio

e Environmental Conditions: Granting access based on conditions such as time of day,
location, or device type. jlg=ll g5 ol ®8g0ll gl poull CiSg Jio bg i e 2ly Jgogll aio

Use Case: An organization uses ABAC to grant access to sensitive data only during
business hours and only from secure devices. dolaio pixiuwi ABAC (J| Jgogdl zied
bids dioVl 83951 o Jasdl Slebw JUS hds dwlusdl Ll

4.1.6 Risk-Based Access Control

Definition: Access control based on the assessment of risk levels.

b lall Bl gie puds e 2liy Jgogll (né pSxill

Examples:

e Risk Assessment: Evaluating the risk associated with granting access to a resource. owdj
9o ol Jgogll zies dayyell Jbolsell

e Dynamic Access Control: Adjusting access control decisions based on real-time risk
assessments. (dsall Cisgll (o yblxell Sloudi e 2l Jgogll b oSl Ol Jyasd

Use Case: A financial institution uses risk-based access control to restrict access to

high-risk transactions unless additional authentication is provided. duwuwgo pdxiuwd

ool ddle D\olradl I Jgo gl susi) yblxedl (J] sitwadl Jgogdl (w8 oSl ddlo
dwolbs] ds5bow pyrai o5 13] VI

4.2 Access Control Techniques
e Access Control Lists (ACLs)

e Risk based access control



e Access policy enforcement

4.2.1 Access Control Lists (ACLs)

Definition: Lists that specify which users or system processes are granted access to
objects.

S Wl Uyl dsgiandl ol Sldac o uorziuwall 3355 allgs

Examples:

e File ACLs: Lists that specify which users can read, write, or execute a file. ailgs ACL :Olalel)
cilo Juaii ol LUS ol 8clys agiSos (uidl prorziuall 3355 wilgs

e Network ACLs: Lists that control which network traffic is allowed or denied. ailgs ACL
g5 o ot ot il sgpall 85 @S g Sl

e Database ACLs: Lists that specify access permissions for database users. ailgs ACL sclgal
Sl 8aels (orziuia) Jguogll iligdl 33z ailed :ulilull

e API ACLs: Lists that control access to APIs. pilgd ACL (6 oS pilgd :dzoydl Dlg>lg)
Sleuhil dxoy Olgzly Wl Jgogll

e Directory ACLs: Lists that specify access permissions for directory services. ajlgs ACL JuoJ
Jul Sloazd Jguogll Sligl 3azi allgs iileazl

Use Case: A network administrator configures network ACLs to allow only
authorized devices to connect to the company network. ¢S dSuidl Jggue pgdy
ailgs ACL & pidl dSuiny JLoiVU L 2 rowall 392\ hias g loowl) aSuil)

4.2.2 Access Policy Enforcement

Definition: Enforcing access control policies through designated points in the
network or system.

sl of @il (b 83330 blas JUs o Jgos)l (b pSxill Sluluw ybys

Examples:

¢ Policy Decision Point (PDP): The component that makes access control decisions. dh4



Joog)l (b aSaill Sllys iz il geSedl :dwludl |16

¢ Policy Enforcement Point (PEP): The component that enforces access control decisions.
Jgo gl (o oSl Olylys daiy sl GgSedl tdwlud] Jpaii dhg

e Access Gateways: Devices or systems that enforce access control policies at network entry
points. &Swuill Jg>> blii sic Jaogll (b aSxill Slwluw yoyai dalil ol 53g21 :Jguogll Sllgs

e Firewall Rules: Configuring firewall rules to enforce access control policies. jlazll aclgs
Jgo gl (o oSl Slwluw yoysd )Wl Hlazdl aclgd (0 9ST iy Wl

e Endpoint Security Solutions: Using endpoint security software to enforce access control
policies. (b aSxill Slwluw oya) dlgdl blaidl olol zely plaziwl sl bladl ylol Jol>
Jgogll

Use Case: An organization uses PDPs, PEPs, and access gateways to enforce access
control policies for its cloud services. uaii blaig dwlbudl 18 blai dabrio paziwi

bl lgilo sz Jguogll (6 @Sl Slwluw yoy8) Jgogll Sllgrg bl

Multiple Choice Questions

1. What is the primary purpose of Role-Based Access Control (RBAC)?
a. Increased security

b. Simplified management of access rights

c. Improved encryption

d. Enhanced user interfaces

2. What is the key feature of Mandatory Access Control (MAC)?

a. Access control based on user discretion

b. Access control enforced by a central authority based on security labels
c. Access control based on user roles

d. Access control based on user attributes



3. Which access control model adjusts access control decisions based on real-
time risk assessments?

a. Role-Based Access Control (RBAC)
b. Discretionary Access Control (DAC)
c. Attribute-Based Access Control (ABAC)

d. Risk-Based Access Control (RBAC)

4. What is an Access Control List (ACL)?

a. A list that specifies which users or system processes are granted access to objects
b. A component that makes access control decisions

c. A component that enforces access control decisions

d. A list that defines security labels

5. How does rule-based access control manage access?

a. By assigning access rights based on job functions

b. By defining rules for access based on conditions such as time of day or location
c. By granting access based on user attributes and environmental conditions

d. By evaluating the risk associated with granting access to a resource

Answers and Explanations

1. b. Simplified management of access rights

Role-Based Access Control (RBAC) simplifies the management of access rights by
assigning permissions based on user roles.



SlighVl i JA5 o Jgogll Ggias 8y15] Hgal (Il diiurell Jguogll (b oSzl oy
oo dzxiutal| lgal (e zly

2. b. Access control enforced by a central authority based on security labels

Mandatory Access Control (MAC) is enforced by a central authority based on
security labels.

ol Olasiad e 2l &3Sy dbdw dbwlgs Jgogll (b UVl aSxUl yoy6 s

3. d. Risk-Based Access Control (RBAC)

Risk-Based Access Control adjusts access control decisions based on real-time risk
assessments.

Ologgis e 2liy Jguooll b pSail Sl (b ybliall ol situsell Jguogll oSy
ol Cisgll b bl

4. a. A list that specifies which users or system processes are granted access to
objects

An Access Control List (ACL) specifies which users or system processes are granted
access to objects.

o Jgogll dsginall pUaidl Oldac si ko dZiuel Jgo gll (o oSl dails 3axi
S

5. b. By defining rules for access based on conditions such as time of day or
location

Rule-based access control manages access by defining rules based on conditions
such as time of day or location.

Jio b iy le 2y selgil] 11325 S o o)l b Aclsill W] sitiuall Joosl oSk
&bgoall gl poull Lisg



5. Manage the Identity and Access Provisioning Lifecycle

5.1 Account Access Review

Definition: Periodically reviewing user accounts to ensure that access rights are
appropriate.

dwlio Jgosll Goi> ol olousd )95 JSuin e siuwall Ollus deolye

Examples:

e User Accounts: Reviewing access rights of user accounts to ensure they match job
functions. go lgaulhi ;leua) o dxiwed |l SLluzd Jgogll §98> deslie e szl OLLws
Josdl Lailsg

e System Accounts: Reviewing access rights of system accounts to ensure they are not
excessive. JSuiu ig>g pac lewad pbbidl Ollux Jgogll §58> deslye (pUail OULu>
byao

¢ Privileged Accounts: Reviewing access rights of privileged accounts to ensure they are
still necessary. d 950 Jlii V il olowa) 8juaio Slluzd Jeog)l Ge8> dnzlyo biuaio ililus

e Service Accounts: Reviewing access rights of service accounts to ensure they are not
over-privileged. 1959 pic o) doazdl OLluz) Jgogdl 38> doslyo :doazdl SLLws
3351y Olylisl

Use Case: An organization conducts quarterly reviews of user accounts to ensure
that access rights are updated based on role changes. g4y Olse>lyo <>l dodrio pgdi
49l i (e 2y Jgogdl §e8> Cuaxi leuad e aiwadl GLLus] & giw

5.2 Provisioning and Deprovisioning

Definition: The process of creating and deleting user accounts and access rights.

Ul Ggi>g grorziumall Olbus bixg cliu] dulac



Examples:

Onboarding: Creating user accounts and granting access rights for new employees.
Szl puabgell Jgogll §ed> riog paoazimadl Ollws cliv] (caydb g1l

o Offboarding: Deleting user accounts and revoking access rights for departing employees.
Hdell pualsgell Jgogll §e8> clsdly rosxiuadl GLlws wois 1doazdl clgil

e Automated Provisioning: Using automated tools to create and manage user accounts.
oo dziuall Sllws 8y1lg clis) aUT Slgal plaziwl (VI 11643l

e Manual Provisioning: Manually creating and managing user accounts. <Liu| : gl juo4ill
G 93y ozl SLlws §)lslg

¢ Just-In-Time Provisioning: Providing user accounts and access rights only when needed.
gl (955 baic bas Jeogdl 3859 roxiumell SLlws juog7 icwliadl s gll o yuo 4l

Use Case: A company automates the provisioning and deprovisioning process to
ensure that access rights are promptly updated when employees join or leave the
organization. dc;uu Jgogll §gis iz lesa) cllVlg ju6 gl dudac diasly &S5 pgdi
dabiall )0y of Geibgall auiy Losic

5.3 Role Definition and Transition
Definition: Defining roles and managing transitions between roles.
gVl oy OV gzl 8ylslg HlgaVI Cay =i

Examples:

¢ Role Assignment: Assigning roles to employees based on job functions. ;s )lgsVl usi

Josll Wiy (e 2l ualsgall jlgaVl

¢ Role Transition: Managing transitions between roles when employees change positions.
woliall gabgall 12y loaic jlgaVl s SV g=ill 8,15] 1lgaVl Jg=i

* Role Hierarchies: Defining hierarchies of roles to manage access. wwygdl Juudwill cay y=i
Joogll 8,5 lgsll)



e Role Mapping: Mapping roles to access rights to ensure consistency. usi :)lg>V1 jusi
Gl lowa) Jgooll Ggaz) lgaVl

¢ Role-Based Access Control (RBAC): Using RBAC to manage role definitions and
transitions. olaziwl 1)gal (JI siiall Jguogll (w6 aSxill RBAC SV gxilly )lgaVl cay y=i 5)l5)

Use Case: An organization defines clear roles and manages transitions to ensure
that employees have the appropriate access rights when they change positions. 445

Jeodl 48> uabdgall 3 5550 Oi Ol OV g=ill 8,l5]g 2 g0 94 J|3_\‘XJ| EVECSTR- PN Y9
o liadl g sy boaic duwlioll

5.4 Privilege Escalation

Definition: The process of granting higher levels of access privileges, often
temporarily.

C8ge JSuin Wle WJguosll G9i> o wlel Sligiue gio dilac
Examples:

e Sudo: A command that allows users to execute commands with elevated privileges. Sudo:
dziiye Oljliol yoloVl iraily (aerzimel) zowy yol

e Auditing: Monitoring and auditing the use of elevated privileges. plaxiwlg duslyo : g1 21l
deaiyell Oljlie

e Temporary Access: Granting temporary administrative access for specific tasks. zio
833zall plgall )Vl i 5all Jguogll

e Privilege Management: Managing and monitoring elevated privileges to ensure they are
used appropriately. JSuwiu lgolaziwl ;leuad daiyell SOl dislyog 8)15] 11UV 8,15]
wuw lio

e Emergency Access: Granting emergency access to resolve critical issues. Jgo gl zio
d> =l Llaadl J=J ts)Uadl

Use Case: A system administrator uses sudo to perform administrative tasks and
audits the use of elevated privileges to ensure compliance. sUsil Jg§uo paziuy



Sudo JUieMl leuad dxaipell SljlieV ploxiwl §u80 pgdy g du )bV olgedl Suaiil

5.5 Service Accounts Management

Definition: Managing accounts used by applications or services rather than
individual users.

shsll peaziwall oo Yoy Sloasdl o Oladsill Ju cpo doaziamall Slbwadl 5yl5]

Examples:

e Service Accounts: Creating and managing accounts used by services or applications.
Sladaidl ol Sleazdl Jub o dosiaall Shlwsdl 8y15lg clin] :do szl Ollws

e Account Security: Implementing security measures to protect service accounts. L-,Loi
o2zl Sl Glaxd dgiel julai duais 1olusdl

e Service Account Rotation: Regularly rotating service account credentials to enhance
security. 5oVl 3 j=i) pUaiil doszdl Glus slaicl SUly g5 ideazdl Glws 1 gad

e Service Account Auditing: Monitoring and auditing the use of service accounts. 4515
do a3l Ollws plaxiwlg &8l (doazdl Llws>

e Service Account Access Controls: Implementing access controls to restrict the use of
service accounts. Gblws plaxiwl dwst Jgogll balgs 3uais :dessdl wlux Jgogll bulgs
do izl

Use Case: An organization manages service accounts to ensure that they are used
securely and do not pose a security risk. lgolaxiwl )loua) doazdl Ollws dolhio pad

Giol o> lgliSuiss pacy ool JSoin

Multiple Choice Questions

1. What is the primary purpose of account access review?
a. To increase data availability

b. To ensure that access rights are appropriate



c. To improve data encryption

d. To monitor data access

2. What does provisioning refer to in the context of IAM?
a. Reviewing user accounts

b. Creating and deleting user accounts and access rights

c. Defining roles and managing transitions

d. Granting higher levels of access privileges

3. Which process involves granting higher levels of access privileges, often
temporarily?

a. Account Access Review
b. Provisioning
c. Role Transition

d. Privilege Escalation

4. What is the role of auditing in privilege escalation?
a. To create user accounts

b. To monitor and audit the use of elevated privileges

c. To delete user accounts

d. To manage transitions between roles

5. How are service accounts different from individual user accounts?

a. They are used by applications or services rather than individual users



b. They are reviewed periodically
c. They are created during onboarding

d. They are deleted during offboarding

Answers and Explanations

1. b. To ensure that access rights are appropriate

The primary purpose of account access review is to ensure that access rights are
appropriate.

duwlio Jgogdl Goi> oe5i ol oleud g e rximell Sllus d3lie o wlwll (o)l

2. b. Creating and deleting user accounts and access rights

Provisioning refers to the process of creating and deleting user accounts and access
rights.

Jeodl §48>9 e dxiwall SUlus Wisg clin] ddec (Jl o gl juiy

3. d. Privilege Escalation

Privilege escalation involves granting higher levels of access privileges, often
temporarily.

b5 JSuin W (Jaosll Gsi> o wlel Olgiue zio OliLinl s Gaaly

4. b. To monitor and audit the use of elevated privileges

Auditing in privilege escalation is used to monitor and audit the use of elevated
privileges.

dsaiyell Oljlie VI plaxiwl Gus3ig dslyed OljlieVl usuad (w6 G182l paxiwd



5. a. They are used by applications or services rather than individual users
Service accounts are used by applications or services rather than individual users.

shs¥l o asiuadl o Yoy Slossdl of Olaubill Jus oo doasdl Sllus p i

6. Implement Authentication Systems

6.1 Password Authentication

Definition: The process of verifying a user's identity based on a secret password.

4w oo delS Lo 2l paziuwell Lgd oo il ddac

Examples:

e Password Policies: Enforcing policies such as password complexity and expiration.
lgilaiily yorell dalS audei Jio Olwliw yoyo 1Hgyell dalS Slwluw

e Password Management Tools: Tools to help users manage and store passwords securely.
ool laiy 3259 yopell OladS 53] (b Gaodzimall 53cluta) Olgal 1)gyall dalS 5)l5] ilgol

Use Case: An organization enforces password policies and uses password
management tools to ensure secure password practices. dolS Olwluw dodiio o ,ai
a.boTJs).o dolS LJLJJJJ[AD uLOu.DJ JS)'OJI dolsS 5_)'.)! CJ'S_)i PIxudg Jg)..o.”

6.2 Multi-Factor Authentication (MFA)
Definition: The process of verifying a user's identity using multiple methods.
833xio § b plaxiwl paxiwedl 4 gd o Foxill ddoc

Examples:

e MFA Methods: Using a combination of passwords, biometrics, and tokens. § b MFA:
jgells 4 yieguly yorell DlalS (o aije olaziwl



e MFA Devices: Devices such as smartphones or hardware tokens used for authentication.
83021 MFA: d@85banal) doaziuwall dall jgoyll of @Sl Cailgg)l Jio 5jg>1

e Companies: Okta, Duo Security, Microsoft Authenticator, Google Authenticator, RSA
SecurlID.

Use Case: A company uses MFA to secure remote access by requiring both a
password and a fingerprint. ;e Jgogll ol Jolgmll 833550 d85boall & i p i
guo| desnug jgpe dalS b JU> o dxy

6.3 Biometric Authentication

Definition: The process of verifying a user's identity based on physical or behavioral
characteristics.

&S gLl ol @l uall Loslosd! oo 2l pasiiuell &g oo §amill diloc

Examples:

e Fingerprint Scanners: Devices that read and verify fingerprints. :2:Loll Olaway Sloule

¢ Facial Recognition: Technology that verifies identity based on facial features. (Je o ,=ill
gl aolo (e 2ty & ggll o FaxU duiad 1asgll

Use Case: An airport uses biometric authentication to verify the identity of
passengers at security checkpoints. 4 g& o Gaxill &4 yiogull d85Lasll jUno piaxiuwy
duioVl Jiwiaill blai aic ISyl

6.4 Token-Based Authentication

Definition: The process of verifying a user's identity using a physical or virtual
token.

olyisl gl olo jo) elaziwly paziuell 4gd o Gaxill ddac



Examples:

e Hardware Tokens: Physical devices that generate one-time passwords. 83> 539>V jg0,

o Software Tokens: Applications that generate one-time passwords. Glaulnd 1O bze il jgo)
0.).?'3 O)..oJ )R IlalS JJ_9J

Use Case: A financial institution uses hardware tokens to authenticate employees
accessing secure systems. il juabgall d&850ow) 8302V je0) dlo duwio iz
dioVl dalsiVl J| oolay

6.5 Certificate-Based Authentication
Definition: The process of verifying a user's identity using digital certificates.

Examples:

o Digital Certificates: Electronic documents that use public key infrastructure (PKI) to verify
identity. & ggll (o Gaxil) doledl awilaol duiy pasiud duigyisd] Oladiwe (dues JI Oislgddl

¢ Certificate Authorities: Entities that issue and manage digital certificates. &Uodw
dod I Slslgadl padg jauad SLLS (Olslgaddl

Use Case: A company uses digital certificates to authenticate users accessing its
secure website. J| j9loy il e sxiuedl d85bowd dues JI Slslgdd] dS i pasiwi
ooVl lg=s go

Multiple Choice Questions

1. What is the primary purpose of password policies?

a. To increase data availability



b. To enforce secure password practices
c. To improve data encryption

d. To monitor data access

2. What does multi-factor authentication (MFA) involve?
a. Using a single password for authentication

b. Using multiple methods to verify a user's identity

c. Using physical characteristics for authentication

d. Using digital certificates for authentication

3. Which authentication method verifies identity based on physical or
behavioral characteristics?

a. Password Authentication
b. Token-Based Authentication
c. Biometric Authentication

d. Certificate-Based Authentication

4. What is a hardware token used for?
a. Storing digital certificates

b. Generating one-time passwords

c. Scanning fingerprints

d. Recognizing facial features

5. How does certificate-based authentication verify identity?



a. Using passwords
b. Using physical tokens
c. Using digital certificates

d. Using behavioral characteristics

Answers and Explanations

1. b. To enforce secure password practices

Password policies enforce secure password practices by requiring complex
passwords and regular changes.

5ai20 yopo OlalS wilb JUs o disl Hgpe dalS Sluwylas gyl dalS Olwluw ybyas
. I. - QI ""...3

2. b. Using multiple methods to verify a user's identity

Multi-factor authentication (MFA) involves using multiple methods, such as
passwords, biometrics, and tokens, to verify a user's identity.

& yiogudlg yopadl DlalS Jis (83a00 § b plaxiwl Jolgedl 8533200 d85lowdl (ouais
paZiuoll 4o o §8xI aeyllg

3. c. Biometric Authentication

Biometric authentication verifies identity based on physical or behavioral
characteristics, such as fingerprints or facial recognition.

Jio (@S gludl ol @l juadl yasbazll ode 2l & gg)l oo @ yiogull &sloell Gasi
azoll e Gyl ol giloll Slanay

4. b. Generating one-time passwords



Hardware tokens are physical devices used to generate one-time passwords for
authentication.

&sbaall 515lg 8y0) jape ledS 1) pazind wsle 5ig21 wd 5392Vl j90,

5. c. Using digital certificates

Certificate-based authentication verifies identity using digital certificates issued and
managed by certificate authorities.

Loy 205 (il dras I Olslgid] alaziwl &gl oo Olslgidl Gl saiiwell @85Lowll §amis
b lgadl Slbalw iy

7. Identity and Access Management Technologies

7.1 Directory Services

Definition: Systems that store and manage information about users and resources
in a network.

&Saidl 5 3ylsally prorsimall pe Slogluall g 0355 debbil

Examples:

e Active Directory: A directory service developed by Microsoft for Windows domain
networks. Active Directory: lgi)gb Ju> doas Microsoft Jlxedl &lSuid Windows

e LDAP (Lightweight Directory Access Protocol): An open protocol used to access and
maintain directory information. paxiuy 2 gide JgSgigy rwauazdl JUal oJl Jgo gl JgSgigp
lede Blazdlg Jall Sloglee Il Jguo gl

Use Case: An organization uses Active Directory to manage user accounts and
access permissions across its network. dalaio pixiui Active Directory Sllws 3)15)

lgiSus e Jsuogll Olg3ly (aeizisuall




7.2 Identity Management (IdM)

Definition: The process of managing the identity lifecycle, including creation,
maintenance, and deletion of identities.

lgoi>g laiiluog b gall cliuil clUd (b Loy i gall 8L 893 8)l5] dulac

Examples:

e User Provisioning: Automating the process of creating and managing user accounts. 047
laiyIslg o rzimall Sllws elii] didac dioil 1w 3xiuall

¢ Identity Governance: Ensuring that identity policies and practices comply with

regulations and standards. go 391915 4 gg)l Glw)loadlg Slwlud! ol leus 1 ggll deSg>
Juleally 2ilgll

Use Case: A company uses an identity management system to automate the
provisioning and deprovisioning of user accounts. & ggJl 8,15 pUAJ &S iy ozl
oo dziaadl Ollws 1647 clsdly 695 diail

7.3 Access Management

Definition: The process of managing access to resources based on policies and
rules.

Aclgddly Olwlbudl e 2l 3)lgall I Jguogdl 8,15 ddac

Examples:

¢ Single Sign-On (SSO): Allowing users to access multiple applications with one set of login
credentials. plaxiwl 831xi0 Slauhi Jl Jguogll Guoiziumall zlawd! 135V Jgzall Jazus

¢ Federated Identity Management: Allowing users to use the same identification data to

access multiple networks. Olily Guai plaxiwl (e azxiwel) zlowd! :dadlyauall &5 g9ll 3)15]
8yaxie O | Jgrogl oy y=ill

Use Case: An enterprise uses access management to ensure that employees can



seamlessly access both internal and external applications. §,15] duwwge pIzxiuwd
a>)adlg dalsloll Slagdaid! J) guludl Jgogdl o yeabeall (Saiy ol olewa) Jguogll

7.4 Privileged Access Management (PAM)

Definition: The process of managing and monitoring privileged accounts and
access rights.

Jsogll §gi>g paiall Ollusll dlyeg 5)l] dilac

Examples:

¢ Privileged Account Management: Managing accounts with elevated privileges to ensure
they are used securely. ;loua) d=aiye Oljliel SLlw=ll 8)15] :3juaiadl SLLuI 8)l5]

e Session Monitoring: Monitoring and recording sessions initiated by privileged accounts.
83uaioll OUbwsl bl (il Oludadl disawds @8lye :Oludzdl &8lyo

Use Case: A company uses PAM to manage and monitor the use of administrative
accounts to prevent unauthorized access. il Jgogll dusliog 8,l5] & i o axiu

0 7 poall e Jgogll giad @)Vl Shlwsdl plasiwl déliog 8)lsY

Multiple Choice Questions

1. What is the primary function of directory services in IAM?

a. To manage passwords

b. To store and manage information about users and resources in a network
c. To authenticate users

d. To encrypt data

2. What does identity management (IdM) involve?



a. Managing the identity lifecycle, including creation, maintenance, and deletion of
identities

b. Storing and managing information about users and resources in a network
c. Allowing users to access multiple applications with one set of login credentials

d. Monitoring privileged accounts and access rights

3. Which technology allows users to access multiple applications with one set
of login credentials?

a. Multi-Factor Authentication (MFA)
b. Single Sign-On (SSO)
c. Directory Services

d. Privileged Access Management (PAM)

4. What is the purpose of privileged access management (PAM)?
a. To manage and monitor privileged accounts and access rights

b. To automate the provisioning and deprovisioning of user accounts
c. To ensure that identity policies comply with regulations

d. To authenticate users

5. How does federated identity management benefit users?

a. By encrypting their data

b. By allowing them to use the same identification data to access multiple networks
c. By managing their passwords

d. By storing their information in a directory service



Answers and Explanations

1. b. To store and manage information about users and resources in a network

Directory services store and manage information about users and resources in a
network.
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2. a. Managing the identity lifecycle, including creation, maintenance, and
deletion of identities

Identity management (IdM) involves managing the identity lifecycle, including
creation, maintenance, and deletion of identities.
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3. b. Single Sign-On (SSO)

Single Sign-On (SSO) allows users to access multiple applications with one set of
login credentials.

dcgomo olaziwl 83asio Oliwni ol Jgo gl ouessiuel) $3UI gl Jumud zoww
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4. a. To manage and monitor privileged accounts and access rights

Privileged access management (PAM) manages and monitors privileged accounts
and access rights.

Jgosll §si>g juaiall SLlwall dislyeg 8)l30 jueiell Jgooll 8)l5] 0ol

5. b. By allowing them to use the same identification data to access multiple
networks



Federated identity management allows users to use the same identification data to
access multiple networks.
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8. IAM Best Practices and Challenges

8.1 Best Practices

8.1.1 Implement Strong Authentication Methods
Definition: Using robust authentication methods to verify user identities.

oredziumall Slgd o Gaxill & g5 d&55las § b elaziwl

Examples:

e Multi-Factor Authentication (MFA): Combining multiple authentication methods to
enhance security. LoVl jyj=il 831800 @5Low §yb zed idolesll 831800 d85Lanll

e Biometric Authentication: Using physical or behavioral characteristics to verify identity.
459l po §iill a4 gLl ol duilyuall Gailosdl elaziwl 4 yiogul &3lowsll

Use Case: An organization implements MFA and biometric authentication to secure
access to sensitive systems. dsslanlly Jolg=ll 831510 ds3boedl Juaiiy dediio pgdi
dwlwsdl 2oVl W1 Jguogdl Guoli) & yio gudl

8.1.2 Regularly Review and Update Access Controls

Definition: Periodically reviewing and updating access controls to ensure they
remain effective.

dlws @l yleaund )95 JSuin Jgosll bulgo Cyaxig dezlye

Examples:



e Access Reviews: Conducting regular reviews of access permissions to ensure they are
appropriate. duw Lo LQJi ul.o.»o.] LJS-‘DS—” ubg.\i] )9 t_JLQ.>|_).o c|_).>! Jg,@s” t_ll.v.>|_).o

¢ Policy Updates: Updating access control policies to reflect changes in the organization or
threat landscape. ¢ Olpueil juSei Jgo gl o pSail Slwluw Eyazi :Olwlud! Eyazd
Slagagill aguite ol dalriall

Use Case: A company conducts quarterly access reviews and updates its access
control policies to address new security threats. 4 giw g1) GOleslyo clyzb dS b pgai
83532l duin Ml Olayagill dxdleel) Jguogdl (b pSail Slwluw Cyiziy Jewo gl

8.1.3 Implement Least Privilege

Definition: Providing users with the minimum level of access necessary to perform
their job functions.
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Examples:

e Access Rights: Granting employees only the access rights they need to perform their
duties. agilizlg <V lgigalizg il Jgogll Gob> bias (ualsgall zio

e Role-Based Access Control (RBAC): Assigning access rights based on user roles. aS=il
oo dzimall lgal e 2l Jguogdl Gois> s gl ol diiwall Jguogll )

Use Case: An organization implements least privilege by restricting administrative
access to systems to only a few IT administrators. &ljLie\l Jﬁi i,u_w il delhio pgald
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8.1.4 Use Automated Identity Management Tools

Definition: Using tools to automate the management of identities and access rights.

Joogdl Goizg ligall 8] diaiVl Clgal plazdiuwl



Examples:

¢ Identity Provisioning: Automating the process of creating and managing user accounts.
lei)lsly oaoasiwall OLlus clivi] dulac diail 14 goll jud7

e Access Reviews: Using tools to automate the review and update of access permissions.
Jaogll Olighl Cyasiy dnzlye diaill Glgol plaxiwl :Jguo gl Slezlhe

Use Case: A company uses identity management tools to automate the provisioning
and deprovisioning process, reducing the risk of human error. lgal & i p i

il Uzl jblxe o Jiy Las cleVly yusqill dulac diaill & gl 5)l)

8.2 Detailed Comparison Between PAM and IAM

8.2.1 Privileged Access Management (PAM)

Definition: The process of managing and monitoring privileged accounts and
access rights.

U0l G9i>g diaiodl Oblusdl dblyog 8l5] dulac

Examples:

e Session Management: Monitoring and controlling sessions initiated by privileged
accounts. juaiall Sllwsdl i | Slud=dl de 8ylhully duslye (Olud=dl 8)15]

e Credential Vaulting: Storing privileged account credentials in a secure vault. HUly (35

ool Oixe wb Bjuaiadl OLlusdl slaicl SUly o320 dlaicVl
Top 5 PAM Products:
e CyberArk: Offers comprehensive privileged access security solutions.
e BeyondTrust: Provides privilege management and vulnerability management solutions.
e Thycotic: Delivers password and privilege access management solutions.

e ManageEngine PAM360: Integrates IT operations management with PAM.



e Centrify: Focuses on securing privileged access and identity management.

Use Case: A financial institution uses CyberArk to manage and monitor
administrative access to critical systems. ddlo dwwgo pixiwi CyberArk duslyog 8,15V
a2l dadaiVl JI )bV Jguo gl

8.2.2 Identity and Access Management (IAM)

Definition: The process of managing user identities, access rights, and
authentication methods.

853wl by Jsogll §gi>g prerzimall Olgn 8] dilac

Examples:

e User Provisioning: Automating the creation and management of user accounts. 1647
laiyslg ozl Sllws liu] diail 1¢ue Azl

¢ Single Sign-On (SSO): Allowing users to access multiple applications with one set of login

credentials. plaxiwly 833210 Slinbhi o] Jsosll greasiuall glowdl LU g3l dizus
Joz )l iz Ol oo 8a5lg degozo

Top 5 IAM Products:

e Okta: Provides identity management and SSO solutions.

e Microsoft Azure AD: Offers directory and identity management as part of the Azure
platform.

e Ping Identity: Delivers identity and access management solutions.

e IBM Security Identity Governance and Intelligence: Focuses on identity governance and
intelligence.

e SailPoint: Provides identity governance solutions.



Use Case: A technology company uses Okta for single sign-on and identity

management across its cloud applications. b>glgiSi dS ji paziwi Okta Jg=>Jl Juwd

o | Lgilaudni yuc @ g0ll 8yl5lg s3I

8.2.3 Differences Between PAM and IAM

e Scope: PAM focuses on managing and monitoring privileged accounts, while IAM
encompasses all user identities and access rights. Sy : gUoidl PAM ddlyog 8, e

Jeouiyy loiw 8juaied] SLLw=l IAM Jgo gl §58>9 o ixiwaldl SLgd guo>

e Use Cases: PAM is used for administrative and high-risk accounts, whereas IAM is used for

all user accounts and access rights. paxiuwy :plaxiwll OV PAM ddleg a5V OULu=l
pzxiuy ey (b lredl IAM Jgo gl §58>9 (o dziwall OLLus guox

e Tools: PAM tools typically include session monitoring and credential vaulting, while IAM
tools focus on user provisioning, SSO, and identity governance. ng_si ouii 1 lgaVI PAM
Slgal 3835 Lady o laicVl Slily o2y Sludzdl &dlie 85le IAM (Groazimal| 11645 (e
& gg)l doSg>g w53V Jgs Ul Juzuuig

8.3 Challenges
8.3.1 Managing Privileged Accounts

Definition: Ensuring that privileged accounts are managed securely to prevent
unauthorized access.

0 7 poall e Jgogll giad olob sjuaiall Sllusdl 3)ls] olos

Examples:

e Privileged Account Abuse: Preventing misuse of privileged accounts. olasiwl 8clwl
8jaoiod| OLlwsdl plaziwl 8clwl gio :8juaiod] OLLus

e Credential Theft: Protecting against the theft of privileged account credentials. 45 yw
8ja0iod| OLlwsdl slaicl Oy 465w o dloxdl DlaicVl Sy

Use Case: An organization implements PAM solutions to prevent the abuse and



theft of privileged account credentials. Jgl> J1aily doliio pgai PAM dclw]| gio]
8jraiod| SLlusdl Hladel Slily 46 jwg plazxiwl

8.3.2 Ensuring Compliance

Definition: Meeting regulatory and compliance requirements for identity and access
management.

Jsoslly @ ggll 8)15Y JlitoVlg dradsiill Sllhially clog)l

Examples:

e Audits: Conducting regular audits to ensure compliance with regulations. : g8Ul Sldec
Bl JUioll plaa) dohiio G485 Sliloc cly2]

¢ Policy Enforcement: Ensuring that identity and access management policies are enforced.
Jooglly &gl 3)15] Olwluw Jais jlews :Slwluddl jo)o

Use Case: A financial institution conducts regular audits and enforces IAM policies
to comply with regulatory requirements. §4635 Oldoc clyzb ddlo duwgo pgai
QL‘_}JLLL‘J I ..9 . |.... IAM --.- "|. ...Il Qlll . || Jlilow

8.3.3 Scalability

Definition: Ensuring that identity and access management solutions can scale with
the organization.

dabrioll go sl ol oSy Jgoolly dsgll §515] Jsl> o lass

Examples:

e User Growth: Managing the growth of user identities and access rights. :jue 3xiuel| goi
Jsogll G829 puerziuall Oligd gai 8)ld)]

e Integration: Integrating IAM solutions with existing systems and applications. zo> :Jo Sl
Jol> IAM adll Slaubhilly delsiVll go



Use Case: A company selects scalable IAM solutions that can grow with the
organization and integrate with its existing infrastructure. Jgl> daS iy )lixi IAM dl o]l
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Multiple Choice Questions

1. What is the primary focus of Privileged Access Management (PAM)?
a. Managing all user identities

b. Managing and monitoring privileged accounts and access rights

c. Providing single sign-on

d. Automating user provisioning

2. Which 1AM product is known for providing single sign-on and identity
management solutions?

a. CyberArk
b. Okta
c. BeyondTrust

d. Thycotic

3. What is a key difference between PAM and IAM?

a. PAM focuses on all user accounts, while IAM focuses on privileged accounts

b. PAM includes session monitoring, while IAM includes user provisioning and SSO
c. PAM is used for low-risk accounts, while IAM is used for high-risk accounts

d. PAM and IAM are used interchangeably without distinction



4. Which of the following is a top PAM product?
a. Okta

b. SailPoint

c. BeyondTrust

d. IBM Security Identity Governance and Intelligence

5. How does PAM contribute to security in an organization?
a. By providing single sign-on for all applications

b. By managing and monitoring the use of elevated privileges
c. By automating the creation and deletion of user accounts

d. By enabling federated identity management

Answers and Explanations

1. b. Managing and monitoring privileged accounts and access rights

The primary focus of Privileged Access Management (PAM) is managing and
monitoring privileged accounts and access rights.

Jsos)l Goizs Bimaiall Ul &slpes §1] wale juaiall Jgosll 8)15] 355

2. b. Okta

Okta is known for providing single sign-on and identity management solutions.

4 90l 8,15]g L__S.)l>i]| Joz Il Juzui Jol> ju6 iy @iy

3. b. PAM includes session monitoring, while IAM includes user provisioning
and SSO



A key difference between PAM and IAM is that PAM includes session monitoring,
while IAM includes user provisioning and SSO.

PAM 4 IAM

ol 9

PAM
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IAM
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4. c. BeyondTrust

BeyondTrust is a top PAM product known for privilege management and
vulnerability management solutions.

glio g

PAM
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5. b. By managing and monitoring the use of elevated privileges

PAM contributes to security in an organization by managing and monitoring the use
of elevated privileges.
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Conclusion



Identity and Access Management (IAM) is a critical component of an organization's
security strategy.

dabrialy @zl LoVl dumwilyiwl (b Gwlwl raic (& Jguoglly @ ggll 8)l]

By effectively managing identities, implementing robust authentication and
authorization mechanisms, and following best practices, organizations can ensure
that only authorized users have access to their resources.
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This module has covered the fundamental principles of IAM, explored various IAM
technologies, and provided best practices to address common challenges.
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Understanding and implementing IAM effectively helps protect systems and data
from unauthorized access and potential security threats.
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2- CISSP (ISC)? Official Practice Tests
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5- Oreilly — CISSP Training by Sari Greene
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HuisVlg oloVl pmdiy §leii degiio Oldecy Olidiy Olzilyiwl 83>g)l 01 (o,

Module Brief

1. Design and Validate Assessment, Test, and Audit Strategies / §ixiUlg puound
Gi5lly ) LisVlg ppdill Olzpilyiwl oo

This part involves planning and verifying methods to evaluate the effectiveness of
security measures, ensuring they meet organizational goals and regulatory

requirements. duioVl yulail ddles andi §ub oo Gaxily bhubhzi gzl 01 auali
drahriill Olllnielly duw el Colaal go lgasler ;Lo

2. Conduct Security Controls Testing / ;loVl bulg.s Shlis| clysl

This section covers various testing techniques to evaluate the effectiveness of
security controls and identify vulnerabilities. dalixall jLizVl OLisT pousll 13 (dosy

Sleill azxig oloVl hulgs dles audil
3. Collect Security Process Data / dxioVl Oldas)l Olily o>

This part involves gathering technical and administrative data related to security
processes to ensure they are functioning correctly and efficiently. go> cj=ll [3a Jouiy
Jledg ammo JSity lelec lowa) 4oVl Olileslly ddleiell &)lbYlg duisll OUlI

4. Analyze Test Output and Generate Report / j )8l cliilg jLisVI @l Jul=i

This section focuses on analyzing the results of security tests and generating reports
that provide insights and recommendations for improvement. (Je awdll 13 1Sy
il Sluogig 6§y 3097 e clisily duioVl OlyLisVl g5l Ju=s

5. Conduct or Facilitate Security Audits / duioVl Ol Jagaus 9i ely>|

This part involves conducting internal, external, and third-party audits to evaluate
the organization’s security posture and ensure compliance with standards. |i» Jeuiy
duw §olJ L_éqboill 2o gll anait) A Glybllg du)lzdly ddslall Slagsail lysl g2l
Julzel) JUieMl leusg

6. Security Assessment and Testing Techniques / ioVl )LisVlg pudill Olids
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This section covers various techniques and methodologies used in security
assessments and testing, including validation, verification, and rigorous testing
methods. Glewdil (w6 dossiuwell dalixell Olzgicdlg Glisil puddl 3 oy
Wiz doyladl cdlwlly Gaxilly Gaxill ld (o Loy duioVl OlyLisVlg

1. Design and Validate Assessment, Test, and Audit Strategies oiocuni
G1831lg jLizMlg pwaidl Olwilyiwl o @axilg e

Designing and validating assessment, test, and audit strategies involves planning
and verifying methods to evaluate security measures. ;o gaxillg puound Jouiy

&0Vl yulaill pudi §yb o Gixig bubsi g8l HWisVlg endil O lsuilyiwl

Purpose: To ensure that security measures are effective and align with
organizational goals and regulatory requirements. dlss duioVl yulaill L-,i o leun
dpadaiill Ollhielly duwgall laal go daslgiog

1.1. Internal (e.g., within organization control) / J3l>

Internal assessments, tests, and audits conducted within the organization's control
to evaluate its security posture. Jsl> )= ddslal Olasaily SlhlisVlg &lawaill

oVl lgog el dabriall 8o,

Examples: Internal security audits, self-assessments, internal penetration testing.
sl gl Lis] a1l Slepdidl ddsll ooVl Olags g,

Use Case: An organization conducts an internal audit to assess compliance with its
security policies and identify areas for improvement. (J>l> 1815 cly>b dwwgoll pgdi
o] SV o =iy daioV Lgiluluwd JUie VI e,

1.2. External (e.g., outside organization control) / ,=>)>

Assessments, tests, and audits conducted by external entities to evaluate the
organization's security posture. douwlgs )= il Olaggaily OlylisVlg Olagdill
daliiol) (ioVl guogll apdil 4zl Olgs.



Examples: External security audits, third-party penetration testing, regulatory
compliance assessments. UG oy Jis o §LizVl Wizl duz) ] ooVl &lagsag
ot YoVl Slagis

Use Case: A company hires an external auditor to assess its compliance with
industry regulations and identify vulnerabilities. pudil (>)l> G830 cauldgily & 1o pgdi
Oyl 3axig deliall @ilg lglliol.

1.3. Third-party (e.g., outside of enterprise control) / U w)b

Assessments, tests, and audits conducted by third-party vendors or partners to
ensure compliance with security requirements. il Olausailg OlHLisVlg O lewuaill
SVl llhial JUieVl oleus) EU Goydb oo S i gl cusily douwlgn sy=d.

Examples: Vendor security assessments, third-party risk assessments, supply chain
security audits. dlulw lol Olausas CII oyl Jblre Slawdi pusill glol ladi
SVET-SelR

Use Case: An organization requires its vendors to undergo regular security
assessments to ensure they meet the company's security standards. dwuwgell i
& il ol oVl yulsay agoliill ¢lows) daliiie Ql.oi Olowad clyz| lgusil (o

1.4. Location / g5g0lJl

Assessments, tests, and audits can be conducted based on the location of the assets,
such as on-premise, cloud, or hybrid environments. Ol)WisVlg Slewsidl clys] Sy

digzg)l Slidl ol Gl gl Jaall b Jio Jgoll g8g0 e 2l iliisaily
on-premise
cloud

hybrid

1.4.1. On-premise / g8goll o

Assessments, tests, and audits conducted within the physical premises of the
organization. duwuwiell (J=all g8gall S5l )i Ul Glagsaily allisVlg Ologail.



Examples: On-site security audits, physical security assessments, facility inspections.
Sliniadl Giuiai soladl HloVl Slapdi g8gall (b oloVI lags i,

Use Case: A company conducts an on-premise security assessment to evaluate the
physical security controls and identify vulnerabilities. s olol audi cly>l & i pgds

Syl sy waladl ololll bulgus awdil g8goll.

1.4.2. Cloud / gulxw

Assessments, tests, and audits conducted on cloud-based environments to ensure
their security. leua) dyld! Sl (e LS).?J ol Olausaidly OlylizVlg Slewsil
leilol.

Examples: Cloud security audits, cloud penetration testing, compliance assessments
for cloud services. oMl Olowdi ulzud! GVl i du b L-,LoiJI Slus s
a4 lud| Dloaxd.

Use Case: An organization conducts a cloud security audit to ensure its cloud
infrastructure complies with security standards. ¢l ;lol §4535 cly>l dwwgall pgii
ooVl yulee) dylbud! duizill Lginy JUiol ¢ louad,

1.4.3. Hybrid / ju=»

Assessments, tests, and audits conducted on hybrid environments, combining on-
premise and cloud-based systems. (e )= Il Olagsaily OlylisVlg Oleyaill
dylaudly g8 g0l (o dolniVl oM ez Ul diusgll Sl

Examples: Hybrid environment security audits, integrated security assessments,
compliance checks for hybrid deployments. &lopdi diuxgll &l leill Olaus s
diazgll Ol i) JlieVl Slogzs dlolSiall oo,

Use Case: A company conducts a hybrid security assessment to evaluate the security
of its combined on-premise and cloud-based systems. ;lol aués clyzb & i pgdi

duloudly g8gall (16 dzorall lgiakiil olol andil cuza.

Multiple Choice Questions:



1. What is the primary purpose of internal assessments and audits?

a. To evaluate security controls of external vendors

b. To ensure compliance with internal policies and identify areas for improvement
c. To assess the security of cloud services

d. To evaluate the security posture of third-party partners

2. What is the purpose of engaging external auditors?
a. To ensure data protection in hybrid environments

b. To evaluate the organization's security posture and ensure adherence to industry
standards

c. To manage internal security controls

d. To oversee the on-premise security infrastructure

3. What is the focus of third-party assessments?
a. Evaluating internal security controls

b. Assessing security measures of vendors and partners
c. Managing on-premise security infrastructure

d. Monitoring cloud-based services

4. Why are on-premise assessments important?
a. To evaluate security measures of cloud services

b. To ensure the security of physical and network infrastructure within the
organization's premises

c. To assess third-party security controls



d. To manage hybrid environments

5. What is a key consideration for conducting cloud assessments?
a. Managing internal audits

b. Evaluating security controls of cloud service providers hosting critical business
applications

c. Overseeing physical security measures

d. Monitoring on-premise network infrastructure

Answers and Explanation:

1. b. To ensure compliance with internal policies and identify areas for
improvement

Explanation: Internal assessments and audits are conducted to ensure compliance
with internal policies and identify areas for improvement.lausaillg Olowaill clyz| o0
sl DV e 3yaxig ddsladl O lwlbod) JUie NI ¢ leuad dudsl]l

2. b. To evaluate the organization's security posture and ensure adherence to
industry standards

Explanation: External auditors provide an unbiased evaluation of the organization's
security posture and ensure adherence to industry standards. ;gu>) | o gs>lyedl oo

delball yuleos o3Vl ¢ gionny g duwgall Lol QLoSJI o gl e e lowuds

3. b. Assessing security measures of vendors and partners

Explanation: Third-party assessments focus on evaluating the security measures of
vendors and partners to ensure compliance with organizational standards. ;S5
uleal JUioVl glouad elS pidly sl duioVl yulaill apss ode &I bl &lods
duw §oll



4. b. To ensure the security of physical and network infrastructure within the
organization's premises

Explanation: On-premise assessments ensure the security of physical and network
infrastructure within the organization's premises.diJl L')Loi yaoll (o Slowdill pouni
.. §°J| JM J}l_) --S Il.9 EU_)LQJI ..".. II

5. b. Evaluating security controls of cloud service providers hosting critical
business applications

Explanation: Cloud assessments evaluate the security controls of cloud service
providers hosting critical business applications to ensure data protection and
compliance. il Gl doas $3g30) HloVl bnylgs awiis duloul Slaydill pgdai
JizaVly DUl o> o) Gaall Jlacll Slagshs oo

2. Conduct Security Controls Testing LoVl bylgs Olylisl clysl

Security controls testing involves evaluating the effectiveness of security measures
through various testing techniques. julil ddlss puuds Qloill hulgo jlisl Jeuiy
dalizo HLisl Olisi JUs oo dyioll

Purpose: To identify vulnerabilities and weaknesses in security measures and ensure
they provide adequate protection. ;lausg duioVl yuladl (b casually Olygill ayaxil
49l8)| Glaxl) o yyig0

2.1. Vulnerability Assessment / duioll Olysill audi

Vulnerability assessment is the process of identifying, quantifying, and prioritizing
vulnerabilities in a system. &ly2ill iy araSiy duazi ddac g duioll Olyeill pudi
pUsil (o

To identify security weaknesses that could be exploited by attackers and prioritize
them for remediation. ;,ge>lgall lgl2iuy ol (Sau ol duiVl casall blai syaxil

2o & oJoV s lgusiyig

Testing Techniques / )LVl SLuas



A- Perspective / j¢kaio (Internal , External)
B- Approach / z4i (Blind, Double-blind)
C- Knowledge / dsy=o (Zero (black), Partial (gray), Full (white))

D- Types of Scans / zuwall glgil (Credentialed / Authenticated, Undifferentiated /
Unauthenticated)

E- Banner Grabbing & Fingerprinting / douod| Je woy=illg JilWl blail
F- Interpreting & Understanding Results / ailidl pgog jrwai
G- SCAP

H- False Positive vs. False Negative / &38J1 Olududl Jilie &3 Olul)l

2.1.1. Perspective jghio

Evaluating the system from different perspectives to identify vulnerabilities. ouai
Oyl izl dalize Llgy oo pUadl

e Internal / J>1> Testing from within the organization's network.

Examples: Internal scans to identify vulnerabilities that may not be visible from
outside.

« External / >, Testing from outside the organization's network.

Examples: External scans to identify vulnerabilities exposed to the internet.

2.1.2. Approach zgi

The level of awareness of the assessment team and system administrators about the

test being conducted. )l jLisVI Jg> pUsdl (Jgguog purdidl G136 (eg Sgiuo
03 iy

« Blind / o<l The tester has no prior knowledge of the target.

Examples: Simulating an external attacker with no insider information.



« Double-blind / zg3j0 wwaci Neither the tester nor the defenders have prior
knowledge of the test.

Examples: Simulating unexpected attacks to test real-time responses.

2.1.3. Knowledge 49,50

The amount of information available to the assessment team before conducting the
test. Wizl clys] Jus sl gyl dsliadl Ologleall jlads.

» Zero (black) / ()gwi) egw ¥ The tester has no knowledge of the target.

Examples: Black-box testing to simulate an external attack with no insider
information.

« Partial (gray) / ($>lo)) Jj> The tester has limited knowledge of the target.
Examples: Gray-box testing to simulate an attack with some insider information.
 Full (white) / (u'o._x_.gi) J»o 8 The tester has complete knowledge of the target.

Examples: White-box testing to identify all possible vulnerabilities.

2.1.4. Types of Scans Slog=all glgil

The type of access the assessment team has during the scan. aSlioy S| Jgo gl €4

soxdll bl apdill §u 6.

* Credentialed / Authenticated / §slow Scans conducted with access credentials.
Examples: Scanning with admin privileges to identify deeper vulnerabilities.

 Undifferentiated / Unauthenticated / §>Low yj€ Scans conducted without
access credentials.

Examples: External scans to identify surface vulnerabilities.

2.1.5. Banner Grabbing & Fingerprinting guo)l daiayg il bladl



Techniques used to gather information about systems and services running on a
network. &widl e Joxi Ul Dloazlg dolrl Jg> Ologleall gazx) paiuwd lds,

Examples: Banner grabbing using tools like Nmap, fingerprinting operating systems.
adueini)] dalaiVl denay Jie Wilgal plaziwl ,ildl blaill.

2.1.6. Interpreting & Understanding Results gl pgdg jrwuai

Analyzing and understanding the results of vulnerability assessments to determine
the severity and potential impact of identified vulnerabilities. <slaudi zili agéy Jul=i
8333all Olysdll yu5lig 8o ami) Oly=dll.

« CVE / CVE Definition: Common Vulnerabilities and Exposures - a list of publicly
known security vulnerabilities.

« CVSS / CVSS Definition: Common Vulnerability Scoring System - a framework for
rating the severity of vulnerabilities.

Examples: Reviewing CVE entries, using CVSS scores to prioritize remediation efforts.
2Wo )l 350> Sl odgl 3yasi) Olsyall plaziwly SV dnslye.

2.1.7. SCAP Ciwoigall lolI JgSgigy

The Security Content Automation Protocol (SCAP) is a suite of specifications for
standardizing the format and nomenclature by which security software
communicates information about software flaws and security configurations.

uaigall ololl JeSaiay

Slogleall oVl zoly Loy Joolgli (il dreuilly JSuidl 3umgi) Olawslgall o degozo g
bVl &l 63T duioV weusll Jgo.

Examples: Using SCAP tools to automate vulnerability management, policy

compliance, and security measurement. JUioVlg ly2ill 8)l5] diaill lgaVl olaziwl
oLVl Lol g & lw bl

2.1.8. False Positive vs. False Negative 4,318 dulw Jlie 4318 dyll



False positives occur when a vulnerability scanner incorrectly identifies a
vulnerability that does not exist.

False negatives occur when a vulnerability scanner fails to identify an existing
vulnerability. e JSuiy 825 duioll Olyill auwle 335y boaic &I Slulm)l &ax
s (b ol byl zuwle Jirsy loaic @310 Olubull Gaxd 839290 jé by @0
J=all 839590 ).

Examples: A vulnerability scanner flags a non-existent issue as a vulnerability (false
positive). A scanner misses a real vulnerability (false negative). &yl awlo >axy
dinds 85 Shsill awle Digdy (31 dulal) 825 lgil wle 835290 e @St G0l
(@36 dulw).

2.2. Penetration Testing / glyz>VI Lisl

Penetration testing involves simulating cyber attacks on a system, network, or
application to identify vulnerabilities that could be exploited by attackers. ;ouaiy
ol Ol aazxi) Gudss ol &b ol pUsi e dwilyud! Slaxgll 58lxe gVl Lis|
tazlgall dis (o lghl2iwl Soy.

Examples: Conducting red team exercises to simulate real-world attacks, blue team
exercises to defend against attacks, and purple team exercises to enhance
collaboration between offense and defense teams. 8(Slxa) sVl &y ,8)l (1 )lad clyol
30350 ilezy U1 Gyl o led Olazgdl 3 lsal) &8l G2 yall o ylad dyigindl Olazgll
glally pozell 330 G olill.

2.2.1. Process / diloc
The steps involved in conducting a penetration test, including planning,

reconnaissance, exploitation, and reporting. lay GVl Wizl clyz] (o dsuiall Dlghzll
18y JUsitwll eMaiwl| buasidl ¢l .

Examples: Planning the scope of the test, gathering information about the target,
exploiting vulnerabilities, and documenting findings. ge> Wizl §loi loulaxi

2Ll Gweiy Oyl JVsiwl wagll Jo> Ologlsall.

2.2.2. Reconnaissance / g\lbiwl



The phase of penetration testing where information about the target is gathered,
including network details, software versions, and potential vulnerabilities. ;o d> )0
Slylaus] dSuidl Juolai ¢y w6 loy wagll Jgo Ologleall o lgus ol §lyizVl LS
doizall Oly=ily Glixoydl.

Examples: Using tools like Nmap for network scanning, Shodan for discovering
internet-facing devices, and searching for public data leaks. Jio legi olaxiwl Nmap
&Sl jo=a) Shodan Sl Sly i ge Gzl Cuyiill dboiall 32V ColisS\
dol=]l.

2.2.3. Enumeration / Ylasj

The process of extracting detailed information about the target system, such as user
accounts, network shares, and open ports. oUW Jg> dbods Ologlee zljziwl ddec
d>gianll Joliadlg dSuidl OIS)Litadl yroaziwall GLluws Jio oagll.

Examples: Using tools like Netcat for banner grabbing, Enum4linux for Windows
enumeration, and SNMPwalk for SNMP enumeration.

2.2.4. Vulnerability Analysis / Olysall Jul=i

The process of identifying, classifying, and prioritizing vulnerabilities in the target
system. Loagll ol (b Slyaill Ol glgl sy Cariad s ddec.

Examples: Using vulnerability scanning tools like Nessus, OpenVAS, and Qualys to
identify potential vulnerabilities. Jio &ly2ill joxé Glgal plaziwl Nessus gOpenVAS
qQualys daixoll Ol 3yaxi.

2.2.5. Execution / Juaiy

The phase of penetration testing where identified vulnerabilities are exploited to
gain unauthorized access or perform malicious activities. oiy g1yl Wizl o d>y0

5, il iuiii gl @ 7 pandl e Jgogl) 833l Oly2ill JVsiwl Lgus.

Examples: Using exploit frameworks like Metasploit to exploit identified
vulnerabilities, executing payloads, and maintaining persistence. JosJI )bi olaziwl
Jie Metasploit 4 | yeiwll (Je Bblazdlg OV gozdl 3uaii 833xadl Ol JUeiw).



2.2.6. Document Findings / gilill gugi

The process of recording and reporting the findings of the penetration test,
including exploited vulnerabilities, attack paths, and remediation recommendations.
9=l Ol)lue g dsiuwedl Olyil ¢y (o Loy GVl Wizl &l §uigis Juxuwd dudec
2Wo)l Sluogis.

Examples: Creating a detailed report that outlines the findings, provides evidence of
exploitation, and suggests mitigation strategies. paay g ailil a5y Juode 85 Lyl
capasidl Olzlyiwl 2 idy 9 JAsiwll ode M.

2.3. Log Reviews / OMzuldl Slezlyo

The process of examining log files from various systems and applications to detect
security incidents, policy violations, and operational issues. Olale joxo ddec

O lw bl BBl duio VI Enlgzdl oSV dalizall Olaudnilly dalsill o Vol
dlus il OMSially.

Examples: Reviewing logs from firewalls, intrusion detection systems (IDS), and
application servers to identify suspicious activities. &)Wl ;ljazdl (o OVl do>lyo
dan guiral| dnudiVl ayaxd Slauhill e3lgse Jwdl wolis| dodaily.

Use Case: An organization performs regular log reviews to monitor for signs of
security breaches and ensure compliance with security policies. cl)>U dwwgoll g8
SVl Slwlud JUieV! glewsg duieV Sls1LisV Slele di8lya) SMzwl) &5 )95 Ilezlye.

2.3.1. Monitor for Errors, Modification and Breaches / J 4isly0
A. Errors <3Vl

Reviewing logs to identify and address errors that may indicate security
vulnerabilities or system malfunctions. a5 il sVl dxd o g 2y ON=wll deslyo
sl 6 JUncl of duiol Oilysi I yuis.

Examples: Identifying frequent login failures, application errors, and configuration
issues in log files. &lauhill ;Uo}iS Jg>adl s o 8)Sied| Junadl OV syoxi
O\swd| Dlade w8 (oSl VS g.



B. Modification O\a=ill

Detecting unauthorized changes to system configurations, files, or applications
through log analysis. ¢l cilalall of oUsill iy oS5 (6 lg 2 poedl jue Sl Coliuis|
O\swd | Jd=i JUs o Sladhill.

Examples: Monitoring logs for changes to critical system files, configuration settings,
and user privileges. &lslaclg & guzll pUsil Olalo (o Ol e g OVawdl dislyo
o il Olylielg o oSl

C. Breaches S lyisVI

|dentifying signs of security breaches, such as unauthorized access attempts,
malware infections, and data exfiltration, through log analysis. G|Vl SleMe 3yaxi
oo DUl cizg &l Slzoydl SLbols gt 2 ronll jue Jsuogll S¥glo Jio dyinl
O M | Jud=i JAs.

Examples: Reviewing logs for suspicious login attempts, unusual network traffic, and
indicators of compromise (I0Cs). Jg>aJl Jazui OV glxo e Usy M| dse>lyo
SNl Ol rbgog ddledl e &Swidl jgyell dSy>g da guinall (I0Cs).

2.3.2. Security Information and Event Management (SIEM) / Ologlso 3)lo]
olell &laslg (SIEM)

SIEM systems collect, analyze, and correlate security event data from various sources
to provide real-time monitoring, threat detection, and incident response. Olly goxi
LS|y (dsall Cisgll (b dudlyo jbgil lghn g lold=i) dalize j3bow o ool Slas
Sdlg=l) d&liwllg Olagagil.

Examples: Using SIEM tools like Splunk, IBM QRadar, and ArcSight to aggregate and
analyze log data from firewalls, IDS/IPS, and servers. Gloglsoe 8131 Silgal ol sl

o3lg2dlg Wl ozl o OVl Sl Julaiy guezd) ololl Elasls.

It is include Multiple the Following Steps: Generation, Transmission, Collection /
Aggregation, Normalization, Analysis, Retention and Disposal

A. Generation / <Liu)I

The process of creating log files from various systems and devices for security
monitoring and analysis. dalizell 5302Vl dadaiVl o Mzl Slale lin] dulac



Jul=illg LoVl &uslyal.

Examples: Generating logs from firewalls, IDS/IPS, application servers, and network
devices. &Suidl 83g2Vlg Olauhill pilgsg d W olazdl o O\lzw <Ll

<

In Generation Process we should consider the Following Points: Limiting Log File Size
and Time Stamps

1. Limiting Log File Size / Jxul cals o> 3yaxi Implementing measures to control
the size of log files to prevent excessive storage use and ensure efficient log

management. il byaeall plaxiwll gied SM=xwll Slale pzx> (w6 oSl Julad duais
OVMzwd) dlws 3)ls] loudy.

2. Time Stamps / duiojll gilghaJl Recording the exact time of each log entry to
ensure accurate time correlation and sequence of events. JsJ s8] C6 odl Jazni

sVl Jadaassg a8l ooyl bulill glews) Jauw Jlssl.

B. Transmission / JLw)VI

The process of securely transmitting log data from various systems to a centralized
logging infrastructure. duy J| dalizell dolsVl o QLoi.g O Mol Ol Jai ddec

Examples: Using encrypted channels to transmit log data to a central SIEM system.
S5 ye eUai Il O\swdl Glily Jai 8yaie Dlgis elaxiwl.

C. Collection / Aggregation / guexil / go=l

The process of collecting and consolidating log data from multiple sources into a
centralized repository for analysis. 83ixio jolos o GVl Olly W>gig Re> ddac

Examples: Aggregating log data from firewalls, IDS/IPS, servers, and applications into
a central SIEM system. o Slaulnillyg palgxdly &)Wl olyazdl o OVMzwdl Sy grexi
$iSye ol

D. Normalization / gulnill

The process of standardizing log data from different sources into a common format



for easier analysis and correlation. J| dalize jobow o Ozl Slily Ju>gi ddec

Examples: Converting log entries from different systems into a standardized format
using a SIEM tool. 3>g0 Guuii wJl dalizell dalbsill o OVawdl HYBS| Jy g2,

E. Analysis / Ju=il

The process of examining log data to identify patterns, anomalies, and indicators of
security incidents. Cislg=dl Glpigog 39wy bleill ayazid SVawdl Slily jozs dulec
duio VI,

Examples: Using SIEM tools to analyze log data for signs of unauthorized access,
malware activity, and policy violations. ;¢ lisy O \seud! ULy Jd=i CJlS.)i olaziwl
O lw bwdl B8 gillg diusdl Slizxeydl blitg a4 2 rowedl e Jgogdl Slole.

F. Retention / blai>)|

The practice of retaining log data for a specified period to meet regulatory
requirements, facilitate investigations, and support forensic analysis. blai>Vl dw)loo
J=dl aedg Olaga=Ul Juguig deerhidl Sldlnied! dudid 853x0 8yia) GVl SULw
o lixdl.

Examples: Setting log retention policies to keep log data for one year or longer as
required by regulations. 8.0 OM=uwdl Ol Bblai>W SVl BlaisV Olwlbuw dyaxi
bucil] Sl i 35 f i

G. Disposal / jolxil

The process of securely deleting log data after it is no longer needed, ensuring that
sensitive information is not recoverable. sac sy L-,LDL O Mol Ol wis ddec
dwlw=dl Ulogleall 853 eiwl pac ;louad lgd| dI.

Examples: Using secure deletion methods to erase log files from storage devices.
o3zl 832l e Ozl Slide zual oVl izl § o plaiuwl.

2.3.3. Continuous Monitoring / 3yoiuwall disl)oll

Continuous monitoring is the ongoing process of observing and evaluating the
security posture of an organization's information systems to detect and respond to

security threats in real-time. g.og pudig @dlye) 8 aiue ddoc (& 8 yoiuwall dislyall



B9l w6 lgd dylaxiwllg duioVl Olxgagil]l BLiiSY dwwgell Ologles dakaiVl LoV
wl=all.

Purpose: To ensure the integrity, confidentiality, and availability of systems by
detecting and responding to security incidents promptly. yslgig & judlg aalidl louad
Joadl e lg) &lxiwllg duinVl Eislgzdl ColiniS| JUs o dalaiVll.

2.3.3.1. Continuous Monitoring Components / GligSwll: Data Collection, Data
Analysis, Alerting and Reporting,

1. Data Collection / &Ll ge> Gathering information from various sources, such as
network traffic, system logs, and application logs, for analysis. ;o Glogleell go>
Juloil) Slapbil OMzwg el OV &Suildl gy &)> Jio dalixe jolow.

2. Data Analysis / &Ll Jud=i Examining collected data to identify patterns,
anomalies, and potential security incidents. blaiVl yaxit) dzozall SLLYI Y=ty
dlaizoll AoVl E>lg=llg 39iuidlg.

3. Alerting and Reporting / §\uMlg auiill Setting up alerts for suspicious activities and
generating regular and on-demand reports. ¢lisilg da guitall douiill Slguiil] slacl
bl sieg )95 .

2.3.3.2. Technologies and Tools / &lgaVlg &Lidill : SIEM, IDS/IPS and EDR

1. Security Information and Event Management (SIEM) / ;Lo &ilasly Siloglno 8]
SIEM systems collect, analyze, and correlate security event data from various sources
to provide real-time monitoring, threat detection, and incident response. dolnil Qo
wl=all CBgll (w6 diblyo jubgi) lgdny g lolidxi) dalize j3bow (o ool Slasl Gl
Dlg=d) 4laiwlly Slagagidl oliniSly.

2. Intrusion Detection and Prevention Systems (IDS/IPS) / Jluwil gieg o Liwis| FINEY]]
IDS/IPS systems monitor network traffic for suspicious activity and take action to
prevent potential threats. da guite)| douiill ;e sy @Suid] ) gyell &)= dalril wisly
doixadl Glagagil gied Ulelys| dxiig

3. Endpoint Detection and Response (EDR) / &yl=iwllg d&slgill blai wolis| EDR
solutions provide continuous monitoring and response capabilities for endpoint

devices to detect and mitigate security threats. &lyasg 8 y0iue ddlye Jol> padd
leduasig dxio VI Oilayagill coligsSY dileill blas 830>V dlaiwl.



2.3.3.3. Best Practices / Olwylaall Juosl

1. Regular Updates and Patching / & )l Olbusanilly Olgaxill Keeping monitoring
tools and systems up to date with the latest security patches and updates to protect
against known vulnerabilities. &5l &axe aslyell dadily Slgal (e blaxl

a6 gywall Sl o Glasll duioll Slaxilly Olbusaill.

2. Training and Awareness / ducgillg w2l Providing training and raising awareness
among staff about the importance of continuous monitoring and how to use
monitoring tools effectively. &slyoll dronl Jg> uibdgall u wcgll 86)9 il juogy
Jlss JSuin @islyedl Olgal plaziwl dx8uS g 8 paiall.

3. Collaboration and Communication / Juolgillg ) gleill Ensuring effective
communication and collaboration between IT, security teams, and other
stakeholders to enhance the monitoring process. ju Jall gleilly Jolgidl o leus

aslyall ddac 332 3Vl dxloell Gleuoly olllg Gloglsall izg)giSi (§ 6.

2.3.3.4. Challenges and Solutions / Jgl=Jlg SLaxil

1. Data Overload / &Ll 211 Jue=il Managing the large volumes of data
generated by continuous monitoring tools to avoid being overwhelmed and ensure
meaningful analysis. 8 yeiuwell @islyell Slgal gy ol SGLI po 8)uS SleS 8yl5]
araadl Jd=idl o lews g 2511 Jrexit] cuizdl.

2. False Positives and Negatives / 4381 O lududlg 43381 Slulw )l Addressing the
challenges of false positives (incorrectly identified threats) and false negatives
(missed threats) in the monitoring process. &lagagidl) &3 Slulu)l Ol dxdlss
wd (lgo LSl aiy o) il Olagagill) &3 Slubully (maso e JSuiy oy o il
slyell dilac.

3. Resource Constraints / 5,lgoll 3946 Allocating sufficient resources, including
personnel and technology, to effectively implement and maintain continuous
monitoring. &élyall diluog duail) b>glgiSillg 516 VI U3 (w6 Loy @Sl 3)lgall jouazi
Js JSuiy 8 yaiwall.

2.3.3.5. Metrics and Key Performance Indicators (KPIs) / <Vl Olpidog puslio



Q]|

1. Incident Detection Time / &slg=dl coliwiS| s g : Measuring the time taken to
detect security incidents from the moment they occur. woliiSV § yiwedl o gll Julis
laigas> Az o duinll Codlg=l

2. Response Time / &l=iwll Cisq : Measuring the time taken to respond to detected
security incidents. daiiSall doVl &dlg=l) &laiwl) § el Cisgll Gulis.

3. System Uptime and Availability / sUsil y8lgig Jusuinidl Cusq : Monitoring the
availability and uptime of critical systems to ensure they are operational and
accessible. Jguogll duilSnly loligin olawa) & guzdl dalsill Jusis Cibgg yolgi dislyo
gl

2.4. Synthetic Transactions - Benchmarks / bV julss / diclibuoVl S\lolsall

Synthetic transactions involve simulating user activities to test the performance and
availability of applications and systems. il 3o duc ooVl S\olsoll Jois
dalriVllg Olauhil yslgig bl HLisY paziuall.

Purpose: To proactively identify performance issues and ensure that systems meet
predefined benchmarks and service level agreements (SLAS). 8 Wiwl JSuwiny woy=il)
Soluto 5Tl Baue 833xall juleell (i dolailll ol leusg sVl JSlite e

do ol

2.4.1. Types of Synthetic Transactions / diclibuo)l O\olsell E_|_9Ji
A. User Simulation / saxiusll 88l=e Simulating typical user interactions with

applications to test end-to-end user experiences. >3 goill paxiwell OMclai 8810
dlgdl Wl Gbdl o paziiuall Oyl )Lz Slauhill zs.

Examples: Simulating login processes, browsing activities, and form submissions.
23l Jlwylg il dbouinly Jozall Juzus Sldec 318 xe.

B. API Testing : Sending requests to APIs to check response times, correctness, and
performance under various conditions. Glaulhill dxeyp Olgzlg Wl Sl Jlw,)l
daline ogyls Cuxi bVl drunlly dilxiwll Olsgl o Gaxill.

Examples: Testing APl endpoints for response time, data integrity, and error
handling. clUasVl dxlsog SUlwl dolMuwg dlxiwll SV J dlgill blai Lisl.



C. Database Transactions / SULl 83cls OMelseo: Simulating database queries and
updates to monitor database performance and response times. UloMsiwl 350
dlxiwll Sl glg SLlwl 8l clol &slye) SULW 8acls Hliaxig.

Examples: Simulating read and write operations on a database to measure
performance. >Vl ) obibl saels (Je alisdlg 8|yl Glloc 38 xs.

2.4.2. Implementation Strategies / Juaitl Slswilyiwl
A. Selecting Scenarios / O gy Ll jLis

|dentifying critical user journeys and interactions to define key performance
indicators (KPIs) for each scenario. yyixi pixiwel) d> =)l GMelaillg GV Il agaxd

oyl JSI dauniy ! bV Sl e,

Examples: Selecting scenarios that represent typical user activities, such as login,
checkout, and data entry. Jio di>3g0ill pazxiuwell FTENT] Jiod il Ol gy lswd | Lis|
Sl JBolg goadl pleily Jezall Jazeud.

B. Tool Selection / &lgaVl ) Lis|

Evaluating and selecting tools for creating and executing synthetic transactions.
dueliholl O\oleall uaisy clis) OlgsVl Lisly euds.

Examples: Using tools like Apache JMeter, Selenium, and LoadRunner to create and
execute synthetic transactions. duclibuoVl Slloleoll isaiig clin) Jio OlgoVl olaziwl

C. Scheduling and Frequency / )|)Sillg dga=Jl

Determining the frequency and schedule for executing synthetic transactions to
ensure consistent monitoring. ;) leua) diclibio Ml Gloleadl Juaii Jgiazg H|)S0 dyaxi

8 yoiunal| duslyoll.
Examples: Scheduling synthetic transactions to run every hour, daily, or weekly

based on the application's criticality. _9i delw JS il duclibbuo)l Olo el dga>
Sl drenl e 2l e guwl of Gogy.

2.4.3. Metrics and Benchmarks / juleallg juulaell



A. Response Time / 4lxiw)| Cisg

Measuring the time taken to complete a synthetic transaction from start to finish.
algill Jl &ladl o duclibuol dolee JlSY § yiad| D8 gl ulis.

Examples: Tracking the response time for login, checkout, and data retrieval
operations. SLlwl g5 iwlg oMl plaily Jgz Ml Juzuwd Sldes]) 4lxiwll G6 g gyl

B. Availability / yslgil
Monitoring the availability of applications and systems to ensure they are

operational and accessible. d4ilSolg lglisini ;lawa) dodnilly Slaunill yélei duslyo
led| Jguogll.

Examples: Tracking the availability of web services, APIs, and databases. yolgi guii
Sl aclgdg Olauhil dxop Glg=lgg wu gl Dloas.

C. Error Rates / U3V OVase

Tracking the number of errors encountered during synthetic transactions to identify
and address issues. 3yax=i) duclibuoll Silelwall Uil laig=lgo ai il clasVl sac gyl
OMSinall dzdlsog.

Examples: Monitoring error rates for failed login attempts, data retrieval errors, and
transaction failures. cLb>i3 il Jgzadl Juzows OV glxed sVl OVase uslyo
O\ leadl OBlaslg SLLWI gl yiwl.

2.4.4. Challenges and Solutions / Jgl=Jlg SLaxil
A. Script Maintenance / y0g¢0ll diluo

Managing and updating synthetic transaction scripts as applications evolve and
change. Olaubdl jusig jghi ge duclibuoll Glboleall jogoi Eyaxig 8l

Examples: Automating script generation and updates to keep pace with application
changes. Slaudaill Ol aSlge) Glaxily joguaill clivl diail.

B. False Positives/Negatives / 438 Oluludl / 431 Syl

Reducing the occurrence of false positives (incorrect alerts) and false negatives
(missed issues) in synthetic transaction testing. &lguis) 438J1 Olulll Sgas> Judss



duclibuoll Sllolsall il (6 (335880 HSuite) 3 SUI Olubully (Ao .

Examples: Fine-tuning test scenarios to minimize false positives and enhance
detection capabilities to reduce false negatives. Juait) jlisVl Ol gy ylaw bbb
431 Slulwdl Jdat liasVl alyas =i 43I Slul VL.

C. Resource Utilization / 5)lgoll plaziwl

Ensuring that synthetic transactions do not consume excessive resources or impact
system performance. e 55 ol doyie 3ylge clgiwi V drclibuoll Sleleall ol ¢ lossd
AUail elsl.

Examples: Balancing the frequency and depth of synthetic transaction tests to
minimize resource impact. il Juléi) ducliboll Sloleadl Olylis! Gacg LS &jlge
3lgadl.

Examples: Balancing the frequency and depth of synthetic transaction tests to
minimize resource impact. ,5U Juai dclibuoll Oleleall Ol)lisl Gacy )1)S5 &jlge
3lgadl.

2.5 Code Review and Testing / duxoyl 3)aill jLislg de>lyo

Code review is the process of examining source code to identify defects, ensure
code quality, and verify adherence to coding standards. (& duzel 8 auidl de>lyo

sV o il Gyl 5392 olaiog wgsall 215 dgmapdll yiadl] peanb e

Purpose: To improve code quality, detect security vulnerabilities, and ensure
maintainability and readability of code. duioVl &lyeill oliniSly byauill 839> umxil
b ol 8cly8g diluall dggw lousy.

2.5.1 Types of Code Review / dixoyl 8)auill d22lye glgil
A. Manual Review / 4 gad| de>ly0ll

Peer reviews and over-the-shoulder reviews where developers manually inspect each
other's code. 8,auidl Jozay 5g)slell pgdy Fus briulall Olezlially sVl Slesle
b9 vodl pgosy.



Examples: Developers reviewing code changes in pull requests before merging
them into the main codebase. Ol o b aidl Olpusi deslyes g)goell pgdy

B. Automated Review / 4| ds>l)oll

Using static code analysis tools and continuous integration (Cl) pipelines to
automatically review code for defects and adherence to standards. slgal olaziwl
oduall Jo Bl bahsg dlil 8 apidl Jud=i (Cl) e waisl Gl 8o nidl dexlyod
suleall pliiVlg gasll.

Examples: Using tools like SonarQube, Checkmarx, and ESLint to perform
automated code reviews. Jio <lgal plaziwl SonarQube gCheckmarx gESLint cl,>)
VI 8 aidl Oleslye.

2.5.2 Implementation Strategies / Juaiil O lsilyiwl
A. Review Process / ds>lyoll diloc

Defining review criteria, establishing workflows, and setting up protocols for code
review. 8 auidl de>lye) OVgSgigpdl dlacly Josdl Glasai clinily dexlyedl julso ayazd.

Examples: Creating a checklist for code reviewers to follow and establishing a
review process for every pull request. 8 auidl de>lyos 9098y I deslyo doils clisl
oww b JSJ deslye ddec slac]g.

B. Tool Integration / Olga¥l JolSi

Integrating code review tools with version control systems and automating reviews
within CI/CD pipelines. diailg )l3uo)l (b aSxill dakril go 8 auill dezlye Dlgal oo
yoduadl ol / yeiedl Jo 8l bghs U515 Olexlyedl (CI/CD).

Examples: Integrating SonarQube with GitHub to automatically review code

changes and provide feedback. zo> SonarQube go GitHub 8 auidl Olyjusi de>l)e]
SUssMedl pyaaig Glals.

C. Reviewer Assignment / jus>lyall usi

Assigning reviewers based on expertise, availability, and ensuring diverse
perspectives through reviewer rotation. ;leuog yolgillg 8zl e 2l usolpadl =i
orzhall ghgs JAs e Dljghhiall g 9.



Examples: Assigning senior developers to review critical code changes and rotating

reviewers to provide diverse feedback. &,auidl Gluei deslyed JUSI oy ygboadl s’
degiio OUA>No ayadil ueslyell jugaig dygull.

Use Case: An organization assigns reviewers to code reviews based on their
expertise to ensure thorough and knowledgeable feedback. ;usi dwwsell g8
doliy OUASNe e Jgoxdl louad pgiyps e 2l 8janid] Oleslyed usslyall
aSZ.l.b.og.

2.5.3 Metrics and KPIs / duusiyl <bVl Olpigog guwliall (KPIs)
A. Defect Density / wgusll &5US

The number of defects identified per line of code during code reviews. wgu=ll Sac

8yapidl lezlye clisl 8ol oo o JSU W sgasi ad (ill.

Examples: Tracking the number of defects found in code reviews to measure code

quality. 8yeuill 836> Julis) 8yauill Olezlie w6 lgude jginll ai (Wil wgasll dac guil.
B. Code Coverage / 8yauidl dubsy

The percentage of code covered by automated tests to ensure that all parts of the
code are tested. clj>l graz> )izl ¢lawa) @Vl Ol LisVl lgadasi (il 8 el duw

8 yauiul.

Examples: Using code coverage tools to measure the extent of code tested by unit
and integration tests. la, L] o5 (il 8yapidl sxo Gwli) byauill dadnes Olgsl plxziwl
Jo Bl 8a>g)l Ol)lLisl dawlgs.

C. Review Time / d=>lyoll G5 g

The average time spent on reviewing code to ensure timely feedback and

continuous development. Jgo=xll ;louad 8yauidl deslyo (w6 (§ piwall 18 gll buwgio
RHobidl )leiwlg cuwliedl Gsgll (wo DUl (e

Examples: Tracking the time reviewers spend on code reviews to optimize the
review process. ddoc =il 8yauidl Oleslye o ogelyed| awady sl 6 gll guii
de>lyell.




2.5.4 Challenges and Solutions / JglxJlg SLaxil
A. Time Constraints / Jsgll dgu8

Balancing thorough reviews with development timelines to ensure timely feedback
without delaying the project. ;louad duiojdl ol Jglas go dolidl Olesliall dijlgo
¢ ol 5l 90 cwliall Cusgll o O]l e Jgua=l.

Examples: Prioritizing critical code segments for detailed reviews and using
automated tools for routine checks. Gleslyel) 4 guzll 8 yapidl ‘ol.u.@i ng_sti EVETY;)
duigigl Ologzall &Vl SlgaVl plaziwly duluaaill.

B. Reviewer Bias / >yl ju=i

Ensuring objective and unbiased reviews by implementing peer review rotations and
clear review criteria. de>lyo jl)gd Jpaii JUs o djuxio peg ducgibgo Ulezlio o lousd

Examples: Rotating reviewers for different code segments and establishing
guidelines to minimize bias. &lsLis)] gubgg dalizell byauill plusl pusezlyell 4 gad

C. Scalability / guwgodl duils

Managing code reviews for large codebases by automating repetitive tasks and
prioritizing critical areas. diodl JUs o 8usdl 8yadll 3acla] 8 anidl Gleslyo 8505]
dyguzdl gboliall Sl glgl yasig 8))Siall olgall.

Examples: Using automated code review tools for initial checks and focusing
manual reviews on critical and complex code. @V 8 yauill d2zlpo Olgal plazdiuwl

5 2i20llg & guzdl 8yanid) & gl Olsslell e 3u85,0lg ddgll Olo g=all.

2.6. Misuse Case Testing / plaxiw)| cgw OV LS

Misuse case testing involves creating scenarios where the system is used incorrectly
or maliciously to identify potential vulnerabilities and weaknesses. OV Wizl Jouiy
i Lo gl aumo e JSuin el plaziwl aly s Sldgy yliw clii] plaziwVl cgu
doixall Lasually Ol

Purpose: To ensure the system can handle incorrect or malicious use without

<

compromising security or functionality. slaxiwll go Joloil diSay pUadl ol lousd



il gl ol oLVl e 5l 9o sLall ol mumall yue.
2.6.1 Types of Misuse Cases / plazxiw)l cguw V> glgil
A. Malicious Use / jLall plaiw)l

Simulating attacks such as SQL injection, cross-site scripting (XSS), and phishing to
identify vulnerabilities. 8> Jio Oloxgll 381 SQL gXSS syaxi) WiVl swaillg

Sl

Examples: Testing for SQL injection by entering malicious SQL commands into input
fields. é> )izl SQL yolgl Ul &b oe SQL Jso)l Jgis o 8Lo.

B. Accidental Misuse / o)l plaziw)l

Testing for unintended actions by users, such as input errors and incorrect data
formats, to identify potential issues. ozl Jus (o 8dgn80ll e OlelSVIHLis
dlaizead | OMSiadl 3ozt dsuzall e Sl Oliuuisg Jiss)l clasl Jie.

Examples: Entering invalid data formats into input fields to see how the system
handles them. Jolei 44618 4620l JBo)I Jgb> o dumuo e Slily Slapuis Js|
lg=o oUaI.

C. Abuse of Functionality / «ilbgll plaziwl 8clw]

Exploiting legitimate functions in unintended ways to cause harm, such as using a
file upload feature to upload malicious files. & § by duc pidl ails gl JAsiwl

5 Lo Olale Juezxt) Olaledl Juoxi 8jue plaxiwl Jio jpadl 3V 834.080.
Examples: Testing file upload features by attempting to upload scripts or executable

files instead of images. gl yogoi Jrezs dglxo G1yb e Olalall Joaxr Slie Lz
sadl o Yy 4 iuais Olale.

2.6.2 Implementation Strategies / Juaiil O lzilyiwl
A. Scenario Development / Ol gy L] gl

|dentifying potential misuse scenarios and creating detailed descriptions and steps

<

for each scenario. dbodos Wlogl clitily daixall plaziwll cgu Ol gy )liw =i
gy lw J3J Slghsg.



Examples: Developing scenarios for SQL injection, cross-site scripting (XSS), and
buffer overflow attacks. ;8> Gloxg) Ol gy jluw yghi SQL XSS ) jedl dow jglxig

a8 gall.
B. Tool Selection / OlgaVl Lis!

Using security testing tools to simulate attacks and identify vulnerabilities. olazxiwl
Sl 3azig Slaxgll 88xal oVl izl Slgal.

Examples: Using tools like OWASP ZAP, Burp Suite, and Nessus for misuse case
testing. Jie <lgal plaziuwl OWASP ZAP 4Burp Suite gNessus cqw SVl> Lz

olaxiw ).
C. Integration with Testing Frameworks / ;LisVl )bl 2o JolSiI

Incorporating misuse case tests into existing testing frameworks and running them
as part of regular testing cycles. ;LizVl bl b plaziwll cguw SN Szl 70
deiiadl jLizVl Glygd o §=x8 lglasiinig ddl=l.

Examples: Integrating misuse case tests into CI/CD pipelines to ensure they are run
automatically during development. bglhs (w6 plaxiwll cgw SV SljWis| 7o

odurall aubutdll / yoiwadl JolSHI (CI/CD) bl <l Wlaly Lol oy Louisd.

2.6.3 Metrics and KPIs / duuiyl il Olpbgog guuliall (KPIs)
A. Detection Rate / wLiiSVIl Jiaso

The percentage of misuse cases detected by the system during testing. &V duud
Sz Ll pUnil ddouwlgs LgsLiwiS| iy ol plaziwlI cgu.

Examples: Tracking the detection rate for various misuse scenarios to measure the
effectiveness of the system. dalizall plaziwll cguw Sl gy ylnuwd oSVl Jaso guid
el ddles ulial.

B. False Positive/Negative Rates / 4,381 Oluludl / 43I Slylu)l O¥ase

Measuring the accuracy of misuse case detection by tracking false positives
(incorrect alerts) and false negatives (missed issues). cgw OV LS| dsy jwlis
SSitie) G381 Slubually (dapun e Sleuis) w3 Olulasdl 45 JUs Go plasiawl
(859800.



Examples: Monitoring false positive and negative rates to balance detection
capabilities and minimize false alarms. &luludlg G3KII Syl DV ase dslyo
43I Gyl Jdaig coliasVI &ilyas o o)l Guaxid a8l

C. Time to Remediate / 2ol Gisg

The average time taken to address identified misuse cases and fix vulnerabilities.
Ol 2Molg 83azadl plaziwll cguw OV ddlea] §j2iwall Gsgll buugio.

Examples: Tracking the time taken to remediate vulnerabilities identified during
misuse case testing. ,Lis| <l iz o ol Ol 2oV § 2wl S8 gl gui

2.6.4 Challenges and Solutions / JglxJlg SLaxil
A. Scenario Complexity / g jliud| udey

Managing the complexity of detailed misuse scenarios by breaking them down into
manageable steps. J| lgowwdi JUs o duodall plaziwll cguw Ol gy )livw Jud=i §,l5)
lgro oSl Siey Lilglas.

Examples: Developing step-by-step scenarios for complex attacks such as advanced

persistent threats (APTs). Olayagidl Jio 838s0 Oloxg) 8¢y 8¢ Glagy jluw yghbi
do8iell 8ol (APTS).

B. Tool Limitations / &lgaVl 3948

Addressing the limitations of testing tools by using multiple tools to cover different
scenarios. <l gy ) liw ddasi) $3axie ilgol plaziwl JUs o HWizVl Slgal 3418 dxdlso

Examples: Combining tools like OWASP ZAP, Burp Suite, and Nessus to cover a
broad range of misuse scenarios. Jio slgs] zo> OWASP ZAP oBurp Suite gNessus
olaxiwll e Sl gy )lw o dsuwlg degoxo dulnsil.

C. Resource Constraints / >)lgall 3948

Allocating sufficient resources, including personnel and technology, to effectively
conduct misuse case testing. b>g)giSillg 51,6V1 U3 (6 Loy @8l 3)lgall jomazi
Js JSuiy plaziwll eguw SN Wi sV,



Examples: Automating parts of the testing process to reduce manual effort and
optimize resource utilization. iy gl xgzdl Julii) jlisVl ddac o clizl diadl

_\_)|9,0J| ‘o|_)..>.wu|

2.7. Coverage Analysis / diosill Ju=i

Coverage analysis measures the extent to which the code, functionalities, and paths
of a system are tested to ensure comprehensive test coverage. ddneill Jul=i sy
HwisW delid! dadasill ¢ louad pUsddl o Olyluelly il gllg 8yanidl jLisl Saw.

Purpose: To identify gaps in testing and ensure all critical components are
adequately tested. JSuiuy & guzdl OligSell gros jUisl leusg jLisVI o Dlg=adl 3yl
wols.

2.7.1 Types of Coverage / dubsuill &|_9Ji
A. Code Coverage / b)auildl dubhsji

Measuring the extent of code tested by unit and integration tests, including line
coverage, branch coverage, and path coverage. a,Wis| o5 Ul 8 yauidl oo Jwlisd
el ddnsig £ gyall didnsig yowdl ddosi ¢y (o Loy Joillg 8a>gdl Ol Wil douulg.

Examples: Using code coverage tools to measure line coverage (percentage of code
lines executed) and branch coverage (percentage of decision points tested). olaziwl

by (st o ol dzopd] ol dnu) youll dylasi Gulid) 8yl ddass Slgol

(il a3 (x yl bpliss &) gyl

B. Functional Coverage / wilbgJl dubbsy

Testing all defined functions and features to ensure they work as intended and meet
specified requirements. g& LS lgloc louad 833xadl Sljnally cailb gl guo> ) Lis!
83 xadl Ollbiell dulig dgunbe.

Examples: Creating test cases for each function and feature in the system to verify
that they perform correctly. ;o Gaxill pUsil (o dju0g daubdg JSJ izl DV cli]

2o JSuy Lgilsl.
C. Requirement Coverage / Sllbiall ddbsy

Ensuring all requirements are tested by mapping tests to requirements and verifying
that each requirement is covered. Ol)WisVl by JA3 o Sldniedl gues jUis| oleus



. || . JS --"| ."O.o . ..||.9 Q|.|| . ll-!‘

Examples: Using requirement traceability matrices to map test cases to specific
requirements and verify coverage. jLizVl OV by ) Sldbiedl guii Gl gaoe plaziwl
dhill o Gaxilg 8332l Sllia]l.

2.7.2 Implementation Strategies / Juaiidl O lswilyiwl
A. Tool Selection / SlgaVl ) Lis!

Using coverage analysis tools such as code coverage tools and test management
tools to measure and ensure comprehensive test coverage. Ju=i <ilgsl olaziwl
dolil duhsill Hladg Gulid) JLisVl 5)ls] Olgalg 8yapid] dhsi Olgsl Jio dubbsill
Jvcatih

Examples: Selecting tools like JaCoCo, Clover, and TestRail to perform coverage
analysis.dnasill Ju=i cly>) SlgaVl ) Lis|

B. Coverage Criteria / dubsil| yulso

Defining coverage criteria and thresholds to prioritize critical areas for coverage and
ensure comprehensive testing. gbliall <l gJgl 3o 39axlg b2l julse dyax
Jolidl jUisVI o leub g ddbsil) & gu=ll.

Examples: Setting minimum coverage thresholds for line coverage, branch
coverage, and functional coverage. dudnsig ol dbhsi) Wil ddasil > 9> 3ya=d
wilb gll dudnsig g9yl

C. Gap Analysis / Olg=a)l Jul=i

Identifying areas with insufficient coverage and creating tests to address gaps and
ensure comprehensive coverage. Ol Wizl clilg a8l e ddneill Ol §bliedl ayaxi
dlo Lid| a2l jlous g Olg=all dadlsal.

Examples: Performing gap analysis to identify untested areas and developing
additional test cases to cover them. & ixell e gbliadl yaxi) Olg=all Jul=i clys|

lgiabasd L] izl DY gl

2.7.3 Metrics and KPIs / duugipl choVl Olpivgog guwliall (KPIs)



A. Coverage Percentage / dubosill duuw

Calculating the percentage of code or functions covered by tests to measure the
extent of test coverage. douwlgs gy oi Ul cailbgll ol 8 8l ds wlws
HWisMI ddasi sae gulbd) SlylisVI.

Examples: Tracking the percentage of lines, branches, and functions covered by unit

and integration tests. dbuwlgs [gidosi o7 il ailbbgllg £ 9yallg )b.will i R0
Jo8ilg 8a>g]l Olylis.

B. Test Effectiveness / jLi>\l ddlss

Measuring the effectiveness of tests in detecting defects and ensuring high-quality
software. ddleJl Olxoydl 83g> lowog wgusdl o @il o OlWisMI ddlss Lwls.

Examples: Tracking the number of defects identified by tests and evaluating the
effectiveness of different test cases. Ol)LisVl dowwlgy agaxi o7 Gl wgusll dace gyl
dalizell LVl OV ddles pwdiy.

C. Defect Density / wgusJl &US

The number of defects found per unit of code or functionality to assess the quality

of the codebase. auiil ailbbgll ol 5,00l o 81>g JSJ lgdde jgisdl o ol gl dac
8 ol 3acls 83>

Examples: Calculating defect density to identify areas of the codebase that require
improvement and more thorough testing. 3cls §blio =il wguell AUS Ul
Vs iST fluizly lpuxi cullni (il 8yapill.

2.7.4 Challenges and Solutions / Jgl=Jlg Oba=xill
A. Coverage Gaps / dubsill Slg=s

|dentifying and addressing gaps in test coverage to ensure all critical components
are adequately tested. gro> izl louad WiV didosi o Glg=all dxdleog dyaxi
oS JSuin 4 gumdl BligSall.

Examples: Performing gap analysis to identify untested areas and developing
additional test cases to cover them. 8 izall j& §blicadl it Glg=all Jud=i <y

lpiubhei) duols] Lzl SV 4 ghndg.



Use Case: A QA team conducts gap analysis to identify and address gaps in test
coverage, ensuring all critical functionalities are tested. cly>b 83¢=l )loud G4 )0 pgdy
Silbgll groz )Lzl plowsg )LVl dibhsi (6 Glgzdll dzlleeg izl Glgzall Julzi

B. Resource Constraints / >)lgall 3948

Allocating sufficient resources, including personnel and technology, to effectively
conduct coverage analysis and testing. 51,6V clJ3 b lay &Sl 5)lgall jonazs

Jlss JSair sVl dassy Julad eyl Lzglgisils. "

Examples: Automating parts of the testing process to reduce manual effort and
optimize resource utilization. iy gl xgzdl Julii) jlisVl ddac o clizl diadl

_\_)|9,0J| ‘o|_)..>.wu|

Use Case: A QA team automates routine testing tasks to free up resources for more
critical and complex testing activities.  ,lizVl olgall diail 8392 ;lowd 16 g
13wy & ga> S VI &) WisVI dbuisll 5)lgedl yy=i) duigigyll.

C. Complex Systems / 83is.0Jl dakailll

Managing coverage analysis and testing for complex and large systems by breaking
them down into manageable components. 3140l NN HwisMl ddasig Jud=i 8,15]

g5 pSill Soy SligSo ] lgasunis JU3 ¢po 8,0,

Examples: Dividing complex systems into smaller, more manageable components
for targeted testing. JSuiy lgus aSxidl (Sas y2uol HligSe (Il 8x82all dadaiVll ppwdsi
o xgiwal | iz ST

Use Case: A QA team breaks down complex systems into manageable components
to ensure thorough and targeted coverage analysis. puwdly 8392l jlouws G419 ooy

gy Jolir dube Judo olows) lgus oSl Soy iligSe ol aisall dalaill.

2.8. Interface Testing / Olg>lgll )Lisl

Interface testing focuses on verifying the interactions between different
components, systems, or applications to ensure they work together correctly. ;S
Slanill ol dalaiVl ol dalizall SligSall pu OMelail o Gasil wde Olgalgll | Lisl



Purpose: To ensure seamless integration and communication between components,
reducing the risk of interface-related defects. yu Jolgily Sududl Jo Sl ) lonn]

dg>lglb dalsiadl wguell s Juldig GligSall.

2.8.1 Types of Interfaces / lg>lgJl glgdl
A. User Interface (Ul) / pasiuwell dg>lg

Testing graphical user interfaces (GUIs) to ensure usability and functionality for end-
users. oo dxiwel) @ilbgllg plaxiwll dggw leuad duo gl paxiwadl Olg>lg jLis
oasilgdll.

Examples: Checking the layout, buttons, and navigation of a web application to

ensure they are intuitive and functional. cygJl Gubi o Jaidlg ,ly3Vlg bubsill joxb
ddacy plaziwVl dguw lgil olawsd.

B. Network Interface / dSwidl dg>lg

Testing network communication and protocols to ensure data is transmitted
correctly and securely. JSuwiu SULl J&i olewad SV gSgigydlg Suid| JLadVl ) lis|
ooly o,

Examples: Validating the functionality of network protocols such as TCP/IP and
ensuring secure data transmission. Jai jleus g duSuidl V¢S gigypdl cailbbg o Gaxill
ool JSuiy oL,

C. Application Programming Interface (APIl) / Slauhill dxop dg>lg (API)

Testing APl endpoints and interactions to ensure APIs function as expected and
handle edge cases. Joc ;jlouad DMclailly Olaudnill dxoy dg>lg dilgi blai jLisl
o]l OV dxdleog gogie g0 LS Ulauhill dxoypy Olg>lg.

Examples: Sending requests to APIs to check response times and correctness under
various conditions. &lxiwVl Slgl o Géxill Olaunil dxep Olgzly Wl Ol Jlw,l

2.8.2 Implementation Strategies / Juaiil O lswilyiwl

A. Test Planning / ,lis\Il bubhsi



Defining test cases and scenarios for each interface type and prioritizing critical
interfaces for testing. &l gJgl 33y dg2lg €95 JSI Olavgy yldlg sVl SV 3yas

Y\ & ga=dl Slg=lgll.

Examples: Creating detailed test plans for Ul, network, and API testing, including
scenarios for both typical and edge cases. dg>lg ;WizV dunds Uizl blnas L]
dzdgeil OV Ol gy bl U 6 Loy Slaudhil dxoyy dgolgg dSuwidly ool
ol SN,

B. Tool Selection / &lgaVl ) Lis|

Using specialized tools for Ul, network, and API testing and integrating them with
existing testing frameworks. &Swuilly pazimall dg2lg ;LizY duvouozio Slgal ol xziwl
adldl sVl bl ge lgzesg Olaubill dxey dglys.

Examples: Selecting tools like Selenium for Ul testing pixiwell dg>lg Wiz,
Wireshark for network testing aSwidl )iz, and Postman for API testing. ,Lis\
Olaubill dzey dgzlg

C. Test Execution / L5Vl Juaiy

Executing interface tests regularly and automating tests where possible to ensure
consistency. §luill glawa) o)l sic OlyisVl diaily pUaiily ilgzlgll Olylisl iuais.

Examples: Running automated Ul tests using Selenium and scheduled API tests
using Postman collections.

2.8.3 Metrics and KPIs / duusipl <DVl Olpivgog guwliall (KPIs)
A. Interface Coverage / dg>lgJl dibhsi

The percentage of interfaces tested to measure the extent of test coverage. duu
HWisMIl dihsi Sae Gwlia) ) lis| o5 (Il Slg=lgll.

Examples: Tracking the number of Ul, network, and API interfaces tested to ensure
comprehensive coverage. O lauhil dxoy dgzlgg dSuiidly pasiwedl Olg>lg doe R
dlo Lid| dudoill o louad Wizl o il

B. Response Time / &lxiw)| Cisg



Measuring the response time of interfaces to ensure they meet performance
benchmarks. <>Vl julss duli olewn) Slgzlgdl dlxiwl C6g Gulis.

Examples: Tracking the response times of API calls and Ul interactions to identify
performance bottlenecks. cllelaillg Slaubhil dxoy dgoly Olela dlxiwl 6ol g
bV S LS| 4y paxiuall d4g2lg go.

C. Error Rates / Uzl OVase

Tracking the number of errors encountered during interface testing to identify and
address issues. dzleog =il Glg>lgll jLisl st laig>lgo ai il clasVl sac gyl
S MSinall.

Examples: Monitoring error rates in APl responses and Ul interactions to ensure
reliability and correctness. &lauhil dxeoyp dg=lg Olliwl o Uzl OVoso duslyo

2.8.4 Challenges and Solutions / Jgl=Jlg Sba=ill
A. Complex Interactions / 31420l OMclaill

Managing complex interactions between multiple components by breaking them
down into manageable test cases. (o 853xiedl UligSell u d38sadl DMclail 8,l5]

lg1s @Sl Sy ) LSl SV (] lgonunds JAS.

Examples: Developing step-by-step test cases for complex interactions such as
multi-step APl workflows or multi-page Ul processes. 3¢l gl jLisl OV glad
dgzly Olidac ol Olghzll sasie Olauhill dxey dg2ly Joc yuw Jio s1dmall Ollelaill
Olxanll 833xio paxiluall.

B. Tool Limitations / &lgaVl 3948

Addressing limitations of testing tools by using multiple tools to cover different
interfaces and scenarios. 531 ilgdl plaziwl JUs o HWizVl Slgal 3618 dxlso

Examples: Combining tools like Selenium for Ul testing, Wireshark for network
testing, and Postman for API testing.

C. Resource Constraints / 5)lgall 5948



Allocating sufficient resources, including personnel and technology, to effectively
conduct interface testing. cly>) U>glqiSillg 51,631 U3 (16 Loy &8I 3)lgall jouazi
Jls S Dlgslgdl ) lisl.

Examples: Automating parts of the testing process to reduce manual effort and
optimize resource utilization. iy gl xgzdl Juai) jWisVl ddac o clizl diadl
_)J|9,OJ| ‘o|_)..>.1.w|

2.9. Breach Attack Simulations / g5Vl Olozxa 85xe

Breach attack simulations involve mimicking cyberattacks on an organization’s
systems to evaluate the effectiveness of security defenses and response strategies.
ddles pdd) dwuwgall dabril wde dulpuud! Slaxgdl adsi §lisVl Slaza 58lxe Jauiss
&lziwV S lzwilyiwlg dieVl Slels .

Purpose: To identify vulnerabilities, improve incident response, and strengthen

overall security posture. (xioVl gogll ju iy Cdlg=l) &laiwll g Olyeil i
L=JI.
(D

2.9.1 Types of Simulations / 5Slxall glgil
A. Red Teaming / yo>Vl 51,6

Simulating advanced, realistic attacks by adversaries to test the organization's
defenses and response capabilities. o gzl Jus o dumslglly dordinll Gloxgll 38 Ixo
4wl Olyasg dedaiedl Oilelos HLis).

Examples: Conducting red team exercises to simulate a sophisticated phishing
attack aimed at gaining unauthorized access to sensitive data. g &l (uled cly>]

Wl 4z poo e Jgog wle Jgol bagiuy paiio (WJUisl 3uod g0 8Sxal yasVl
duw buud | SLLLL

B. Blue Teaming / §,;V| &1)6

Defending against simulated attacks and evaluating the effectiveness of detection
and response mechanisms. cadsdl ST adles oudig S ladl Olaxgll dus gloadl
4 lxiw)lg.

Examples: Conducting blue team exercises to test the organization’s ability to



detect and respond to a simulated ransomware attack. ;Y1 s ,8Jl ;u)lad el
wSlxo 39 pg=g) Alxiwlly il e dodaiadl 835 LISV

C. Purple Teaming / (lg>)V1 &4)6
Collaboration between red and blue teams to enhance both offensive and defensive
strategies. gls:Jlg pgzgll Olzuilyiwl 5= §)5Vlg josVl §,6 Gu oglsill.

Examples: Engaging in purple team exercises where red team members share
insights with the blue team to improve overall security posture. ;ulod o &)Ll
2o el gzl & U1 &yl go y86VI ol &y yall clacl iy Cus (ilsz )Vl Gy yall
ol oI,

2.9.2 Implementation Strategies / Juaiil O lbowilyiwl
A. Scenario Development / Sl gy yluwd| y gl

Creating realistic and relevant attack scenarios, defining objectives, and setting
success criteria for each simulation. yaxig duo Oldg dusdly diogxd Il gy )liw <lid]
88 1o JSU 2l yulse gabgg wolaall,

Examples: Developing scenarios for various types of attacks such as phishing, DDoS,
and data exfiltration to test different aspects of security. glgiV <l gy )luw 4 glni
ilez ) lizV Slill zhziwly Jgogll giey (Uil spaill Jie Slozgll (o dalize

B. Tool Selection / OlgaVl Lis!

Utilizing automated tools for conducting simulations and employing manual
techniques for sophisticated and nuanced attacks. 3Sxoll <)V dJVI lgaVl plaziwl
daysllg 8ygbiall Olazgl) 4 9ol SLuadl caybsgig.

Examples: Selecting tools like Metasploit, Cobalt Strike, and custom scripts for
conducting red team exercises and breach simulations. duoill zelylly OlgaVl ) Lis|
$hizVl 58 xeg yaxVl 1 y8dl o )led clyz) douozall.

C. Execution / Juaidl

Scheduling regular simulations to test and improve security measures, adjusting
scenarios based on evolving threats and organizational changes. S xoll dga>
8) ool Olagagil e 2l Ol gy liwwd! Jyasig duioVl ulaidl iy jWisY delsiiell



drogit| Olyuseillg.

Examples: Executing breach attack simulations quarterly to test the organization’s
incident response and update scenarios based on recent threat intelligence. juaii
Cyaxig dediedl o Gdlg=dl dlziwl Wiz il G5 JS glisVl Olaxg) 581w
8,5V lagagill Ol biziw! e 2l Slags !,

2.9.3 Metrics and KPIs / duuiyl bl Olpbgog guuliall (KPIs)
A. Detection Time / WLiiSVl Cisq

Measuring the time taken to detect simulated attacks to assess the effectiveness of
monitoring and alerting systems. 48 xoll Gloxgll OliisSV § yituwedl s gl julis
pitlly s lyoll dobsil Blad ppil

Examples: Tracking the time from the initiation of an attack simulation to its
detection by the security team. Jus ;0 @0liiS| J| pgxg)l 880 cy o 8 o)l gyl
oVl §u,6.

B. Response Time / 44wl Jsg

Measuring the time taken to respond to simulated attacks to evaluate the efficiency
of incident response processes. &S xall Gloxgl 4lxiwl § yiwed| D6 gl Julis
olg=l) Glaiwll Sldec 8cl6S auail.

Examples: Tracking the time from detection to the initiation of response actions
during breach attack simulations. &lxiwll Slelys] cay (Il LSV o T8 )l gyl
SNl Oloza 38lxe JAs.

C. Success Rate / zlxill Jaso

Percentage of attacks successfully detected and mitigated to assess the effectiveness
of security defenses. Oleloadl ddles sl gl lganaxig lgo LS| o il Sloxgdl A

duio M.

Examples: Calculating the success rate of detecting and mitigating various
simulated attack scenarios. pg=gll Ol gy )liw canaxiy oliiS| o 2l Jaso wlws




2.9.4 Best Practices / Olw)laall Judsl
A. Realistic Scenarios / dusslgll Ol gy )Ll

Simulating attacks that reflect current and emerging threats to ensure thorough
testing of security defenses. dLillly ddll Slagagill jusSsi il Glaxgll 88 %o
duioVl Olelsnd) Jolis HLis! o laual.

Examples: Developing scenarios based on real-world incidents such as ransomware
attacks and data breaches. Gloxa Jio dusdlgdl Golg=l (e 2ly Ol gy jlivw g
SLldl Slslyislg daall.

B. Continuous Improvement / joiuuodl (=il

Learning from each simulation to enhance defenses and response strategies,
incorporating feedback and lessons learned. Oleloadl =il 88xo JS (o pd=ill
83laituadl Jugylg OUASMIl zodg dlxiwll Glzuilyiwlg.

Examples: Updating incident response plans based on insights gained from breach
attack simulations. 880 (o dwiSell JlS_éill wle 2y olg=d) 4wl blas Eyaxi
SVl Sloxa.

C. Collaboration / (gl

Encouraging collaboration between red and blue teams to share insights and
strategies for improving overall security. &S)Lital §,)Vlg yos VI §,6 Gu ogleil guzuis
ol oVl s Slizliwllg 861,

Examples: Conducting debriefing sessions where red and blue teams discuss
findings and recommend improvements. yasVl §,6 Gis i Cus andi Sluds <yl
Slipusilly rogiy @l G Vls.

2.9.5 Challenges and Solutions / Jgl=Jlg SLaxil
A. Scenario Complexity / g jluud| udey

Managing the complexity of detailed and realistic attack scenarios by breaking them
down into manageable steps. ;o duxslglly dundosll diog=gll Ul gy yliwdl suasi §)15)

lass pSill Say Olghs Il lgapwai JUs.

Examples: Developing step-by-step scenarios for complex attacks such as advanced



persistent threats (APTs). Olayagidl Jio 838s0 Oloxg) 89y 8¢ Glagy jluw yyghbi

B. Tool Limitations / &lgaVl 3948

Addressing limitations of simulation tools by using a combination of tools to cover
different attack vectors. ;o dcgazo oliziwl JU5 ;o 8lxall Gilgsl 3946 dxlss

Examples: Combining tools like Metasploit, Cobalt Strike, and custom scripts to
cover various attack scenarios. ddngil douozall duaill zelyly SlgaVl zos
dalizall pg=gll Olad gy yliw.

C. Resource Constraints / >)lgall 3948

Allocating sufficient resources, including personnel and technology, to effectively
conduct breach attack simulations. 51,6V1 ¢U3 (6 Loy @81 3,lgell jouazi

Jlss JSiiy §hisVl Sloza 1o cy>) LzglgiSilly.

Examples: Automating parts of the simulation process to reduce manual effort and
optimize resource utilization. iy gl 3zl Julii) 88 xell dulac o clizl diadl

_)_)|9.0J| ‘o|_\.>.u.u|

2.10. Compliance Checks / JUisVl &log=s

Compliance checks involve verifying that an organization’s systems, processes, and
policies adhere to relevant laws, regulations, and standards. JlieVl Glog=s Jeuisi

313 yuleelly Zilgllg uilgdll o3li lgilwluwg gililacy duwmwgoall dak N oi o Ginill
dlall.

Purpose: To ensure legal and regulatory compliance, avoid penalties, and maintain
organizational integrity and reputation. wixig yweidhiily (bigildl JUie Ml ) leusd
duww§oell deouwg dali e blaxllg Slgasll.

2.10.1 Types of Compliance Checks / JUioVl Slog=s glgil
A. Internal Audits / <]l Olausadl

Conducting audits within the organization to ensure adherence to internal policies



and evaluate the effectiveness of internal controls and processes. J=l> Glagsail elys|
ddsldl Oldeslly ylgadl ddles audig ddslodl O lwlud) JUie VI ¢ leuad dodaioll.

Examples: Performing regular internal audits to assess compliance with internal
security policies and procedures. JUio V| pudil oUaiil ddsladl Slaussdl <l
ads ! ai V1 Slely>Vlg &l bl

B. External Audits / du>) 3l Slausadll

Engaging external auditors to provide an independent assessment of compliance
with external standards and regulatory requirements. aya&i o)l uds el Sl i)
--.. "|. ...Il Ql.ll - Il.9 a_.l._?.)l_i“)_}._.{l || Jlﬂpw I.-.. ""...-‘

Examples: Hiring external audit firms to conduct annual assessments of the
organization's compliance with industry standards and regulations. &S J ) diwl
wlglllg duclivall yuleol) duwwgedl JlieV & giw Olowsdi clyzV dus )l Gusadl.

C. Automated Compliance Monitoring / (JVI JUioVl 48y

Using tools to continuously monitor compliance status, detect non-compliance
issues in real-time, and generate alerts. .| aiwl JUieVl dl> &islyal SlgaVl plaziuwl
S lguid! loolg wpd=all s gll o JUieMl pac LLas e caislly.

Examples: Implementing compliance management tools to monitor adherence to
data protection regulations and generate alerts for non-compliance. 3,l5| CJlS.)i oy
JUie VI pasd Slguid! jlaolg LUl &les> &ilgd JUie M duslyal) JUieVI.

2.10.2 Implementation Strategies / Jua il O lilyiwl
A. Policy Development / Slwlbu| ygbod

Developing comprehensive compliance policies and procedures aligned with
relevant laws and regulations. go daslgiell dlolidl JUie VIl Slelyzlg Olwlw yy g

dlall O3 2lglly ouilgall.

Examples: Creating data protection policies to comply with GDPR and ensuring they
are communicated to all employees. ;) louog J JUie M SLLUI dilos> Olwlow clidl

b gall graz) lgelll.
B. Audit Planning / g8 bulnsi



Defining the scope, objectives, and frequency of compliance audits to ensure
ongoing compliance. Jliio V!l ¢ loua) JlioVl Sléusail yilgig wslaaly §lss dyaxs

Examples: Scheduling annual compliance audits to assess adherence to industry
standards and regulatory requirements. JUioVl psudil & giwdl JUlie VIl Slays il dgas
ol Sldlniedlg duclivall yuleoll.

C. Tool Selection / OlgadI sl

Selecting and implementing compliance management tools to automate compliance
checks and enhance efficiency and accuracy. @iaiVl JliteVl 3,151 &lgal iudisy sl
dsallg dclasdl 3y 3=ig JUe NI Lo g=s.

Examples: Using tools like Symantec Control Compliance Suite and IBM OpenPages
to automate compliance monitoring and reporting. &élyo diaiV GlgsVl plaziwl
widlg JUie VL.

2.10.3 Metrics and KPIs / duuiyl clo¥I Olpivgog gumlioll (KPIs)
A. Compliance Rate / JlioVl Jase

The percentage of systems and processes that are compliant, used to measure
overall compliance status. dl> julid) paziwd (Jiied (Ul Oldesdlg dodriV| dpun
dol=Jl JUie\I.

Examples: Tracking the compliance rate to ensure that a high percentage of systems

and processes adhere to relevant regulations. ddle duwi ¢l oleaad JUie VIl Jase guili
dloll O3 &ilg) Jiied Oldes]lg doll 0.

B. Audit Findings / g0l il

The number of findings per audit, used to measure the effectiveness of compliance
audits and identify areas for improvement. ddles jwld]) paxiuwy (31635 JSJ bl Hoc
il DV e dyaxig JUie VI Slaysaill.

Examples: Tracking the number of audit findings to identify recurring issues and
areas for improvement. O\ lxog 8))Siedl OMSUid] 3yaxi) Guo 2l &ilh dae uld

.

C. Remediation Time / auuadl Gsg



The average time taken to address compliance issues, used to measure the efficiency
of remediation efforts. jwld) paxiuwy (JUieVl Llos dadleed §j2iwall buugiall Cisgll

il 3gg> 8elaS.
Examples: Tracking remediation time to ensure that compliance issues are

addressed promptly and efficiently. Jlio VIl LLas dxdlss jlound ol Gi8g guili
8elaSq de yuu.

2.10.4 Best Practices / &lw)laall Jussi
A. Regular Reviews / 4,93 Ole>l)all

Conducting regular reviews of compliance policies and procedures to ensure they
remain relevant and effective. ;louad JUio VIl Olelyzlg Slwluwd 495 Oleslyo <yl
dleog duo Gl Lgila.

Examples: Reviewing compliance policies annually to ensure they align with current
regulations and best practices. ailglll go lgaslgi jloua) G giw JUieVl Olwluw de>lyo
A=l Ol lesdlg.

B. Training and Awareness / ducgillg ol

Training employees on compliance requirements and promoting a culture of
compliance within the organization. y j=ig JUieVl Oldnis Je rabgall cujyad
duwgall Jz1y JUie VI dslaj.

Examples: Conducting regular training sessions on data protection regulations and
compliance best practices. Jmis Sl Glos &ilgd (e dadaiio duy jai Oluds clys|
JUie VIl &lw)low.

C. Continuous Monitoring / 8)aiuwell dislyall

Continuously monitoring compliance status using automated tools to detect non-
compliance issues in real-time. &Vl SlgaVl alaziwl lyeiwl JUieV dl> diélyo
wd=all s gll o JUiell pac LLas e caisd.

Recommended by LinkedIn


https://www.linkedin.com/pulse/iec-61511-1-clause-15-cyber-security-nicholas

IEC 61511-1 Clause 15 and Cyber Security

Nicholas Houghton - 6 years ago

Managing Cyber Threat: UAE Cybersecurity Strategy...

Saleh Omeir - 4 years ago

AMS achieves ISO 27001 certification

Dan Richards - 3 years ago

Examples: Implementing continuous compliance monitoring tools to ensure
ongoing adherence to data protection regulations. 3 yeiuwell dislyll CJlS.)i AVEST)
Sl Gl @il yeiwadl JUie M ;leuad JLlie M.

2.10.5 Challenges and Solutions / Jgl=llg SLaxdl
A. Regulatory Complexity / ailgUl Juasjy

Managing complex and evolving regulations by keeping policies and procedures up-
to-date. pUaiib DlelyzVlg Olwlbud] Cyaxi JU5 o 8)glnielly aasell &ilgl §,)15].

Examples: Regularly reviewing and updating compliance policies to reflect changes


https://www.linkedin.com/pulse/iec-61511-1-clause-15-cyber-security-nicholas
https://www.linkedin.com/pulse/managing-cyber-threat-uae-cybersecurity-strategy-assurance-omeir-1f
https://www.linkedin.com/pulse/ams-achieves-iso-27001-certification-dan-richards

in regulations and standards. &lusil juSsil oUaiil JUieVl Olwluw dysxig de>lye
Juleally @ilgll (so.

B. Resource Constraints / >)lgall 3949

Allocating sufficient resources, including personnel and technology, to effectively
conduct compliance activities. lzglgiSillg 31,6V1 U3 (16 log a8l 3)lgall jouazi
Jlss JSuin JUie VI ddouinil elyY.

Examples: Automating compliance checks to reduce manual effort and optimize
resource utilization. 3;lgel| olaziwl sy gl ag=dl Judad) JUieVl Slogxs diodl.

C. Cross-Departmental Coordination / SlybYI o (uwddl

Ensuring coordination between different departments to promote collaboration on
compliance issues. JUioMl LLas o ¢gleil ju jei dalizall SV o Guuwid] ¢ leus.

Examples: Establishing cross-departmental compliance committees to ensure
consistent implementation of compliance policies. SV G UiV ¢l clidl

Multiple Choice Questions:

1. What is the primary purpose of a vulnerability assessment?
a. To assess security policies

b. To identify security weaknesses that could be exploited by attackers and prioritize
them for remediation

c. To evaluate external security controls

d. To ensure compliance with internal standards

2. What is a blind testing approach?
a. The tester has full knowledge of the target

b. The tester has no prior knowledge of the target



c. The tester has partial knowledge of the target

d. The tester and defenders both have full knowledge of the test

3. How does a credentialed scan differ from an unauthenticated scan?

a. Credentialed scans are conducted with access credentials, while unauthenticated
scans are conducted without access credentials

b. Unauthenticated scans provide deeper insights, while credentialed scans identify
surface vulnerabilities

c. Both scans are conducted without access credentials

d. Credentialed scans are only conducted on external systems

4. What is the purpose of banner grabbing and fingerprinting?

a. To test internal security policies

b. To gather information about a system to identify potential vulnerabilities
c. To perform credentialed scans

d. To ensure compliance with regulatory standards

5. What does CVSS stand for?

a. Common Vulnerability Scanning System
b. Common Vulnerability Scoring System
c. Continuous Vulnerability Scoring System

d. Credentialed Vulnerability Scoring System

Answers and Explanation:



1. b. To identify security weaknesses that could be exploited by attackers and
prioritize them for remediation

Explanation: Vulnerability assessment aims to identify security weaknesses and
prioritize them for remediation.

Mo M & g) oVl s Lguiyig duioVl casuall blai 3axi oJl dudeVl Olyeill audi Csagy

2. b. The tester has no prior knowledge of the target
Explanation: Blind testing simulates an external attacker with no insider information.

dlsly Sloglsoe ;g izl aslge (xSl wacll sVl

3. a. Credentialed scans are conducted with access credentials, while
unauthenticated scans are conducted without access credentials

Explanation: Credentialed scans provide deeper insights, while unauthenticated
scans identify surface vulnerabilities.

cisall bl lgde §3bawdl e 7 guadl 335 loiw «gocl 5 lade §olowll 2 guiadl 4545
sl

4. b. To gather information about a system to identify potential vulnerabilities

Explanation: Banner grabbing and fingerprinting gather system information for
vulnerability identification.

cazall blai wasil slail Sloglee gaz dawad] wle woysilly yill blaill

5. b. Common Vulnerability Scoring System

Explanation: CVSS is a framework for rating the severity of vulnerabilities.

CVSS duioVl Oly2ill 3,93 apdil jlb] g



3. Collect Security Process Data / ;,Loill diloc Olly Ro>

Collecting security process data involves gathering information related to security
activities, processes, and events within an organization. L-,LoSJI ddac Glily go> Jouiy
duwdall U3 Slaslly Slilaslly oVl dhuisl délsiell Glegleall gas.

Purpose: To monitor and evaluate the effectiveness of security controls and
processes, identify areas for improvement, and ensure compliance with policies and
regulations. ;=i O¥lxe 3y duioll Sldasly bulgall ddles audiy dislyal
2lgllg Olwlowd) JUie VI ¢)leusg.

3.1.  Account Management / SLLu=l 81>

Account management involves the creation, maintenance, and deletion of user
accounts within an organization's systems. wi>g diluog cbiu| Sblw=dl 8)l5] Jouwini
duw§oll dabiil U3l e rzimal SUbws.

Purpose: To ensure that only authorized users have access to systems and data, and

<

that their access is appropriately managed. bhds ogl 7 ool o sxiwadl ol leua]
cwlio JSuiu aglgog 8yl als dily «Ulullg dadsill (I Jguogll agiSay.

3.1.1 Components / SligSall
A. User Provisioning / juodsiuall juog5

The process of creating user accounts and assigning appropriate access rights and
permissions. duwliedl Ol>Mally Jeogdl §8> usig e dxiwedl GLLws cliv] ddoc.

Examples: Creating user accounts for new employees and granting them access to
necessary systems and applications. sg=icg dazl el gell o dxiedl OULus L]
a0y Wl Olauhillg dalaiVll (I Jguosll.

B. Access Controls / Jgogll bulgo

Mechanisms and policies used to control who can access specific resources and
what actions they can perform. diSay ;o w6 Sl do axiuiall Olwludlg SWYI

L 3uai5 agiSes il Olely>Vl G Log 8333l 3)lgall Gl Jguogll.



Examples: Implementing role-based access control (RBAC) to ensure users have
access only to resources necessary for their roles. siiwell Jgogdl (w6 oSxUl Gulni
a9V his dojll 3;lgell (I Jaogll e uoaziwall Jgos lawad gVl (.

C. Account Deactivation / ulu=ll Jubsi
The process of disabling user accounts when they are no longer needed or when a

user leaves the organization. d>l> Wl )9S5 V beaic o dixiwa]l OUlws Jubsi ddec
duw ol paziuall &y loic of g,

Examples: Deactivating the accounts of former employees to prevent unauthorized

access to systems and data. ¢ Jgo gl giod juasludl juabsgall SLlus Juosi
Slilwlg dalsill Wl 4 2 ol

3.1.2 Best Practices / Slw)loo)l Juosl
A. Regular Review of User Access / ;jrodiiwall Jgog) deliiioll doslyell

Conducting regular reviews of user access rights and permissions to ensure they are
appropriate and up-to-date. Jguog GlsMog §g8x] dolaiio Dleslyo <yl
Gazog duwlio lgil ol o aziuall.

Examples: Performing quarterly access reviews to verify that users have the
appropriate access based on their current roles. 4 giw &) Jgo gl Olezlyo <yl

Wl paylgsl e 2l crwliadl Jgogll agu) guoaziuall ol o Gaxill.
B. Strong Authentication Mechanisms / &;g8Jl d85>Lowll SWJT

Implementing robust authentication methods such as multi-factor authentication
(MFA) to enhance account security. 85ixio d83boedl Jio d4gd d485Low § )b Gulni

Jolg=dl (MFA) Glwsdl olol ju =i,

Examples: Requiring MFA for accessing sensitive systems and data to ensure that
only authorized users can gain access. J| Jgo gl Jolg=dl 833500 d83bowdl wdb
Joog)l pgiSay his ag) 7 raall fuesziwall ol ¢ lesad dwlwsdl Slilwly dalasVl.

C. Least Privilege Principle / &ljlioVl o (idVI a2l oo

Granting users the minimum level of access necessary to perform their job functions
to reduce security risks. agaillsg cls¥ o5\l Jguo gl o iVl 32l uoaxiuwall zio
oVl yblxall Juail.



Examples: Implementing the least privilege principle to ensure that users only have
access to the resources they need for their roles. &ljlioVl o wisVl ozl lae Guulni

22,195V s lgigalizy (il 3)lgall Wl Jgosl! agud guesiwall of olosd.

3.2. Management Review and Approval / daslgallg 8,V de>lye

Management review and approval is the process by which organizational leaders
evaluate and approve policies, procedures, and significant changes. ds>lyo Jouisi
Slely>Vlg O lwlwd! puasy duwuwgoedl 8368 QA o pgdy (Ul didos)l daslgally 8,15V
leile daolgally dolgll Olyusilly.

Purpose: To ensure that changes and policies align with organizational goals and

compliance requirements. duuwgall slaal go Olwlully Olusill §slei ;leual
JUie VIl Oldhnie .

3.2.1 Components / OligSell
A. Policy Reviews / Slwludl Sleslyo

Evaluating existing policies to ensure they remain effective and align with
organizational goals and regulatory requirements. lgilsy lound daddl O lwlowd| puuds
dpodaiill Ollhielly duwgall laal go daslgiog dles.

Examples: Conducting annual reviews of security policies to ensure they reflect the
latest industry standards and regulations. ;lesa) LoVl Slwlwd & giw Sleslys 2l

2lgllg duclinll juleall Gasl juSss Ll
B. Change Management / jusil 3)l>|

Managing and documenting significant changes to systems, processes, and policies
to ensure they are properly authorized and controlled. (s dolg)l Olpusil §uigig 8,l5]

umo JSaiw lgrde ey 8asize lgil glowa) Olwluly Slleslly dabaill.

Examples: Implementing a change management process to track and approve
changes to critical systems and applications. slaiclg guit jusill 8yl ddec Gulni

C. Audit and Compliance Review / JUioVlg 1521l de>lyo



Conducting regular audits and compliance reviews to ensure adherence to internal
policies and external regulations. ;leua] pUAiL Jlie V]l Oileslieg Slays il clys]
du> I &lgllg ddsladl S lw o) JUie VI

Examples: Scheduling quarterly compliance reviews to assess adherence to data
protection regulations and internal security policies. dilaall JUioMl Oleslyo dgis
a1l doVl Slwludly Sl Glas> @ilgl JlioVl audil.

3.2.2 Best Practices / Olwylaall Jussl
A. Regularly Scheduled Reviews / pUAiiL dJgizxall Olselyall

Scheduling regular reviews of policies, procedures, and changes to ensure they
remain effective and aligned with organizational goals. & )9l Olseslyedl dgas
duwdall Blaal go dslgiog Alss il olewa) Olpusilly Slel>Vlg & lw .

Examples: Conducting quarterly reviews of security policies to ensure they align
with the latest regulatory requirements and industry best practices. go) Ole>lyo <yl
Sl loall Jasly dpoabid] Sldlbiall Sasl go lgasled olaa) oloVl Olwlwd & giw
duclall.

B. Comprehensive Documentation / JoliJl gugill

Maintaining detailed documentation of policies, procedures, and changes to ensure
transparency and accountability. Glely=>Vlg Glwlbowd) Joli §uigi e blaxll
dJelually droladdl yloun) Olyusilly.

Examples: Documenting all changes to critical systems and policies to ensure they
are properly tracked and controlled. <lwluwlg dalsiVl o Shueill gua> §uigd

oo JSuiy lgle 8ylhuudly lgsuii o lousd & gazdl.
C. Stakeholder Involvement / dxbowll lol iyl

Involving relevant stakeholders in the review and approval process to ensure
comprehensive evaluation and buy-in. ddec 6 juisell dxlawll ool Wil

acilly Jolid! apiill olousd daslgally dsslyall.

Examples: Including representatives from different departments in the policy review
process to ensure all perspectives are considered. dalizall pludVl o alice il
Sl o il Olg>g guo> i3l olawa) Slwlwd! d5le ddec 9.



3.3. Key Performance and Risk Indicators / yblxallg duuwgyl bVl Olpigo

Key performance indicators (KPIs) and key risk indicators (KRIs) are metrics used to
measure the effectiveness and risks associated with an organization's operations.
dllss i) eaxiud punlie oo sblrel) iyl Olrbgalls bW duug))l Slnbzel
duw §og dboiyell Sldesdl yblxeg.

Purpose: To monitor performance, identify areas of risk, and guide decision-making.
Sl ladl 3zl duzgig b lxall Gbolie dyaxig «cldVI &l yal.

3.3.1 Types of Indicators / &lpigell glgdl
A. Financial KPIs / <>\ dJlaJl Olpisgoll

Metrics that measure financial performance, such as revenue, profit margins, and
return on investment (ROI). .z J| Jitoldg o131V Jio v Jladl bV ulid) juwléo
Hladiwll (e Jilellg

Examples: Tracking monthly revenue growth and comparing it against targets to
measure financial success. zlzil jwlia) wlaall ai)liog gl SVl gai g
wJladl.

Use Case: A financial department uses financial KPls to monitor the organization's
economic health and inform strategic decisions. ddloJl Ol pivgedl ddledl puus paiuy
duzailyiwV ShLall §Mlg duwwgol) &3LaisVl douoll &l <>\,

B. Operational KPIs / cl>\W dlusiidl Olpigoll

Metrics that measure operational efficiency, such as production output, process
efficiency, and operational costs. .zl d>li] Jie duusdnid] 8clasdl jwlbis) juuleo
Jusid | &g o ldos]l 8clasq.

Examples: Measuring the efficiency of production lines by tracking output per hour
and downtime. Jb=il ti8gq delw JSJ dsliyl guii JUs o zWM bghbs 8claS jwlis.

Use Case: An operations team uses operational KPIs to optimize production
processes and reduce operational costs. dlusdiidl Sl godl Oldosdl Gy 19 pazxiuy

Jusiill a5 Juldig il Oldac cuusd <l



C. Compliance KRis / Jlio\W bl Slpbge

Metrics that measure the risk of non-compliance with regulations and standards,
such as the number of compliance violations and audit findings. jula) juulas

G821l @iliig JUie VI OISl dae Jio uleallg Zilg) JUioVl pac jbolxe.

Examples: Tracking the number of compliance violations detected during audits to
identify areas of regulatory risk. <l lgs LS| o ol UiVl S8l sae guid
doril]l b lxall gblio yaxt Olagsail.

Use Case: A compliance team uses compliance KRIs to monitor regulatory risk and
ensure adherence to legal requirements. yblxol Olpbge JUWioVl Gy 16 paxiuy
duigiladl Sldniel) JUieM jleub g duerdaiil ybolxedl duslyed JUie M.

3.3.2 Best Practices / Slw)loo)l Juosl
A. Regular Monitoring and Reporting / 45 )9J| y)l&ilg dis|yall

Continuously monitoring KPIs and KRIs and regularly reporting the findings to
ensure timely decision-making. <l>\ duuJl Olpigell &6l (KPIS) Ol pigallg

o al) dwi I (KRIS) cusgll (wo Olhlyadl 3l o leuad pUaiil ailill e MuVlg lpoiwl
w U]l

Examples: Generating monthly reports on key performance and risk indicators to
provide management with up-to-date insights. Olybgell (e & ygui o5 slac]
&zo gy b)Y 2y 931 Jbolrally cldW syl

Use Case: A management team uses regular monitoring and reporting of KPIs and
KRIs to inform strategic planning and risk management. dislyoll 8,51 &y 0 paZiuy
> dwi )l Ol ivgall 455901 4 ,ailg (KPIS) ol duwiyl Ol pigallg (KRIS) ALY
o xall 815y il yiw I loudazill.

B. Benchmarking against Industry Standards / dicliall juleelb oI &)lio

Comparing organizational KPIs and KRIs against industry standards to identify areas
for improvement. &zl yblxall duusJl Ol pigally clsW duus Jl Olpigall &)léo
il GV lxe izl dclivall juleedl go duwgall.

Examples: Assessing operational efficiency by benchmarking production metrics
against industry averages. zlG)| juylao di)lao JUs o dilusdiitl dclasdl ppdi



deluall Olbuugiag.

Use Case: An organization benchmarks its performance metrics against industry
standards to identify best practices and areas for improvement. dj)laoy duwgoll pgd7
Szl OVl g Slwylaadl Jasl sz dclivoll juleall go gy dolsdl clall juyléo.

C. Continuous Improvement / ool (=il

Regularly reviewing and updating KPIs and KRIs to ensure they remain relevant and
effective. pUaiily b lsall duuisyl Olnigolly bl &yl Olrbgell Cuixig d2olye
dlwsg dbo OIS lgilsy leuad.

Examples: Periodically adjusting performance metrics based on changes in
organizational goals or industry conditions. e 2l )5 JSuiu <Vl juulie Jyasi
drclvall gyl ol duwwgall wlaal o Olsill.

Use Case: An organization regularly updates its KPIs and KRlIs to reflect evolving
business priorities and regulatory requirements. &l b goll Cyaxiy duwgell pgai
byshiall Jasll Sl glgl pussi) plaiily sbolel) iyl Olrbgally elsl &gyl
iodniil] llhiall,

3.4. Backup Verification Data / (b li>Vl awidl Sl o Gaxil

Backup verification involves checking that data backups are accurate, complete, and

can be restored successfully. JliSlg d85 (o §axiUl bWVl gwdl o GaxUl Jouiy
iy lpidleiwl dilSely OLlul) b lisVI Gwdl.

Purpose: To ensure that data can be recovered in the event of data loss, corruption,
or disaster. &i)lS Ciga> ol lgali ol Uil olads Ao o Ll 8sleiwl &ilel ¢ lowal.

3.4.1 Components / SligSall
A. Backup Scheduling / b li>Vl gwidl dgi>

Planning and scheduling regular backups to ensure data is consistently and reliably
backed up. JSuiu Ublisl Sl i olewad oWl dblisV Gl dgisg bulaxi
ésj‘s_os - - .

Examples: Implementing daily backups for critical systems and weekly backups for



less critical data. dubLizVl fuilly & guzd! dakrill dro gl dub sV gl Gubi
dradrl JsVl bilud) duc g,

B. Data Integrity Checks / SUlwl doMuw Slog=s

Verifying the accuracy and completeness of backup data to ensure it matches the
original data. OUll go lgaslni ¢ leuad bWz Guwd! Ol JliSlg 485 o Gaxill
alo VI,

Examples: Performing checksum verification on backup files to detect any

corruption or alterations. b lizVl Zuwildl Olale (e Faxill doud o Goxil cly>]
Ol ol ol ol LSy,

C. Restore Testing / 8> lsilw)| jLis

Regularly testing the restoration process to ensure that backups can be successfully
recovered. zlxu b WiVl Fwil 85 eiwl dille] leuad pUALL 3leiwl] ddoc jLisI.

Examples: Performing quarterly restore tests to verify that data can be restored
from backups without issues. 85 leiwl dilSo] o Fazxill dboall 85leiwlMl OlHWis| <yl
JSlie 595 b lisVl &wdl o SLLWI.

3.4.2 Best Practices / Olwylaall Jussl
A. Regular Verification Processes / 45 93]l g8l Sllac

Implementing regular verification processes to ensure the accuracy and
completeness of backup data. &lly JWbiSlg 48> ;leua] 455901 Gaxill Oldac Gudns

o lisl gl

Examples: Scheduling monthly data integrity checks and quarterly restore tests to
maintain reliable backups. 85wl Ol)Wislg 4 ygidl HLLUI doMw Slog=s dga>
d8gigall dub iV Zuwdl e blaxl) dlasdll.

B. Maintaining Backup Logs / (b lWi>Vl guwill OMzw e blaxll

Keeping detailed logs of backup activities to track and analyze the backup process.
b lisV gl ddoc Julxig @il b lisVl guwdl dhuiil dhnde Olaw e Blasll.

Examples: Logging all backup operations, including schedules, success or failure
status, and any errors encountered. ¢l3 w9 Loy i bWV Fuwdl Sldee gue> Juzuwi



lgig>lgo ai clbsl g (Junadl ol zladl dlsg cduiojll Jglazdl.
C. Offsite Storage of Backups / dubliz>V| @il g8g0ll 2yl oo 33

Storing backup data in an offsite location to protect against onsite disasters. ) j%J
g5gall b OleSIl o lgilan) 2yl B8go (b (rblyizVl il ULy,

Examples: Using cloud storage or an offsite data center to store backup copies of
critical data. ;o dblis! gui (o3l o)yl Sl S 10 ol o aud | o 3l plaziwl
4y gu=dl UL

3.5. Training and Awareness / dicgillg w2l

Training and awareness programs educate employees about security policies,

procedures, and best practices. Jg> 1ed goll pudeiy ducgilly wuy joil zoly pgdi
oVl Slwylaall Jundly OlelyzVlg &luwluwll.

Purpose: To reduce human errors, enhance security posture, and ensure compliance
with policies. &lwluul) JUieVl olabg waioVl gogll ju sy g pindl oVl Julail.

3.5.1 Components / OlgSell
A. Security Awareness Training / (ol (egll (e )il

Programs designed to educate employees about security threats, policies, and best

practices. J.\'o_éis Slwlulg dioVl Slagsgill Jgo e gall aleil doswos zoly
Ol Lol

Examples: Conducting regular security awareness sessions to inform employees
about phishing attacks and safe online practices. aUaiil duioVl dxcgill Oluls cly>
Uy e dioll Slwyleally WUV apaidl Sloxs Jg> el gall EALY.

B. Role-Based Training / 192Vl (JI aiiwwal] <y yaill

Training tailored to the specific security responsibilities of different roles within the
organization. JsI> dalizall )lgoW 8332all LoV Ol ggual Gouas sosoall ciy il
duw goll.

Examples: Providing specialized training for IT staff on secure coding practices and
for HR staff on data privacy regulations. b>gJgiSi &4 ya) jouoxie iy )Ai pyldd



dpogozll il Jo= & il 3)lgell §238)g oVl aeyill Sluslas Jg> Sloglaall.
C. Phishing Simulations / (JWi>Vl suoidl §5lxe
Simulating phishing attacks to test employees' awareness and response to such

threats. oia Jiod pgulxiwly (uabgall eg HuizV WJUizVl spodl Sloxa 35xe
Olagagil.
Examples: Conducting periodic phishing simulations to identify employees who

may need additional training. 28 ol juabgell 3yaxi & )9 Wizl dpad 3o <ly>)
wobbol cuyai ol ggrliz.

3.5.2 Best Practices / Olwylaall Juosl
A. Regular and Updated Training Sessions / diaxallg debiioll wuy jail Slud>

Conducting training sessions regularly and updating them to reflect new threats and
changes in security policies. Glagagil juSeil lgihaxig o UAiil wuy jaidl Sluds eyl
oV Olwludl 6 Sl 53ya2J1.

Examples: Scheduling quarterly security training sessions to keep employees
informed about the latest security threats and best practices. «uy )il Oluwl> dga>
Sl losdl Lasly duieVl Slagagill Sash gMbl e puabgoll elay) dloall (iol.

B. Interactive and Engaging Training Methods / 4jlixJlg ddeladl wyjadl §,b

Using interactive and engaging training methods to enhance learning and retention.
Olbogleall BLisVlg aleil il &lizdly ddelaidl yyadl § b plaziwl.

Examples: Incorporating gamification and hands-on activities into security training
to make it more engaging and effective. iy jaill 6 dulosl dnuiilly ol zod
ddlesg duils ST dez) (oI,

C. Measuring Training Effectiveness / «u )3l dJles juls

Assessing the effectiveness of training programs through feedback, tests, and
performance metrics. &l)LisVlg desldl @il JUS o w2l zoly ddles ppiad
c|33” uwlﬂpg

Examples: Conducting post-training assessments and surveys to gather feedback
and measure the impact of training. ge=J wu jaidl asy SleMniwllg Slowdill cly>|



eyl il Gwlise asslJl 4 isil.

3.6. Disaster Recovery (DR) and Business Continuity (BC) / JlocVl & )lyoiwlg SLilwl 85leiwl

DR and BC involve planning and preparation to ensure an organization can recover
from disasters and continue operations with minimal disruption. 83leiw! Jeuisi

o wéleill (e duwgall 8,38 ;lousd Juaxily hubzdl Jlacll & laiwly SLLWI
elhaiVl o 435 Jsl go Oldasdl )lyaiwly ylgSII.

Purpose: To protect organizational assets, minimize downtime, and ensure
continuity of critical operations. ;lawsg ad gl 18y Juliig duungell Jguol dlax)

4 gundl Sllosd! &)l yaduwl.

3.6.1 Components / OlgSell
A. Disaster Recovery Planning / OUll 85 eiwl ooz

Developing plans and procedures to recover data and systems in the event of a
disaster. &5 (iga> Ao b dadrillly SLlwl 851w Slelysly alns 4 gl

Examples: Creating a detailed disaster recovery plan that includes data backup,
system restoration, and communication procedures. SUbwl 85 eiwl ddos cliwl
JLaiVl Olelyzlg pUadl 83l2iwlg Sl bzl dwd! Jowii duode.

B. Business Impact Analysis / Jlocl _)ub Jud=i

Assessing the potential impact of disruptions on business operations to prioritize
recovery efforts. &l glgl aaxid )zl Sldesdl e SlelbhaW Joizadl j5lill audi
83wV dgg>.

Examples: Conducting a business impact analysis to identify critical systems and
processes and their recovery time objectives (RTOs). 1y3=i) JlocVl }_g'ij' Jul=i ely>l
loy ozl xleiwll CiBg wolaaly & gzl Sllaslly dalaiVl.

C. Continuity Strategies / 4 )lyolwVl O lzilyiwl

Developing strategies to ensure continuous operation of critical business functions
during and after a disaster. & )=l Olles]l & )lyeiwl louad Olzwilyiwl yglad
&)Ul asyg clish d guzdl.



Examples: Implementing redundant systems, backup power supplies, and remote
work capabilities to ensure business continuity. alal &lslaelg dub lis! dadsil Gubs
Jlacll &) ) lhaiwl Glossd 35y e Jasdl Olyadg cdub s,

3.6.2 Best Practices / <lw)loo)l Juosl

A. Regular DR and BC Plan Testing / JlacVl & )lyoiwlg OUlwl 5leiwl das jLis
bl

Regularly testing disaster recovery and business continuity plans to ensure they are
effective and up-to-date. ;;lou) pUALL JlacVl 4 lyaiwly GLLII 85 leiwl bl Lis
lglsa=ig lginles.

Examples: Conducting annual disaster recovery drills and business continuity
exercises to test the effectiveness of plans. GULl 83wl & giw Sly jai ey
bzl ddles )Lz Jlecll & )liaiwl o0 )lods.

B. Keeping Plans Up-to-Date / bbaJl Jua=i Je blaxll

Regularly reviewing and updating disaster recovery and business continuity plans to
reflect changes in the organization and its environment. 83 leiwl blas Cyixig de>lyo

laiing dwwdall (o Ol juSsil pUail Jlacll & )lyaiwly SULWI.

Examples: Updating plans to account for new systems, changes in business
processes, and evolving threats. ) licVl (b 839121 dalaiVll 35V bhdazll Gy

8yghiedl Olayagily ()l Oldesdl o Olueily.
C. Employee Training and Awareness / ;o goll dicgig v jay

Training employees on disaster recovery and business continuity procedures to
ensure they understand their roles and responsibilities. Olelys| e uadd godl g a5
pgildgsuiog ad)lgdV agags olawal Jlacll &) )lhaiwly Ll 85wl

Examples: Conducting regular training sessions and drills to familiarize employees
with the disaster recovery and business continuity plans. ;4 )leig dw jai Sluds <yl
JlacVl & ) lhaiwly SLLWI 85 iwl blazy juabgell cay il daliiio.

Multiple Choice Questions:



1. What is the primary purpose of account management?

a. To create new user accounts

b. To ensure that only authorized users have access to systems and data
c. To delete old user accounts

d. To monitor user activity

2. Why is management review and approval important?
a. To conduct vulnerability assessments

b. To ensure that changes and policies align with organizational goals and
compliance requirements

c. To manage user accounts

d. To provide security training

3. What are KPIs and KRIs used for?
a. To create new security policies

b. To measure the effectiveness and risks associated with an organization's
operations

c. To test backup restores

d. To conduct security audits

4. What is the purpose of backup verification?
a. To create new backups

b. To ensure that data backups are accurate, complete, and can be restored
successfully



c. To train employees

d. To

4. Why are training and awareness programs important?

a. To create new security policies

b. To educate employees about security policies, procedures, and best practices
c. To manage user accounts

d. To ensure data backups are complete

Answers and Explanation:

1. b. To ensure that only authorized users have access to systems and data

Explanation: Account management ensures that only authorized users have access
to systems and data, maintaining security and preventing unauthorized access. youAal
daiiVl Wl Jgo gl > his agl 2 ol fuesziuall 53 595y ol Sllw=dl 8yl

4 7 joall e Jaogll giasg ploll (e sl oo «lilullg

2. b. To ensure that changes and policies align with organizational goals and
compliance requirements

Explanation: Management review and approval ensure that all changes and policies
are in line with the organization's goals and comply with regulatory

requirements.daslgio Olwldly Oyl gies> 93 L-,i daslgallg 8)HMl dexlyo (pouni
dpagdaiill JUieVl Ollbhiog dwwiell laal go

3. b. To measure the effectiveness and risks associated with an organization's
operations

Explanation: KPIs and KRIs are used to measure the effectiveness and risks of an
organization's operations, helping to monitor performance and identify areas for



improvement.ddlss wlia) duusdl Jbliall Olpigeg duwdyl bVl Slpbgo pidiuwg
il OVlzo yazig oVl dislyo (w6 rcluy Lo duwwgall Slidasy doyiyall b lall

4. b. To ensure that data backups are accurate, complete, and can be
restored successfully

Explanation: Backup verification ensures that data backups are accurate, complete,
and can be restored successfully, providing data integrity and availability in case of
data loss.dis> Sl db sVl gl 5650 ol wdblisV gl (o Gaxil oy
SLbdl lass dls o yyelgig Sl doMw j6g) low izl lgidleiwl Sty g dolSy

5. b. To educate employees about security policies, procedures, and best
practices

Explanation: Training and awareness programs educate employees about security
policies, procedures, and best practices, reducing human errors and enhancing

overall security.lely>Vlg Slwlud! Jg> uabsgoll dacgilly w2l @oly olsd
pldl oLVl 53509 & pindl Uzl o ) Lao « LoVl iVl Ol lasllg

4. Analyze Test Output and Generate Report / 3gig jLizVIl il Jul=i
»yadl

Analyzing test output involves evaluating the results of security tests and
assessments to identify vulnerabilities and weaknesses. cwai jLisVl &l Jud=i Jouiy
dausuall blailg Sl aazd) Slaméily duioVl Ol iVl g,

Purpose: To develop remediation plans, handle exceptions, and ensure ethical
disclosure of findings. zLas)Ml jleusg «Ilelifiwll go Joloily zuanill blns ) ¢hil
il e BV

4.1 Remediation / auzuoill

Remediation involves taking corrective actions to fix identified vulnerabilities and
weaknesses in an organization's systems and processes. Ulely>M 31 ausuod] Jouiy



duw §oll Oldoc g doldAs ] o 8d3xall dausall blaldly Syl 2ol dsusuaill.

Purpose: To eliminate security risks, ensure compliance, and improve the overall
security posture of the organization. . JliioV| ;leudg oVl b lxell e cladll

duwgol) pldl (ol gogll iy,

4.1.1 Components / OlgSell
A. Vulnerability Assessment / Olysdl audi

The process of identifying, quantifying, and prioritizing vulnerabilities in an
organization's systems and applications. (b Olill 454Vl cliacly andiq 3yaxi dulac
duw §all laudnig dedail.

Examples: Conducting regular vulnerability assessments using tools like Nessus and
Qualys to identify and prioritize security vulnerabilities. sUAGL Glysil Glopdi clys
oVl Olyill & gJoVl clincly ayaxi) gl plaziwl.

B. Corrective Action Plan / dixusuadll Olelypa)l dbs

Developing and implementing a plan to address identified vulnerabilities and
weaknesses. 83ixoll dauall blailly Olyill dalles] das Jyaiig y gl

Examples: Creating a corrective action plan that includes specific steps, timelines,
and responsibilities for addressing vulnerabilities. Jouiti dusumuaill OlelyzVl dos clidl

Sl dadles) Sldgguedly duioyl Jglazdlg 853l Gilglasll.
C. Implementation of Fixes / &GL\o )l uaiy

Applying the necessary patches, updates, and changes to fix identified
vulnerabilities. 833xoll Ol MoV doj Ml Gyl Olyaxilly Olbusuadl gulnd.

Examples: Applying security patches to systems and applications to fix known
vulnerabilities and prevent exploitation. desiVll (e duioVl Olousuail] Gudni
ld\Ueiwl giog d6g)2all Olyeill 2 Mol Sleuhillg.

4.1.2 Best Practices / Slwylooll Judsi

A. Timely Identification and Response / cuwliaJl C8gJl (o dilxilwllg Jyazi



Quickly identifying and responding to vulnerabilities to minimize the risk of
exploitation. JUsiwll yhs Juail de puy L) dlziwllg Oyl 3.

Examples: Implementing automated vulnerability scanning to quickly identify and
prioritize vulnerabilities for remediation. Olyeil syasit Slyeil) VI joxall Gudas
lozuzuni) & gJgVl clnclg de ju.

B. Prioritization of Remediation Efforts / auuaill dgg2) & gJoll clnc]

Prioritizing remediation efforts based on the severity and potential impact of

vulnerabilities. Jaixall Ot uilig sai ol 2l aumadll 3942 @ glgll clacl,

Examples: Focusing on critical vulnerabilities that pose the highest risk to the
organization and addressing them first. yhhs (Jel JSuiw ol d> =l Gyl (e 1S,
Vol lgizdlzog duuugoll (e

C. Regular Verification and Validation / pUAliL §axillg gaxill

Regularly verifying and validating that remediation efforts have been successful and
vulnerabilities have been fixed. &lyxil 2Moolg il 398> 2l o pUALL Gaxill.

Examples: Conducting follow-up scans and tests to ensure that vulnerabilities have
been properly addressed. Oly2ill dxlleo jleuad da>MI Ol)WisVlg Slog=all <l

Exception handling involves managing and documenting deviations from standard
procedures or policies, often due to special circumstances. go Joloil Jouiy

6 gyl oy WL duwldd] Slulud! ol OlelyzVl e Ololy=iVl Gaigig 8,131 Olelibiw]
do =l

Purpose: To ensure that exceptions are properly authorized, documented, and
managed to maintain security and compliance. 5,l3lg §Ligiy yaugai aiy ol olawa)
JUieVlg oLVl (e Blasl aumuo JSuiu lelidiw)l.

4.2.1 Components / OlgSell

A. Exception Request Process / <liiw)l b dilec



The process by which employees can request exceptions to standard policies or
procedures. ol Slwlull o Olelidiwl b (uabsgall Qs o Soy il ddosll
dwladl Olelyz VI

Examples: Creating a formal process for requesting exceptions, including forms,
approvals, and documentation. z3leidl clJd w6 loy (Il cdlod duouny ddoc cliu]

Sgillyg Glaslgallg.
B. Approval and Documentation / gugillg daslgall

Ensuring that all exceptions are properly approved and documented to maintain

transparency and accountability. auso JSwiy ddigeg 8isine Oleliliwll gro> ol G louwd
delually droladdl (de Blaxl.

Examples: Requiring managerial approval for exceptions and maintaining detailed
records of approved exceptions. (Je Blaxllg Oleliliwll (e g piedl daslge wilb
5 - II L..JI‘cl..'... m ..I . CJXL?JJJ'

C. Monitoring and Review / ds>lyollg dislyall

Regularly monitoring and reviewing exceptions to ensure they remain justified and
do not pose security risks. picg 810 lgildy louad pUaiil Olclifiwll deslyog duslyo

Examples: Conducting periodic reviews of exceptions to ensure they are still
necessary and do not compromise security. ;leua) Oleliiiwll 493 Olezlyo <l

sbsll 5oVl yay i pacy 950 Leilin.

4.2.2 Best Practices / Oluwylooll Junsl
A. Clear Exception Handling Policies / Oleliliw)] o Joloil dusly Olwluw

Establishing clear policies and procedures for handling exceptions to ensure
consistency and accountability. Olelitiiwll go Joloill duslg Dlelyzlg Olwluw gaog
deluwally LN ¢ leuad.

Examples: Creating written policies that outline the process for requesting,
approving, and documenting exceptions. .clb ddec =i 4giS0 Slwlbw clil
Ol §4ig7g o laiclg.

B. Strict Approval Procedures / do)lall daslgell Ulclyl



Implementing strict approval procedures to ensure that exceptions are properly
evaluated and authorized. jAaJ 4879 pudi )loua]) dojlo daslge Dlelys| Gulnd

o JSuiy Dlelidiw VI,

Examples: Requiring multiple levels of approval for high-risk exceptions to ensure
thorough evaluation. daJdldl OlclidiwVl (Je Glaslgall o 833500 Gl giwe b

Jo Lid pas il o leund 8)glaxll.
C. Regular Review of Exceptions / Olelitiwl 44 )g3Jl de>lyell

Conducting regular reviews of granted exceptions to ensure they remain necessary
and justified. 8)y109 49,0 gy lound dogioed]l Olclifiwll & 95 Oleslio clysl.

Examples: Reviewing exceptions annually to determine if they are still needed and if
they pose any new risks. 13lg & )0 Jlii ¥ <GS 13] bo ayaxid § giw Olclifiw)l deslyo
812> yble ol JSuiw culs.

4.3 Ethical Disclosure / ($)5V1 zLas)l

Ethical disclosure involves the responsible reporting of security vulnerabilities and
incidents to appropriate parties. ly2il e Jgguall EALVI (8MSVI zLos )] Jaudy
duwliall LW &slg=lly dxinll.

Purpose: To promote transparency, accountability, and the timely mitigation of
security risks. duioVl Jblxall (o cuwliall Csgll (b araxilly delually dydlasinl] 3 j=il.

4.3.1 Components / OlgSell
A. Reporting Mechanism / §\LVI dJl

Establishing a formal mechanism for reporting security vulnerabilities and incidents.
Giall Elgally Sl pe U dyany &l cli],

Examples: Creating a dedicated email address or online portal for reporting security
issues. duioVl O\Suiall e gMW duigyis] dilgs ol youase (igySll u i plgic clidl.

B. Disclosure Policies / zlos ¥l Slwlbuw

Developing policies that outline the process for disclosing security vulnerabilities



and incidents. &iolll Gislgadly Ol o Lol ddoc 3oz Slwluw gk,

Examples: Creating a policy that specifies how, when, and to whom security
vulnerabilities should be reported. ;e §\uMI iz (olg dcgog drasS 33z dulw cldu]
duioVl Oyl

C. Coordination with Stakeholders / dizLoall wlxol 2o Guidl

Coordinating with relevant stakeholders, including customers, partners, and
regulatory bodies, to ensure effective communication and resolution of security
issues. Oliuglly <8 jidlg cMoasdl 3 6 Loy «uined| dxliosll wleol go G|
duioVl Lol > Jleall Juolgil o lawa) cduondaiill.

Examples: Notifying affected customers of a security breach and coordinating with
regulatory bodies to comply with reporting requirements. § 3y UJ_)JLbo.” Mol €\
WY1 Ollbia) JlioW dpepbaiil] Sligll go Gamitlly eplol

4.3.2 Best Practices / Olwylooll Juasl
A. Establishing Clear Disclosure Guidelines / zLos\J duolg Sl Rog

Creating clear guidelines for the responsible disclosure of security vulnerabilities and
incidents. duioVl &islg=llg Olkill e Jgguall zlow M dusly Sl gabg.

Examples: Developing a disclosure policy that outlines the steps for reporting and
addressing security issues. duioVl LLadll e MM Slghsdl 3ax5 zlos] dwluw 1 gbd
lgizlaos.

B. Ensuring Confidentiality and Integrity / daljillg & judl jleusd

Protecting the confidentiality and integrity of reported security vulnerabilities and
incidents. lgic &lioll dnll Gislgzllg Syl daliig & yw dlas.

Examples: Implementing secure communication channels for reporting security
issues to ensure the information is protected. ;e Mu\ diol Jlail Slgis Gulns
Slogleall Glas lawal duioll LLaall.

C. Promoting Responsible Reporting / Jgguoll §MuVI guzdny

Encouraging employees and stakeholders to report security vulnerabilities and
incidents responsibly. Olyil e LN (e dxlawll -__JLR.\Dig ol god| Ruzdni



Jodute JSuiu duieVl &islg=dls.

Examples: Providing training on the importance of responsible reporting and the
proper channels for reporting security issues. Jgguol! WLV drodl Jg> i ol ayads
duioVl Lladll e M\ duuliall lgidll.

Multiple Choice Questions:

1. What is the primary purpose of analyzing test output and generating
reports?

a. To conduct vulnerability assessments

b. To evaluate the effectiveness of security measures and provide recommendations
for improvement

c. To create new security policies

d. To manage user accounts

2. What is remediation in the context of security testing?

a. Creating new backups

b. Taking corrective actions to fix identified vulnerabilities and weaknesses
c. Conducting security audits

d. Training employees

3. Why is exception handling important?

a. To document and manage deviations from standard procedures or policies
b. To create new security policies

c. To test backup restores

d. To educate employees about security policies



4. What is the purpose of ethical disclosure?

a. To train employees

b. To responsibly report security vulnerabilities and incidents to appropriate parties
c. To conduct internal audits

d. To ensure data backups are complete

5. What are some examples of remediation actions?
a. Documenting security policies

b. Applying patches to fix software vulnerabilities and updating security
configurations

c. Conducting security training sessions

d. Managing user accounts

Answers and Explanation:

1. b. To evaluate the effectiveness of security measures and provide
recommendations for improvement

Explanation: Analyzing test output and generating reports help evaluate the
effectiveness of security measures and provide actionable recommendations for
improvement.duioVl yuladl ddles audi 6 ) ail clily )WisVl @5l Jusi acluy
i) uaiil) duls Sluogi agidig

2. b. Taking corrective actions to fix identified vulnerabilities and weaknesses

Explanation: Remediation involves taking corrective actions to address identified
vulnerabilities and weaknesses in an organization's systems and processes. Jouiy
Slidacy dadsil wd 8daxall Lasuall blaig Olyil dxdlee] dusuod Olelyz] 3l 2o VI
duw §oll



3. a. To document and manage deviations from standard procedures or
policies

Explanation: Exception handling is important to document and manage deviations
from standard procedures or policies due to special circumstances.go Jol=ill

G oyb wy dwladl Slwlul of SlelyzVl pe Slsl=oVl 81lg Guigi) ago lelitiw]
dols

4. b. To responsibly report security vulnerabilities and incidents to
appropriate parties

Explanation: Ethical disclosure involves responsibly reporting security vulnerabilities
and incidents to affected organizations and relevant authorities.zlLos VI Jouiy

o3 Slalullg 8yiliadl Sluwgel) dioll Eislgzdly Olyeil (e Jgdmall 0V (sA5YI
Lol

5. b. Applying patches to fix software vulnerabilities and updating security
configurations

Explanation: Remediation actions include applying patches to fix software
vulnerabilities and updating security configurations to strengthen defenses. Jouiu
39 ololl Sliy oS5 Eipazy oyl Sl oMol Slamaill Gubs 2lo¥l Slelyz]
Slelodl

5. Facilitate Incident Handling / Slg=l 2o Jo il Jugus

Facilitating incident handling involves managing and responding to security
incidents to minimize impact and restore normal operations. go Jo il Jugui Jouiy
daudl Sllas)l 83 siwly il Juléi) dioVl Eslg=l &laiwllg 5151 Eislgzdl.

Purpose: To effectively respond to security incidents, mitigate risks, and prevent
future incidents. &ilg=l giog b lell Carazig «duioVl Cilg=l) dledy dlaiwll)
i Lol



5.1 Incident Response Plan / Salg=l) d4ylxiw)l das

An incident response plan is a documented strategy for identifying, managing, and
responding to security incidents. syaxi daigo dusuilyiwl Gdlg=l) dlxiwVl dos Jouid
duioVl &dlg=l) &lziwllg 5)ls]g.

Purpose: To ensure a structured and effective response to security incidents,
minimizing damage and recovery time. .duioVl C3lg=l dlesg dalsio &lziwl lowal
83 2wVl Cisgq IVl Juldis.

5.1.1 Components / SlgSell
A. Incident Identification / Solg=Jl 3oy

The process of detecting and recognizing security incidents through monitoring and
alerts. lguiilly dislyoll JU5 o duioVl slgxdl (de bymilly o LiniS| dyac.

Examples: Using intrusion detection systems (IDS) and security information and
event management (SIEM) tools to identify potential incidents. «a.iS dolail olaziwl
izl E3lgzdl 3yaxi) HloVl Bilasly loglse 831 ilgale .

B. Incident Classification / O)lg=)l o

Categorizing security incidents based on their severity, impact, and urgency to
prioritize response efforts. lgidsleg 1 ,uilig i wle 2l dnoVl Eislg=dl Cayinai
alziw] 3gg2) 4 gJgVl clnc).

Examples: Classifying incidents into categories such as critical, high, medium, and
low based on their potential impact on operations. Jio &l Jl &dlg=dl carival
Sllazll (e Joizall il e 2l &ndziog dbuwgis dlle iz y>.

C. Response Procedures / 4jl=iw)l Slely>]

Documented steps and actions to be taken in response to specific types of security
incidents. duioVl &slg=dl o 83330 glgiV dlaiw)l 6 3N ddige Dlclyzly Olghhs.

Examples: Developing response procedures for different types of incidents, such as
malware infections, data breaches, and DDoS attacks. glgiVl @ lziwVl Slelyz| o glnd
Olexd g «OLLl OB lyis| (dusdl Slixeydl SUlol Jio «Ddlg=dl o dalixe



5.1.2 Best Practices / Olwylaall Juosl
A. Regular Plan Updates / dobiiioll dbzl Olhaxi

Regularly reviewing and updating the incident response plan to ensure it remains
effective and relevant. dlss lgilsy ;leuad pUaiiL Gdlg=l) 4lxiwll dbs Cyixig de>lye
dlLo Q|5_9.

Examples: Updating the incident response plan annually to incorporate lessons
learned from past incidents and changes in the threat landscape. dbs Cyaxi

wd Olhusilly daybudl Solg=dl o 83wl jugyadl uouadd G giw Glg=l) dlxiw)l
Slgagidl agite.

B. Incident Response Training / Dslg=l djlxiwlI yjas

Providing regular training for the incident response team to ensure they are
prepared to handle security incidents. Glg=l) dylxiwVI &y yol sdaiiedl wuy ol j1o43
duioVl Glg=dl go Joleill advslasiwl ;leual.

Examples: Conducting incident response drills and tabletop exercises to train the
team on handling different types of incidents. oy )laig Glg=xl) d&slxiwVI Sl jai clys]
gzl o dalize glgil 8o Joledl (e uyadl i) dglall.

C. Collaboration with External Entities / di>)3JI OULSII go (9l

Coordinating with external entities, such as law enforcement, regulatory bodies, and
security vendors, during incident response. 3lai| Jio «duz )l SLLSII go G
& lgzl) @ lsiiw I elisl o0Vl 39304 cdnoudsidl lixgdl oy qilall.

Examples: Collaborating with law enforcement to investigate a major security
breach and coordinating with security vendors for threat intelligence. 3| go ()92l
Sl bziwl (e Jgozl) Goll $3g30 8o Guuiilly juS (el §y> b Guaxill ogilall
Olagagdl.

5.2 Incident Mitigation / Galg=dl o cauazill

Incident mitigation involves taking actions to contain and reduce the impact of a
security incident. &l 5l Judig elgizV Slelyz] 3kl Enlg=dl o canazall Jouisy

oM.



Purpose: To minimize the damage caused by security incidents and prevent them
from spreading. la,Liil gieg duioVl Cidlg=l e dazll |l oVl Julsi.

5.2.1 Components / OlgSell
A. Containment Strategies / clgi>V1 Olzilyiwl

Methods and techniques used to isolate and contain security incidents to prevent
further damage. 3 joll gio) AoVl 3lg=dl clgizly Jj=) doizimall Slidilly cadlwll
Examples: Isolating infected systems from the network to prevent malware from
spreading. diusdl Slbize ! Liil gie) dSwuidl e dloall dodaill Jje.

B. Eradication Procedures / dlj)I Slely>]

Steps to remove the root cause of a security incident and eliminate its presence from
the affected systems. (6 03929 wle cladlly (ol Eslal )izl cuwd! AhY Olghs
8,5l dadsiVll.

Examples: Removing malware from infected systems and closing security gaps that
allowed the incident to occur. &lyeill gMely &lboodl daksill o diuzl Slzeydl &l
Eldl gazy Caaw il dudo I,

C. Recovery Processes / 3> siwl)l Ollec

Steps to restore normal operations and recover data and systems to their pre-
incident state. lgill> (J| dalsilllg SUll 83leiwly dusudall Sldesdl 83leiwl Slghs
S Jas.

Examples: Restoring data from backups and rebuilding systems to a known good
state after a security incident. dalsiVl cliy 85lclg dblizVl gowill o Ll 85wl
oVl Eislal Ay dgym0 bayz Als L.

5.2.2 Best Practices / Olw)las)l Juasi
A. Comprehensive Mitigation Plans / dloLiJl caazxil bins

Developing detailed mitigation plans that outline the steps to be taken during



different types of security incidents. wslgll Olghzdl yaxi doliy wpazi bhilas ) g
oVl Eslg=dl o dalie gloil bl a3 lzol.

Examples: Creating mitigation plans for various scenarios, such as ransomware
attacks, data breaches, and insider threats. Jio .dalize Olad gyl carazi bl clidl
ddsladl Glagagily (O Slslyisl dyaadl Sloxa.

B. Regular Testing and Drills / dolbiioll Sly jadlg OlHLisVI

Regularly testing and conducting drills to ensure that mitigation plans are effective
and that the team is prepared. caraxill blhs ddlss o leuad pUaiil Oly jai cyzlg jLisl

Examples: Conducting regular drills to test the effectiveness of containment and
eradication procedures. dljVlg clgizVl Olelyz| ddlss jLisV dedaiie Gly jai cysl.

C. Collaboration and Communication / Juolgillg ()gleil

Ensuring effective collaboration and communication between different teams and
stakeholders during incident mitigation. §,all ;u Jsall Lolgily gl lous
Elg=dl o candzll el dsbanll wlsuoly dalizall.

Examples: Facilitating communication between the incident response team, IT
department, and management during an incident. &)l g6 G Joolgd] Juguus

Sl clisf 8)15V1g whloglsall UzglgiSi puubg «aslg=ll.

Multiple Choice Questions:

1. What is the primary purpose of conducting security audits?
a. To create new security policies

b. To evaluate an organization's security posture and ensure compliance with
standards

c. To manage user accounts

d. To monitor network traffic

2. What is an internal audit?



a. An audit conducted by independent third parties
b. An audit conducted by the organization itself to evaluate its own security controls
c. An audit conducted on vendors and partners

d. An audit conducted by regulatory authorities

3. Why are external audits important?

a. To provide an unbiased evaluation of the organization's security posture
b. To manage internal security controls

c. To create new security policies

d. To monitor user activity

4. What is the focus of third-party audits?

a. Evaluating internal security controls

b. Assessing the security measures of vendors and partners
c. Managing on-premise security infrastructure

d. Monitoring cloud-based services

5. What are some examples of internal audit activities?
a. Hiring external auditors

b. Conducting internal reviews of security policies, procedures, and incident
response plans

c. Performing security assessments on vendors

d. Conducting security awareness training sessions




Answers and Explanation:

1. b. To evaluate an organization's security posture and ensure compliance
with standards

Explanation: The primary purpose of conducting security audits is to evaluate an
organization's security posture and ensure compliance with security policies,
standards, and regulatory requirements.ga duioVl Slagsaill ezl o il Coagll
Sldbhially ol juleally Olwluad) JUieVl labg duwwgall (ioll gabogll auds
obaiill

2. b. An audit conducted by the organization itself to evaluate its own
security controls

Explanation: Internal audits are conducted by the organization itself to evaluate its
own security controls and processes.lguwuéi duwwgall Jib o @zl Slab il )=

duioll gildacy lghylgs aniil

3. a. To provide an unbiased evaluation of the organization's security posture

Explanation: External audits are important because they provide an unbiased
evaluation of the organization's security posture, helping to ensure objectivity and
compliance with industry standards.jixio j& i 1647 lgiV dage duz)lzl Olaus il
dcliall jyleal Jlielg dicgngall Hloss e scbuy las duwiall (ioVl guogl)

4. b. Assessing the security measures of vendors and partners

Explanation: Third-party audits focus on assessing the security measures of vendors
and partners to ensure they meet the organization's standards and do not introduce
risks.lgindi oloasd €lS jidlg cusilil) duioVl yulaidl apds e dl ol Olagsaill 35,5
b e pyadi picg duwwgall yuleol

5. b. Conducting internal reviews of security policies, procedures, and
incident response plans

Explanation: Internal audit activities include conducting internal reviews of security
policies, procedures, and incident response plans to ensure compliance and identify
areas for improvement.&bwlwl) ddsly Slesle clyz] dadsloll g0l douiol Jowisi
il SVl 3yazig JUieVl olawa) Cslg=d) &lxiwll bhbsg duioll SlelyzVlg



6. Reporting and Documentation / gugilg VI

Reporting and documentation involve creating detailed records of security activities,
incidents, and responses. duio V| douiill dbode S\zuw cbisil Gugilly EMuVI oy
Sblxiwllg Dolg=dlg.

Purpose: To ensure transparency, accountability, and continuous improvement in
security practices. &Vl Sluw)laall (b jaiuell Gruwzily deluolly duslagdl ;lossd.

6.1 Incident Reporting / Galg=dl e gLV

Incident reporting involves documenting security incidents and communicating
them to relevant stakeholders. lgelg duioVl Gi3lgzdl Gaigi Codlgzdl e gLV Jouiny
Suizall dxbaell wlual Gl

Purpose: To ensure that security incidents are properly documented, communicated,
and addressed. auzuo JSuiu lgizdleog gellly duinVl Gislgzdl Gaigi o lenad.

6.1.1 Components / OligSell
A. Incident Reporting Procedures / S>lg=dl e ALY Slely>|

Establishing formal procedures for reporting security incidents to ensure consistency
and thorough documentation. ;loss) duieVl Gislg=dl e MM duony Olelyo] bl
Jolidl guigidlg §LusVI.

Examples: Creating a standardized incident report template and defining the steps
for reporting incidents. ;e §\uM Ulghsdl 3yaxig ¢)lime DL a7 W L]
dlg=ll.

B. Incident Tracking Systems / 3lg=l guii daldail

Implementing systems to track and manage security incidents from detection to
resolution. JsJI (Jl LSV e duieVl Cslezdl 8ylslg guil) daltil Gulnd.

Examples: Using an incident tracking system to log incidents, track their status, and
document the resolution process. guiig Glg=dl Jumidd Gdlg=dl guii pUsi plazxiwl
J=dl dylac uisiy il



C. Communication Protocols / JLaiVl OVgSgig)

Defining protocols for communicating security incidents to relevant stakeholders,
including management and external entities. duioVl Ci3lgzdl MUY OV gS gign iz
)l SULSIlg 8,1V 3 (o Loy uinall dxliowll ool .

Examples: Establishing communication protocols for notifying management, legal,
and regulatory bodies about significant security incidents. JLoiVl &V gSgigy <liil
dolgll oVl Sidlg=dl e duoudhiilly duigilall Cilg=llg 8)l5V1 gLV

6.1.2 Best Practices / &lwylaall Juosl
A. Detailed and Accurate Reporting / 183l Juodoell gLV

Ensuring that incident reports are detailed, accurate, and include all relevant
information. &l3 Ologleall gras Jeditiy d8ssg duade dlgzdl 45 5680 ol olewsd
dlall.

Examples: Including detailed descriptions of the incident, actions taken, and the
final resolution in incident reports. .8 3ziol| SlelyzVlg (sl duodo blogl renad

Golgdl j)las o Glgdl J=dlg.
B. Timely Reporting / cuwliaJl Q8gdl o gLV

Reporting security incidents promptly to ensure timely communication and
response. (isgll (b dylxiwllg Juolgill olawa) jeall e oVl &islgzll e LI
uw Liadl.

Examples: Implementing procedures that require incidents to be reported within a
specified time frame, such as within 24 hours of detection. §\u)l wllhii Slelys| Gudai
O LSV o delw 24 Jio 33z o) jlo| JU Sdlg=dl e,

C. Confidentiality of Reports / )8l & yw

Ensuring the confidentiality of incident reports to protect sensitive information and
maintain trust. &l (e Blaxllg dwlbuzdl Slogleal Gloz) Glgdl )l & jw o leus.

Examples: Using secure systems for storing and sharing incident reports to prevent
unauthorized access. Jgogll gia) Cidlgzdl )5 &) liteg ¢ i) dinl dalail olaziwl



6.2 Post-Incident Analysis / Glg=dl asy lo Jul=i

Post-incident analysis involves reviewing and analyzing security incidents to identify
lessons learned and improve future responses. de>lyo Gdlg=l a2y bo Jd=i Jouiy
dlidiuall SUlsiwll iy 85 eiuel] Gugydl aazi) duioll Eslg=dl Jud=is.

Purpose: To identify root causes, improve incident response procedures, and
prevent future incidents. .Glg=l) dlxiwVI Slelys| g @ il N VRS
dusiuall Glg=dl giog.

6.2.1 Components / OlgSell
A. Incident Debriefings / Dlg=Jl dislio Slud>

Conducting debriefing sessions with incident response teams to review the incident
and response efforts. sl deslye) Golg=l) 4lmiwll §)0 go didlio Sluds> <yl
4lxilwll >9429.

Examples: Holding debriefing meetings after significant incidents to discuss what
happened, what worked, and what could be improved. asy dislic Olelaizl ddc
dipwxi Sy bog iazi bog 1D Lo duinslied 8usdl Eidlg=ll.

ozl SVlze iy dilziwll G1y6 o dzzll disilly HK6UI.
B. Root Cause Analysis / )3l cuudl Jul=i

Investigating the underlying causes of security incidents to understand how and why
they occurred. ciias I3lalg @1sS agal duioll Eodlg=l) & )izl Gluwll (b Guaxill.

Examples: Conducting root cause analysis to identify vulnerabilities or process
failures that contributed to a security incident. &ly=il syaxi )il cud! Jd=5 <)yl
oV Eladl (b el Ul Sldesdl Olslas) ol.

C. Lessons Learned Documentation / 3>tuall jugyaJl §uigi

Documenting lessons learned from security incidents to improve future incident
response efforts. &lziwVl 398> Guwzd) oVl Sdlg=l o 83laiuwall jugy | Gaigi
duud el CJ.)|9.>.U.

Examples: Creating a lessons learned report that summarizes key findings and



recommendations for improving incident response. 83aiuwedl GugyJl a5 cliul

23lgl) il puast) Sluosily duniyll @l o,

6.2.2 Best Practices / Sluw)loo)l Juosl
A. Comprehensive Analysis / JoliJl Jul=il

Conducting a thorough and comprehensive analysis of security incidents to

understand all contributing factors. Jolg=)l gia> agal duieVl Gi3lg=ll Joli Ju=i clyol
dodd Luwadl.

Examples: Reviewing all aspects of an incident, including technical, procedural, and
human factors, to gain a complete understanding. s los (&I Liilg> o> deolyo

JolS agd e Jguazll iy inly dgilzVlg duisill Jolgsll clls.
B. Regular Review and Updates / dolhiia)l Syaxilly de>lyell

Regularly reviewing and updating post-incident analysis procedures to ensure they
remain effective and relevant. sUAiilL Golg=dl asy bo Jud=i Dlelys] Eyaxig deslyo
dbo Uldg dlws lgilsy leurd.

Examples: Updating analysis procedures annually to incorporate new
methodologies and address changes in the threat landscape. Ju=il Olely>| Eyaxi

Slapagill gt (b Olsill dallaog Sz Olizgio el lgiw.
C. Sharing Findings and Recommendations / Oluogillg ailill &)Lie

Sharing findings and recommendations from post-incident analysis with relevant
stakeholders to promote transparency and improvement. &luogillg ailidl 45, Liwe

obuzilly 48laill 53595 patizall dxbosll ol go Dalgal ay Lo Uil po.

Examples: Providing regular reports to management and other stakeholders
summarizing key findings and recommended actions. 3,5\ delaiio )&y ayids

loy sogall OlelyzVlg duus ! 2l yoxli g3Vl dxbowell wlxols.

Multiple Choice Questions:

1. What is the primary purpose of vulnerability scanning?

a. To conduct security audits



b. To identify known vulnerabilities in systems and applications
c. To train employees

d. To manage user accounts

2. What is penetration testing?

a. Creating new security policies

b. Simulating cyber-attacks to identify vulnerabilities
c. Conducting internal audits

d. Managing network infrastructure

3. Why are security audits important?
a. To document user activity

b. To evaluate and ensure compliance with security policies, procedures, and
controls

c. To train employees on security policies

d. To manage cloud-based services

4. What is the purpose of code review in security assessments?
a. To create new user accounts

b. To identify security vulnerabilities in source code and ensure best practices are
followed

c. To conduct penetration testing

d. To simulate real-world attack scenarios



5. What are some examples of vulnerability scanning tools?
a. SonarQube and Checkmarx

b. Nessus, OpenVAS, and Qualys

c. Nessus and Red Team exercises

d. Qualys and Ethical Hacking

Answers and Explanation:
1. b. To identify known vulnerabilities in systems and applications

Explanation: Vulnerability scanning involves using automated tools to identify known
vulnerabilities in systems and applications.cslgsl elaziwl duieVl Sl aute Jeuiy
Oliuhilly dadsill (o d6gymall Olyill oo &l

2. b. Simulating cyber-attacks to identify vulnerabilities

Explanation: Penetration testing involves simulating cyber-attacks to identify
vulnerabilities that could be exploited by attackers.&loxgll 8820 §lyisVI Wil Jouiy

osezlgall lglsing ol gSay il Ol ayaxd g ysIyl

3. b. To evaluate and ensure compliance with security policies, procedures,
and controls

Explanation: Security audits are important because they evaluate and ensure
compliance with security policies, procedures, and controls.lgiVl dage duioVl <slas il
duioVl bylgally Slely>Vlg & lhwlwd) JUieVl auniy plidi

4. b. To identify security vulnerabilities in source code and ensure best
practices are followed

Explanation: Code review in security assessments involves examining source code to
identify vulnerabilities and ensure best practices are followed.3anidl de>lyo Jouiy



el olawsg duioVl Slil 4= &) )suaedl 8jauidl joxs duioll Slagdill (w6 dyzo
Sl laad | Junsl

5. b. Nessus, OpenVAS, and Qualys

Explanation: Vulnerability scanning tools include Nessus, OpenVAS, and Qualys. Joxisi
dioVl Ol oo Slgol

Conclusion / deilzJI

Security assessment and testing are crucial components of a robust cybersecurity
strategy. By designing and validating assessment, test, and audit strategies,
organizations can identify and mitigate vulnerabilities, ensure compliance, and
improve their overall security posture. Conducting thorough security controls
testing, collecting and analyzing security process data, and facilitating effective
incident handling and recovery processes are essential for maintaining the integrity,
confidentiality, and availability of systems and data. Regular reviews, updates, and
continuous improvement efforts help organizations stay ahead of evolving threats
and ensure a proactive approach to security management.

A5 o il ol & 68 duzilyiw) duslwl OlgSe HizVlg oloVl Claydi s
Ciudsig LT Olwwsall oSy G8aills ,LisVly pwddll Slzwilyiwl ASUy paenns

o aSxill dloliy Ol ezl a2y pldl ioll lgsub g Guuxiy JUioll olowsg ly2ill
Sldacy Sslgxdl 2o Jlrall Joleill Juguiig oloVl Sldac Slily Julxig gozg ool
Sleslyadl xebwd Slilwlg dalsiVl Jslgig @ jwg doluw e Blaxll & g0 gol 85wl
dedb (o cladl ode Sluwioll Guuxill §yaiuwell dgg2lg Slisxily daliiiall
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These articles, once completed, will serve as a good introduction to
preparing for the certification. However, they are not sufficient on their
own and will require detailed preparation from the sources mentioned
at the end of each article.
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Development Life Cycle (SDLC), the application of security controls, the assessment
of software security effectiveness, the evaluation of acquired software's security
impact, database security, and the implementation of secure coding guidelines and
standards.
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Module Content Brief

1. Understand and integrate security in the Software Development Life Cycle
(SDLC) Sluzxoydll juahi 8> 8)93 (b plodl zodg ags

In this section, you'll explore how to incorporate security measures throughout the
Software Development Life Cycle (SDLC), ensuring that security is considered at
every phase, from planning and design to implementation, testing, deployment, and
maintenance.
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2. ldentify and apply security controls in software development ecosystems
Slzopl pobi Oliy (b loll bulgd Guoig iz

This section focuses on identifying, implementing, and managing security controls
within software development environments. It includes understanding the various
types of security controls and their roles in protecting software during development.
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3.  Assess the effectiveness of software security Olxo ! oloi dlles audy

Learn to evaluate the effectiveness of security measures implemented in software
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applications. This involves conducting security assessments, code reviews, and
vulnerability testing to ensure that security requirements are met.
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4.  Assess security impact of acquired software Slzopll yloVl 5l awdi
Sl

Understand how to assess the security risks associated with acquiring third-party
software. This includes evaluating the software's security posture, compliance with
industry standards, and potential vulnerabilities.
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5. Databases Security Slilwl aclgs olol

This section covers the security measures necessary to protect databases, focusing
on data integrity, confidentiality, and availability. You'll learn about database
encryption, access controls, and regular security audits.
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6. Define and apply secure coding guidelines and standards gulig & y=i
ooVl eyl yulsog SiloLi)

Explore the best practices for secure coding, including understanding and applying
secure coding standards and guidelines to prevent vulnerabilities such as SQL
injection, cross-site scripting, and buffer overflows.
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7.  Application Security Controls Gliuhil gl bulgs

Application security controls are measures designed to protect applications from
security threats and vulnerabilities. This section discusses various types of controls
including authentication, authorization, and input validation to ensure the security of
applications.
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1. Understand and integrate security in the Software Development Life
Cycle (SDLC) Slzxoydl pghi sbi> 8)9d o loVl zedg pgs

Security integration in the Software Development Life Cycle (SDLC) is essential to
ensure that software is developed with security as a core component. It involves
embedding security practices into each phase of the SDLC to protect against threats
and vulnerabilities.
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1.1 SDLC Components Olzoydl yygboi 8L 8y90 OligSe

The SDLC consists of several key phases, each with its own set of security
considerations. Understanding these components helps ensure that security is
maintained throughout the software development process.

Shlicl o degozes lgio JSI duusy Jolye ic o Slizoydl b 8l 8y gSi
Slzo ] i ddac Jlghb ololl e Blaxl lows b SlgSell 0ia ags adluy ool

1.1.1 Plan & Mgmt. Approval 4)>)| daslgallg oulnzill

This phase involves defining the project’s scope, objectives, and budget. It also
includes gaining management approval to proceed with the project. Security
objectives should be established at this stage to guide the development process.
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Example Jlio A development team defines security requirements for a new e-
commerce platform during the planning phase, ensuring that data protection and
compliance are prioritized from the start.
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1.1.2 Requirements Gathering Sllhiell o>

In this phase, the specific needs of the software are identified, including security
requirements. This ensures that the software will meet both functional and security
needs.
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Example JUo Gathering requirements for a healthcare application includes
specifying the need for encryption to protect patient data.
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1.1.3 Architecture & Design arennilly 8)lesll

During this phase, the overall structure of the software is designed. Security
architecture is developed to ensure that the software is built on a secure foundation,
incorporating security controls like encryption, authentication, and access controls.

cliy glous) dpioll §)lasl yola ply Slizmoyl) plall JSagll paauc e dloyall o3l
oSailly @3lawlly yadiill Jio ololl bulgud cpauss JM5 o ool gubl tle Ol
Jgogll o

Example Jl Designing a secure architecture for an online banking system includes
implementing multi-factor authentication and secure data storage.
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1.1.4 Development y gbill

In the development phase, the actual coding of the software takes place. Secure
coding practices must be followed to prevent introducing vulnerabilities into the



software.
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Example Jlis Developers implement input validation in a web application to
prevent SQL injection attacks.
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1.1.5 Testing ,Li>\|

Testing involves evaluating the software to identify and fix security vulnerabilities.
This includes both manual and automated testing methods such as penetration
testing, code reviews, and security scans.
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Example Jlio A security team performs penetration testing on a newly developed
mobile application to identify vulnerabilities before the application is released to
users.
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1.1.6 Deployment jidll

During deployment, the software is released to the production environment.
Security measures include configuring firewalls, applying security patches, and
monitoring the environment for any unusual activity.
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Example JlUo Deploying an online banking system with firewall rules to block
unauthorized access and monitoring tools to detect potential intrusions.
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1.1.7 Maintenance diluall

Maintenance involves regularly updating and patching the software to address
newly discovered security vulnerabilities and ensuring the system continues to
function securely.
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Example Jlio A company issues regular software updates for its operating system
to patch security vulnerabilities and improve system stability.
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1.2 Development methodologies y gbhil Olxgio

Development methodologies guide how software is developed, with security
integrated throughout the process. Different methodologies, like Agile and
Waterfall, have specific approaches to incorporating security.
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1.2.1 Agile Jibi

Agile is an iterative development methodology that emphasizes flexibility and
collaboration. Security is integrated continuously through practices such as secure
sprints and regular security reviews.
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A. Sprints OLuw



In Agile, development is divided into sprints, short periods during which specific
features are developed and tested. Security is addressed in each sprint to ensure
ongoing protection.
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Example JUo During a sprint, the development team implements multi-factor
authentication for a new feature, ensuring security is built into the process from the
beginning.
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B. Scrum Master )Suw 15l

The Scrum Master facilitates Agile processes, ensuring that security practices are
integrated into each sprint and that the development team follows secure coding
guidelines.
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Example Jlio A Scrum Master organizes a security review meeting at the end of
each sprint to discuss potential security issues and ensure they are addressed in the
next sprint.
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1.2.2 Waterfall J\.iJl

Waterfall is a linear development methodology where each phase must be
completed before moving on to the next. Security must be thoroughly integrated at
each stage since going back to previous phases is challenging.
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Example Jls In the Waterfall model, security requirements are fully defined during
the requirements phase, and security testing is conducted thoroughly during the
testing phase.
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1.2.3 DevOps Jusuinilg ygbdl

DevOps combines development, quality assurance, and operations into a continuous
integration and delivery process. Security is integrated as a shared responsibility
among all teams.
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A. Combine Dev, QA & Ops Sldasllg 8392l jlousng ygbil ged

In DevOps, development, quality assurance, and operations teams work together,
ensuring that security is a continuous and integrated part of the development
process.

0552 0l paudy las oo Slilaslly 839201 lassg pobill §36 st Jusuiuilly psbll (o
obill ddac o VolSiog haiuwe 2> oo

Example Jlio A DevOps team automates security testing during the continuous
integration process, catching vulnerabilities early in the development cycle.
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B. DevSecOps Jusuiiilly oloVlg yighnill

DevSecOps extends DevOps by explicitly including security as part of the
development and operations process, ensuring that security is built in from the start.
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Example JlUo A DevSecOps team implements automated security checks at every
stage of the software development pipeline, ensuring security is not an afterthought.
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1.2.4 Scaled Agile Framework guwgall Jiloi )bl

The Scaled Agile Framework (SAFe) applies Agile principles to large organizations,
ensuring that security practices scale across multiple teams and projects.
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Example Jlis A large enterprise uses SAFe to coordinate security practices across
various development teams working on different components of the same product.
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1.2.5 Certification Olblgidl

Certification in software development methodologies ensures that teams are trained
in secure development practices and can apply them consistently.
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Example Jlio A development team earns certification in Agile methodology,
ensuring they follow best practices for secure and efficient software development.
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1.2.6 Canary



Canary deployment involves releasing a small portion of software updates to a
subset of users before a full-scale deployment, allowing for real-world security
testing with minimal risk.
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Example Jlio A company releases a canary update of its new app version to 5% of
its users to monitor for security issues before rolling it out to everyone.
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1.3 Maturity models zuodl 23laJ

Maturity models assess the effectiveness and maturity of security practices in
software development. They provide a framework for continuous improvement.
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1.3.1 Capability Maturity Model (CMM) Ol)aall zuai z23g0i

CMM is a model that describes the stages of maturity in software development
processes. It helps organizations improve their processes by providing a structured
path for growth.
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Example JlUo An organization uses CMM to move from an ad hoc approach to
software development to a more defined and repeatable process.
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1.3.2 Software Assurance Maturity Model (SAMM) Olzoydl lowd uai gdged



SAMM provides a framework to assess and improve the security assurance level of
software development processes. It guides organizations in integrating security
throughout the development lifecycle.
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Example Jlio A company adopts SAMM to improve its software development
security by assessing current practices and identifying areas for improvement.
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1.3.3 Obfuscation iy guinill

Obfuscation involves making code difficult to understand to protect it from reverse
engineering and unauthorized access. It's used to safeguard intellectual property
and sensitive logic in software.
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Example Jlis A software company obfuscates its source code before releasing it to
prevent competitors from easily copying its proprietary algorithms.
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1.4 Operation and maintenance dluallg Jusuiuidl

Operation and maintenance involve ongoing security practices after software
deployment. This includes monitoring, patching, and regular updates to address new
vulnerabilities.
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Example Jlie A company regularly updates its software to patch newly discovered
vulnerabilities and ensure ongoing compliance with security standards.
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1.5 Change management u=ill 3,]

Change management is the process of managing changes to software in a
controlled and systematic manner. It ensures that security is not compromised
during updates or modifications.
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Example Jlis A change management process requires security testing and approval
before any changes are made to a live application, preventing unintended security
vulnerabilities.
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1.6 Integrated Product Team ziiell JoSiall gy ol

An Integrated Product Team (IPT) brings together members from different
disciplines, including security, to collaborate on developing and maintaining secure
software.
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Example JlUo An IPT for a new software project includes developers, security
experts, and operations staff, ensuring that security considerations are integrated
from the start.
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1.7 Disposal jalzil

Disposal is the process of securely removing software and its data at the end of its



lifecycle. It ensures that sensitive information is completely erased and cannot be
recovered.
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Example Jllo When a company decommissions an old software application, it uses
secure wiping methods to ensure all customer data is permanently deleted.
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Use Case: Secure Deployment of a New Web Application

A financial institution is developing a new web application for its customers to
manage their accounts online. The development team follows the SDLC, with a focus
on integrating security throughout each phase. After the development phase, the
team performs comprehensive testing, including penetration testing and code
reviews, to identify and mitigate vulnerabilities. Once testing is complete, the
application is deployed to the production environment with security configurations
such as firewall rules and monitoring tools in place. Regular maintenance is planned
to update the application and address any emerging security threats. By following
these steps, the institution ensures the secure deployment and ongoing protection
of its web application.
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Multiple-Choice Questions

1. Which phase of the SDLC involves defining the project’s scope, objectives, and
budget?



A. Development

B. Testing

C. Plan & Mgmt. Approval

D. Deployment

2. In which development methodology is the development process divided into
sprints?

e A. Waterfall
e B.Agile
e C.DevOps

e D. Scaled Agile Framework

3. What is the main focus of DevSecOps?
e A. Development and operations only
e B. Combining quality assurance and security
e C. Integrating security into the development and operations process

e D. Scaling security practices

4. Which maturity model assesses the security assurance level of software
development processes?

e A.CMM
e B. SAMM

e C.SAFe



e D. Waterfall

5. What is the purpose of obfuscation in software development?

A. To improve performance

B. To protect code from reverse engineering

C. To simplify code maintenance

D. To enhance user interface design

Answers and Explanations

1. C Plan & Mgmt. Approval is the phase where the project’s scope, objectives, and
budget are defined. Security goals are also set during this phase to ensure proper
planning for security measures.
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2. B Agile divides the development process into sprints, allowing for iterative
development and continuous integration of security practices.

oVl Slwylas zedg yhSWl il zawy los SBlu W] pehill diloc ylol panis
|y ol
slpeiwly

3. C DevSecOps focuses on integrating security into both the development and
operations processes, ensuring that security is a continuous priority.
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4. B The Software Assurance Maturity Model (SAMM) assesses and improves the



security assurance level of software development processes.
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5. B Obfuscation protects code from reverse engineering by making it difficult to
understand, safeguarding intellectual property and sensitive logic.

4uSLoall oz Loo pgdll o dlsz JU5 o dnuSsl duwaigll o 35Sl i gl (o
bl hielly & ySall

2. Identify and apply security controls in software development
ecosystems Slzoydl g Sl o gloll bulgs gulbig 3yaxi

Security controls are critical in ensuring that software is developed securely,
protecting it from potential threats throughout its lifecycle. These controls must be
identified and applied within the software development ecosystem to mitigate risks
and ensure robust security.
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2.1 Security Requirements LoV &lllnie

Security requirements are the foundation of a secure software development process.
They ensure that the software meets the necessary standards for confidentiality,
integrity, and availability, which are essential for protecting data and ensuring
system reliability.
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2.1.1 Confidentiality 4 yull

Confidentiality ensures that sensitive information is not disclosed to unauthorized
individuals or systems. It is typically enforced through encryption, access controls,
and secure authentication methods.
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Example Jlio A healthcare application uses encryption to protect patient records,
ensuring that only authorized personnel can access sensitive information.
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2.1.2 Integrity dolull

Integrity ensures that data is accurate and has not been tampered with. It is
maintained through checksums, digital signatures, and other validation mechanisms
that detect unauthorized modifications.
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Example Jlis A financial transaction system uses digital signatures to verify that
data has not been altered during transmission.
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2.1.3 Availability ,51gil

Availability ensures that systems and data are accessible when needed. It involves
implementing redundancy, backup solutions, and disaster recovery plans to prevent
downtime and data loss.
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Example Jlio An online service provider implements redundant servers and data



backups to ensure that services remain available even during hardware failures.
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2.2 Secure Design Principles ;o) paousil] 53leo

Secure design principles are guidelines that help developers build software that is
resistant to security threats. These principles include defense in depth, least
privilege, and fail-safe defaults, among others.
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2.2.1 Defense in Depth GosJl o gloall

Defense in depth is a security strategy that involves layering multiple security
measures to protect systems. This approach ensures that even if one control fails,
others will still provide protection.
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Example Jlio A company implements firewalls, intrusion detection systems, and
regular security audits to create a multi-layered defense strategy.
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2.2.2 Least Privilege OljlioVl o (id VI ozl

The principle of least privilege dictates that users and systems should only have the
minimum level of access necessary to perform their functions. This reduces the risk
of unauthorized access and potential misuse.
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Example JlU A database administrator is given access only to the specific
databases they manage, rather than the entire system, to minimize the risk of data
breaches.
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2.2.3 Fail-Safe Defaults dioVIl Olalyis)I

Fail-safe defaults ensure that in the event of a failure, the system defaults to a secure
state, minimizing potential damage. This principle is essential for maintaining
security during unexpected situations.
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Example Jlis A web application automatically logs users out after a period of
inactivity, ensuring that unauthorized users cannot access the system if a session is
left open.
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2.3 Programming languages and Secure Programming dio )| dzeyulg dzoydl Ol2)

Choosing the right programming language and following secure coding practices
are crucial for developing secure software. This section explores key aspects such as
input validation, session management, and polymorphism.
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2.3.1 Input Validation JG)l o o éxil

Input validation is a process that ensures that user input is checked for correctness



and security before it is processed by the application. This helps prevent common
security vulnerabilities such as SQL injection.
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Example Jlo A web application validates user input to ensure that it does not
contain any malicious code that could be used for an SQL injection attack.
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2.3.2 Session Management Sludll 3]

Session management involves handling the user sessions securely, ensuring that
they are not hijacked or manipulated by attackers. Proper session management
includes secure session tokens, timeouts, and protection against session fixation.
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Example Jlis A banking application generates a unique, secure session token for
each user session, which is invalidated after the user logs out.
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2.3.3 Polymorphism JSi¥l dasi

Polymorphism is a programming concept that allows methods to do different things
based on the object they are acting upon. In secure programming, polymorphism
can be used to enhance security by implementing different security measures
depending on the context.
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Example Jlis A secure application implements different authentication methods
depending on the user's role, utilizing polymorphism to tailor security to the user's
needs.
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2.4 Libraries OlLiSall

Libraries are collections of pre-written code that developers can use to save time
and effort. When using libraries, it is crucial to ensure that they are secure and do
not introduce vulnerabilities into the software.
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Example Jlio A development team uses a third-party encryption library that has
been thoroughly vetted for security vulnerabilities to ensure secure data handling.
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2.5 Tool sets SlgaVl Slegozo

Tool sets include the software and utilities used throughout the development
process, such as code editors, debuggers, and version control systems. Secure tool
sets are essential for maintaining the integrity of the development environment.
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Example Jlis A software development team uses a secure version control system
that tracks changes and ensures that all code is reviewed and approved before it is
merged.
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2.6 Integrated Development Environment dloSioll i gloill diy

An Integrated Development Environment (IDE) is a software suite that combines
common developer tools into a single graphical user interface. A secure IDE can help
prevent coding errors and vulnerabilities by providing features such as code analysis
and debugging.
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Example Jlio A developer uses an IDE with built-in security features like static code
analysis, which helps identify potential security issues during the coding process.
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2.7 Runtime Jusuidl Gidg

Runtime refers to the period during which a program is running. It is essential to
secure the runtime environment to prevent attacks such as buffer overflows, which
can occur when an application is running.
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Example Jlis A secure runtime environment includes safeguards such as runtime
memory protection to prevent attacks like buffer overflows.
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2.8 Continuous Integration and Continuous Delivery (Cl/CD) joiuwel pulwilly yoiuwall JolSil

Continuous Integration and Continuous Delivery (CI/CD) are practices that automate
the process of integrating code changes and delivering them to production. Secure
Cl/CD pipelines ensure that security checks are integrated into the development



process.
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Example Jlio A development team integrates automated security testing into their
Cl/CD pipeline, ensuring that code is continuously checked for vulnerabilities before
being deployed.
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2.9 Software Configuration Management &lzoydl (0955 8)l5]

Software Configuration Management (SCM) involves tracking and controlling
changes in the software. Secure SCM practices ensure that changes are properly
authorized, documented, and tested before being implemented.
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Example Jlio A development team uses SCM tools to track all changes to the
software, ensuring that only authorized modifications are implemented after
thorough testing.
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2.10 Code repositories >lgS VI Oledgiue

Code repositories are storage locations where developers can keep their code.
Secure code repositories prevent unauthorized access, ensure version control, and
protect the integrity of the codebase.
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Example Jlio A development team uses a secure, cloud-based code repository with
multi-factor authentication to ensure that only authorized team members can access
the code.

Jolg=ll 833510 d83Lowll go @bl (e ail5 ol 5lgST g3gime gl §1 3o @iy
SleS Ul (I s gl 2 raall 1,8l chacl Jguog lown)

2.11 Application security testing & laulnil L-,Loi Ol lis|

Application security testing is essential for identifying vulnerabilities within software
before it is deployed. There are various types of testing, including Static Application
Security Testing (SAST), Dynamic Application Security Testing (DAST), and Interactive
Application Security Testing (IAST).
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2.11.1 Static Application Security Testing (SAST) duWl Olaulnill Ql.oi Hlis

SAST involves analyzing the source code of an application to identify potential
security vulnerabilities without executing the code. It helps detect issues early in the
development process.
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Example Jlis A development team runs SAST tools on their codebase to detect and
fix security vulnerabilities before moving on to the testing phase.
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2.11.2 Dynamic Application Security Testing (DAST) O laubhil L','.oi Huis
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DAST involves testing the running application to identify vulnerabilities that occur



during execution. This method helps uncover issues such as cross-site scripting (XSS)
and SQL injection.
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Example Jlis A security team conducts DAST on a web application to identify and
remediate issues like cross-site scripting (XSS) before it goes live.
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2.11.3 Software composition analysis, Interactive Application Security Test
(IAST) Slizoydl SligSe Julzig (eladl Ol olol jLis!

IAST combines elements of both SAST and DAST by analyzing an application in real-
time as it is running, providing a comprehensive view of security vulnerabilities.
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Example Jlio A development team uses IAST tools to analyze their application in
real-time during testing, ensuring that both code-level and runtime vulnerabilities
are addressed.
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Use Case: Integrating Security Controls Across the Development Lifecycle go» :plaxiw)l di>
Jobill 3L 8y93 e oloVl bulgs

A financial software development team is tasked with creating a new online banking
platform. Security is a top priority, so they begin by identifying security requirements
based on confidentiality, integrity, and availability. During the design phase, they
implement secure design principles like defense in depth and least privilege. They
choose a programming language that supports input validation and session
management to further secure the application.



The team leverages a secure Integrated Development Environment (IDE) with built-in
security features and uses SCM tools to track all code changes. During development,
they regularly use SAST tools to identify potential vulnerabilities in the codebase.
Once the application is running, they perform DAST and IAST to ensure runtime
security.

Finally, the team uses a secure code repository with multi-factor authentication to
protect the integrity of their codebase. Throughout the CI/CD pipeline, security
testing is automated to ensure continuous security validation.

This comprehensive approach ensures that security controls are integrated across
the entire software development lifecycle, protecting the platform from potential
threats and vulnerabilities.
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Multiple-Choice Questions

1. Which security principle focuses on providing minimum necessary access
to users?

e A. Fail-Safe Defaults



e B. Defense in Depth
e C. Least Privilege

e D. Continuous Integration

2. Which type of security testing analyzes an application without executing
the code?

A. DAST

B. SAST

C. IAST

D. SCM

3. What is the main goal of using secure programming languages in
software development?

A. Increase application speed

B. Simplify code management

C. Reduce security vulnerabilities

D. Improve user interface design

4.  Which of the following is NOT a secure design principle?

A. Defense in Depth

B. Least Privilege

C. Fail-Safe Defaults

D. Open Access



5. What does Continuous Integration (Cl) primarily focus on in the
development process?

e A.Integrating code changes automatically
e B. Delivering code to production manually
e C. Writing code without version control

e D. Securing runtime environments

Answers and Explanations

1. 1 C Least Privilege

Explanation: The principle of least privilege ensures that users are granted the
minimum level of access required to perform their tasks, reducing the risk of
unauthorized access or damage. sl ;roaxiutall zio ousy JSYI SljlioVl 1iue
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2. 2 BSAST

Explanation: Static Application Security Testing (SAST) analyzes the source code of
an application without executing it to identify potential security vulnerabilities. izl
dlaizal] duioVl Oly=ill ayaxd 03udii 590 Gudaill jauowll 39S sy @l Slaudnaill Lol

3. 3 C Reduce security vulnerabilities

Explanation: Secure programming languages help minimize security vulnerabilities
by providing features that prevent common coding errors and protect against
attacks. giei Ulie yu697 JUS o duieVl Olypill Judi (b dioll dzoydl Ol acbug
Olozgll o raxig dsilill dzoyll clos



4. 4 D Open Access

Explanation: Open Access is not a secure design principle. Secure design principles
include defense in depth, least privilege, and fail-safe defau_lts, which focus on
minimizing security risks. 0Vl areuaill ol ;loll arawail Iawe yuw 7 gidell Jgogll
Julai ode 58,5 il dioVl duslyisVl SlslacVlg sVl SllioVly Goasdl (b glo | Jouisi
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5. 5 AlIntegrating code changes automatically

Explanation: Continuous Integration (Cl) focuses on automating the integration of
code changes, allowing developers to detect and fix issues early in the development

process. woliisSh gl zowy los 393l Oy 7o il e ol Jo Bl 1Sy
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3. Assess the Effectiveness of Software Security | & lizo Ql.oi dlles audy

Assessing the effectiveness of software security involves evaluating the measures
and controls in place to protect software from threats and vulnerabilities. This
ensures that the software remains secure throughout its lifecycle and that any
security gaps are identified and addressed promptly. This process is crucial for
maintaining the integrity, confidentiality, and availability of software systems.
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3.1. Auditing and Logging of Changes | Olpusil Juzuwig gu821l

Auditing and logging are critical components of software security that provide
visibility into changes made to software systems. Auditing involves reviewing and
analyzing logs and records to ensure that software changes comply with security
policies and standards. Logging, on the other hand, involves the systematic



recording of events and changes in the software environment, allowing for real-time
monitoring and historical analysis.
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Example 1:

Consider a financial application that handles sensitive transactions. Each change in
the application, whether it is a code update or a configuration change, is logged.
Security audits are conducted regularly to review these logs and ensure that all
changes adhere to the company’s security policies. If a suspicious change is
detected, it is flagged for further investigation.
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Example 2:

In an e-commerce platform, all modifications to customer data, such as changes to
payment information or shipping addresses, are logged automatically. These logs
are reviewed periodically by the security team to ensure that no unauthorized
changes have occurred. If any irregular activity is detected, it is flagged and
investigated to prevent potential fraud or data breaches.
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Example 3:

A large enterprise uses a centralized logging system that aggregates logs from all its
software applications. This system allows security teams to monitor changes across
the entire organization in real-time. For instance, if a configuration file for a critical
application is modified outside of normal business hours, the system triggers an



alert for immediate review and action.

Slaphi graz o DMzl grozi pody ($53Sye Jazud ol )08 duwge o3l

duw el clxil groz b Olueill dslie ooVl §ya) pUsil 1ia aui) g1 doldl Slize !
Olelw 2,1 2> G (19S5 calo Jyasi @3 15] JUedl Jw e (wall S8 gll (no
Slely>Vl Sl & g0l dnxlyal) s Jusiiy pUsil oy &1l Jasll

3.2. Risk Analysis and Mitigation | lgio cauaxillg yblrall Jul=i

Risk analysis involves identifying potential security risks in software and evaluating
their impact and likelihood. This process helps in understanding the vulnerabilities
that could be exploited and the potential consequences. Mitigation strategies are
then developed to reduce or eliminate these risks. Effective risk analysis and
mitigation ensure that security threats are managed proactively, minimizing their
impact on the software system.
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Example 1:

In a healthcare system, patient data is highly sensitive. Through risk analysis, the
system identifies potential threats such as unauthorized access to patient records. To
mitigate this risk, the system implements strong access controls, encryption, and
regular security updates to protect patient data from unauthorized access or
breaches.

3oy yblxell =i JUs o dwlbwdl 835300 oyell Sl oS dusuall leyll plai (o
0ia Juldid soyell HMzw Gl 4 2 roell jue Jgo gl Jie daizall Slayagill o Uil
Sily Gloz) dalbiiie dyiol Oilijag ubiiis 4198 Jguog bulgwd plaill daiy s lall
SBlisl gl 4 2 pasll e Jgosll po dyall

Example 2:

In a banking system, risk analysis identifies that using outdated encryption protocols
could expose customer transactions to interception. To mitigate this risk, the bank
upgrades its encryption standards to the latest industry-approved protocols,



ensuring that all data transmitted between the bank and its customers is securely
encrypted.
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Example 3:

A software company developing a new healthcare application performs a risk
analysis to identify potential threats to patient data. They discover that improper
access control settings could allow unauthorized personnel to view sensitive patient
information. As a mitigation measure, the company implements role-based access
control (RBAC), ensuring that only authorized medical staff can access patient
records.
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Use Case | db> duwl)>

In an enterprise software development project, the security team conducts a
comprehensive risk analysis to identify potential threats to the software being
developed. They identify that unauthorized changes to the software could lead to
data breaches. To mitigate this risk, they implement a robust auditing and logging
system that tracks all changes made to the software. Regular audits are conducted
to ensure compliance with security policies.
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Multiple-Choice Questions

1. Which process involves reviewing and analyzing logs to ensure software
changes comply with security policies?

A. Risk Analysis

B. Auditing

C. Mitigation

D. Logging

2. What is the primary goal of risk analysis in software security?

A. Improve user experience

B. Identify and evaluate security risks

C. Increase software speed

D. Automate software testing

3. Which of the following is a key component of effective risk mitigation?

A. Strong access controls

B. Code optimization

C. User interface design

D. Feature enhancement

4.  What does logging in software security primarily help with?

e A. Recording events and changes



e B. Improving software performance
e C. Managing user roles

e D. Developing new features

5. Which of the following is a common outcome of a security audit?

A. Identification of compliance issues

B. Increased software functionality

C. Improved user interface

D. Faster code execution

Answers and Explanations

1. 1 B Auditing

Explanation: Auditing involves reviewing and analyzing logs and records to ensure
that software changes comply with security policies and standards. 183Ul  ouniy
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2. 2 B Identify and evaluate security risks

e Explanation: The primary goal of risk analysis is to identify potential security risks in
software and evaluate their impact and likelihood. 3= ga yblxedl Jd=i (o uuiydl oagll
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3. 3 A Strong access controls

Explanation: Strong access controls are a key component of risk mitigation, helping
to reduce or eliminate security risks by restricting unauthorized access. ulg.o
ol duioVl Jblxall Julas o debwi Cus yblxall canasi) uddy 550 o & g8ll Jguogll



@ z poell pe Jeogll ausi JUs o lgde cladll

4. 4 A Recording events and changes

Explanation: Logging helps with the systematic recording of events and changes in
the software environment, allowing for real-time monitoring and historical analysis.
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5. 5 A ldentification of compliance issues

Explanation: A common outcome of a security audit is the identification of
compliance issues, which can then be addressed to improve the overall security
posture. lgizdles Say illg JliieVl S\MSuie 33 (b (ol §ud il dsilid] dsuil]
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4. Assess Security Impact of Acquired Software | Syl lol 5l auds
Sl

Assessing the security impact of acquired software is a critical process in
safeguarding an organization's environment from potential vulnerabilities. This
assessment ensures that any software integrated into the system aligns with the
organization’s security standards and does not introduce new risks. The process
involves evaluating vendors, assessing contracts, and analyzing different types of
software, including COTS, open-source, third-party, managed services, and cloud
services.
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4.1. Acquire Software | Olizoydl wlwis|

Acquiring software involves selecting, evaluating, and implementing software
solutions that meet the specific needs of an organization. A thorough security
assessment during this phase ensures that the selected software does not introduce
vulnerabilities.

duwgall OLE! (ali Ul Olizoydl Jol> Juaidy pndiy izl Olzeydl Gluwis| Geusdy
Sl paii VU 8y lixell Slmeydl of @ el 0in JU5 Jolidl (aioll andill cponsy 53250l

4.1.1. Assess Vendors | jusill pudi

Vendor assessment is crucial for determining the security posture of the software
provider. This involves evaluating the vendor's security practices, history of incidents,
compliance with industry standards, and ability to support the organization'’s
security needs.

a3 enaiy . Olize ] dg3e) Gloll guog i dred VI @Il yol ussll audi
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Example: | JUe:

A healthcare provider considering a new electronic health records (EHR) system
conducts a vendor assessment by reviewing the vendor’s past security incidents,
certifications like HIPAA compliance, and security support capabilities.

e eyl gy SVl dumuall SVzl) a2 pUbd o 59y sl dall Gleyll pado pody
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4.1.2. Contract SLA | adsl doazl $gime duslasl

The Service Level Agreement (SLA) outlines the expectations and responsibilities
between the organization and the software vendor. It should include specific clauses
addressing data protection, incident response, and compliance with relevant
regulations.
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Example: | JUs:

A financial institution negotiates an SLA with a software vendor that includes
mandatory encryption standards and stipulates a maximum 4-hour response time to
any security breach.

Juleo Gouali Slzoydl 3910 &e doazdl giuwe ddlail de joglaidl ddle dwwgo pg8i
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4.2. Commercial Off-The-Shelf (COTS) | 83l Olzoyul

COTS software is pre-built and available for purchase by the general public. While
cost-effective and widely used, it may not always align with specific security
requirements, necessitating a thorough security review before adoption.

oo aiyll Gle plell jggazdl s (o clpill) doliog Sale Slzxoy (o 80l Szl
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Example: | JUe:

A government agency planning to use COTS software for document management
conducts a detailed security assessment to ensure compliance with internal security
policies and regulations.

ool anii el 35Ul 5)15) 83a ] Slizoydl plaziw) bhinzi diegS> Sy pgii
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4.3. Open Source | jauoell d&>gide Olzoyl

Open-source software provides access to its source code, which users can modify
and distribute. While it offers flexibility and transparency, it requires a rigorous
security evaluation to identify and mitigate potential vulnerabilities.

oo iitusall Sy il dyynonll il Wl Jeosll yraall dgise Slimeyll a
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Example: | JUe:

A tech company decides to integrate an open-source library into its new application.
The security team conducts a code review and tests for known vulnerabilities to
ensure the library is secure.

dnzlpay ololl G136 egiy ayazdl lgiudnd (b jsucall d>gite diiSe god Ay &5 ) ydi
iSall glol o ST dsgymall iyl lisly 8yadll.

4.4. Third-Party | 2JWI wo,bll

Third-party software, developed by external vendors, is often integrated into existing
systems. Security assessments are essential to ensure that the software does not
introduce vulnerabilities or compliance issues.

8392g0ll dalaill (6 Gz usil Jib oo by gbi a7 (il Slizeyddl s ey Lo lle
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Example: | JUs:

A retail company using a third-party customer relationship management (CRM)
system conducts a security audit to ensure it complies with data protection
regulations.

ol §1535 eyl U Goypbll ol clasl SBMe 8)ls] ol pasiwg djes & 5 pgdi
AUl dlos zilgl JUioVl o Loss.

4.5. Managed Services (e.g., Enterprise Applications) | Slaubil Jieo) 8)laell Oleazll

Managed services, such as enterprise applications, involve outsourcing IT functions
to a third party. While this can increase efficiency, it also requires close monitoring
to ensure that security standards are maintained.

ilbg) duz)ls j3bowy dilsiw VI duuw §odl Sl Jie 8)laedl Oloasdl Jouid

TV 8elaSl oo 33 of oSer <3 ol oo el wde .l oyb I Ologleall Lizglgiss
ololl ulse oo Blasdl ylowa) dass dislyo wilbi.



Example: | JUs:

A large enterprise outsources its ERP system to a managed service provider,
ensuring that the provider adheres to strict access controls and encryption
standards.

393l o3l ol olowss) lgy poldl ol lab doss dgie dilsiwll 8yuS duwdo o
il yoleoeg doylall Jguogll bulguay.

4.6. Cloud Services | duluudl Oloazll

Cloud services, including SaaS, laaS, and PaaS, offer scalable and flexible solutions
but introduce unique security challenges. Security assessments must focus on data
protection, access controls, and compliance with relevant standards and regulations.

WJoyogll bulgog (bl Glos e duioll Slomdill 3555 ol waz 280546 duiol Glaxi
dball Ol wlglly yulsal) JlioVls.

4.6.1. Software as a Service (SaaS) | doaxS Olizopll

SaaS delivers software over the internet, eliminating the need for local installation.
Security considerations include ensuring that the service provider implements strong
data protection measures and complies with applicable regulations.

Jeoudti . ol | il | do ] sty Lo iy iG] jue Slizopdl doaxS Sliso | 0245
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Example: | JU.:

A small business adopts a SaaS-based HR management system and ensures that the
provider uses encryption for sensitive employee data and complies with GDPR.

ol oeuriy 40138 Slmoydl ol wiladl &) jandl 5)lgall 8)15] p Ui 8 a0 &S b s
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4.6.2. Infrastructure as a Service (1aaS) | doa=S dyizill dyinl



laaS provides virtualized computing resources online. Security measures include
configuring the infrastructure securely and ensuring that the service provider offers
robust security controls like firewalls and intrusion detection systems.

0955 dwio VIl ool Jeins .6yl yue duolyisl duwgs 3)lge doass dyizdll dul y64i
Wl olyasdl Jie @98 olol bnylgud deazdl dgie pady ol lawdg cpol JSuiy dyizall duidl
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Example: | JUs:

A tech startup uses an laaS platform to host its application. The startup configures
the infrastructure with strong access controls and network segmentation to protect
against unauthorized access.

Lgdudhi dslaiwl doassS duizil dudl doie lzglgiSil Jlxo o &bl 4S5y o A
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4.6.3. Platform as a Service (PaaS) | doJa3S daioll

PaaS provides a platform for developing, deploying, and managing applications
without worrying about the underlying infrastructure. Security assessments should
focus on the platform’s ability to support secure development practices and
integrate with existing security controls.

dyizll dxil olin @l o> Olapbdl 8]y riig yshil daie doaxS duaiall yogi
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Example: | JUs:

A financial services firm uses a PaaS environment to develop a new mobile banking
app, ensuring the platform supports secure coding practices and integrates with the
firm's security infrastructure.
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Use Case: Comprehensive Assessment of a Cloud-Based CRM Solution | pudill :dl> dwly>
4l e 2l cMasdl SBMe 8] J=d Jolind]

Scenario: A medium-sized retail company decides to adopt a cloud-based CRM
solution to manage customer interactions, sales, and marketing campaigns. The
company's security team is tasked with assessing the security impact of this new
software acquisition.

Steps Taken:

A medium-sized retail company decides to adopt a cloud-based CRM solution to
manage customer interactions, sales, and marketing campaigns. The company's
security team is tasked with assessing the security impact of this new software
acquisition.

Steps Taken:

1. Vendor Assessment: The team evaluates the CRM vendor's security posture,
examining their compliance with industry standards like GDPR and ISO 27001. They
also review the vendor’s history of security incidents and their response strategies.

szl pglliiel yozs JUs o plaill sg3al ololl g0 pndls §uyall pois @I puds
alziwV S lzwilyiwly 2L ol dioll Exlg=dl &)U dezlyas g0gd WS dicliall

og M.

2. SLA Negotiation: The company negotiates a Service Level Agreement (SLA)
that includes stringent data protection clauses, incident response times, and
penalties for non-compliance. The SLA ensures that the CRM provider adheres to
the company’s security requirements.

ol doazdl Soiwe axslail ol &Sl Ubglaii deasl Sgiue aslail (e goglaill
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3.  Security Evaluation of the SaaS Model: Since the CRM is delivered as a SaaS,
the team ensures that the service provider uses strong encryption for data at rest
and in transit. They also confirm that access controls and multi-factor authentication
are in place.
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4. Integration with Existing Systems: The security team assesses how the CRM
system will integrate with the company’s existing infrastructure, ensuring that it does
not introduce vulnerabilities. They implement additional controls, such as secure
APIs and data loss prevention (DLP) solutions.

aldl izl duill go pUsill JolS5 duauS o loVl §u 6 puty :ddladl dabbiVl go JolKill
dzoy Dlgzly Jio d1slo] bulssd Sudiiy gsesiy diel Olygi ey V &l glaws) & piul
SLLl laas gie Jgl=g dio V| & leuudnill (DLP).

5. Continuous Monitoring: The company establishes a continuous monitoring
strategy to regularly assess the CRM system's security, including periodic audits,
vulnerability scanning, and compliance checks.

o5 Loy colaiih plai Lol audil 8yeiuie dislye duzuilyiml &S il gui :8yaiuall diblyall
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Outcome: The retail company successfully integrates the cloud-based CRM solution,
enhancing its customer relationship management while maintaining a strong
security posture. The thorough assessment and ongoing monitoring help prevent
potential security breaches and ensure compliance with industry regulations.

Lo «zlaiy dload] (e wilad] Mol SN 8)ls] plbi zosy @jzill &S i pgii :dzuiill
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Multiple-Choice Questions

1. Which of the following is NOT typically included in a vendor security
assessment?

A. Reviewing past security incidents

B. Assessing compliance with industry standards

C. Evaluating the vendor's marketing strategies

D. Reviewing the vendor's security policies



2. When negotiating a Service Level Agreement (SLA) for acquired software,
which aspect is most critical?

e A.Vendor's market share
e B. Data protection clauses
e C. Software user interface

e D. Pricing structure

3. What is a primary security concern when using Commercial Off-The-Shelf
(COTS) software?

e A. Customizability
e B. Cost
e C. Security alignment with organization’s needs

e D. User interface design

4.  Which type of software requires rigorous security evaluation due to its
transparency and flexibility?

e A.COTS
e B. Open-source
e C. Third-party

e D. Managed services

5. What is a key security measure when using Infrastructure as a Service
(laaS)?



A. High availability

B. Configuring the infrastructure securely

C. User experience design

D. Marketing potential

Answers with Explanations

1. C. Evaluating the vendor's marketing strategies \VVendor security
assessments focus on evaluating security practices, incident history, and compliance,
not marketing strategies.

LVl Slwylos awdi oo Ji s gl Slizailyiwl e pusill) dieVl Slagdill 58,5V
JUieVlg islg=dl &, Us.

2.  B. Data protection clauses SLAs must include strong data protection clauses
to ensure the security of the acquired software.

<

Slzoydl olol olesa) SULW! dlasd @66 3 gy doszdl Sgiue ST Qewnis ol wzy
duiSall.

3.  C.Security alignment with organization’s needs COTS software may not
always align with specific security requirements, which necessitates a security review.

duiol dnlyo opbiny Loo 33zl duioll Ollbiall go Lails 8yl Olizo ! (islods U 16,

4.  B. Open-source Open-source software, while flexible, requires thorough
security evaluations to mitigate potential vulnerabilities.

oo ciuazill dlolis duol Olowi lgiigre o aeyl wle jroall d>gite Olzopll willnis
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5.  B. Configuring the infrastructure securely Securely configuring laaS
infrastructure is essential to protect against unauthorized access and other security
risks.

1 Jgogll po dlaxl) 950 ol ol JSuiy doaxS dyixill duinl) dyizill duinl] (955 32
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5. Databases Security - Sllwl aclgs ool

5.1. Access Control in Databases - OLll aclgs (o Jgogll (o oSl

5.1.1. Role-Based Access Control (RBAC) - )9l (e zly Jgogll (o oSl

Definition: Role-Based Access Control (RBAC) is a method of regulating access to a
database based on the roles of individual users within an organization.

ode 2l Sl 328 (Il Jguog)l audaii) dy b g jgall e 2l Jguogll (b pSxxill
dariall U315 o sziell lgsl

Examples:

e A database administrator has full access, while a data entry clerk has limited access to
specific tables.

Wl 35350 Jsuog ULl Js] wils ) e wdolS Jsuog ULl 81ck Jggune s
digso Jglax

5.1.2. Mandatory Access Control (MAC) - !Vl Jgogll (o pSxill

Definition: Mandatory Access Control (MAC) is a strict access control method where
the operating system or database management system enforces access rules based
on predefined security policies.

ol yoyiy s Jguogll (o aSxill doylo )b 9o (ol Jguogll (b pSmll
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Examples:

e Military databases where access is determined by security clearance levels.

oVl 2 ;o] Sl giue douwley Jaogll 1 aly Sy &) ySausdl SLLWI sclgd

5.1.3. Discretionary Access Control (DAC) - a8l Jgogll (o oSl

Definition: Discretionary Access Control (DAC) allows the owner of the database or
specific data to control who has access to it.

oo wé @Sall 83azall SULWI gl Sl 8acls o) momy sl Joogll (b oSl
Ll Jgooll 3> ]

Examples:

e A database owner granting specific users permission to access or modify certain data.

leasi of duso Sl Wl Jgogl) B3] gusamall roaziuwall aies SUlwl 5acls clilo

5.2. Data Encryption - SULWI e

5.2.1. Transparent Data Encryption (TDE) - SUlul) wladdl ypadidl

Definition: Transparent Data Encryption (TDE) is a method used to encrypt database
files at the storage level without requiring changes to applications.

Slapdnill e Sl clyzl Gl @l ggo ou sl

Examples:

e Encrypting a database's storage files to prevent unauthorized access to data if the physical
files are compromised.

Shizl dbb (o Sl (Il @ 2 jowedl e Jgogll gied OLLWI 8acls 33 Olado juadn
ddsall Slalell

5.2.2. Field-Level Encryption - Ja=Jl $giwoe pbii



Definition: Field-Level Encryption encrypts specific fields within a database, allowing
for more granular control over data security.

5> 4iST BSsu auiy Lo Lkl 8acls U3l dixno Jogb> yuiuity ooy Jisd| Sgiue yuédsy
SUll lol (o

Examples:

e Encrypting the "credit card number" field within a database table.

SLdl 8acls Jgaz S5 "ol dSlny p8)" Ja> o

5.2.3. Column-Level Encryption - dgoslJl $giue yrouini

Definition: Column-Level Encryption encrypts entire columns of data in a database,
which can be useful for securing sensitive information.

oy sillg ULl 8acls (6 ULl o dolS Bracl jaiini pgiy dganll Sgiue yrduis
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Examples:

e Encrypting the "Social Security Number" column in a table to protect this sensitive
information.

bl Ologlsall 030 &land Jgaz (b "claizVl lousll a8)" sgoc yisii

5.3. Database Activity Monitoring (DAM) - SULwl 3acls bliy dslye
5.3.1. Real-Time Monitoring - i)l Jsgll o duslyell

Definition: Real-time monitoring involves continuously observing database
activities to detect and respond to unauthorized actions immediately.

oVl LSV lypeiwl SUlwl $aels douisl duslyo ounii dudzdl s gl (b adlyell
bed lgdde )l g1 2 raell juc

Examples:

e Detecting a SQL injection attack as it occurs and blocking it in real time.
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5.3.2. Audit Logs - g0l O\Mzw

Definition: Audit logs record all database activities, providing a historical record
that can be reviewed for security and compliance purposes.

dizzlyo Sey Gz, b Voww 1660 oo «Uilwl 5acls douinl guoz Jouus §u8 201 Mo
JUioVlg oloVl yolyel

Examples:

e Reviewing audit logs to trace the source of a data breach.

SLLl gl jauoe il §u6adl OMow deslye

5.3.3. Behavioral Analytics - ¢Jgludl OMul=y

Definition: Behavioral analytics involves analyzing patterns of database usage to
detect anomalies that may indicate security threats.

26 ol Oldgiuidl LSy SULwl sacls plasiwl bloil Juds ousii oludl OMlydos
dgiol Cilagagi ol yuiss

Examples:

¢ Identifying unusual access patterns that suggest an insider threat.

w313 3207 Wl i dple e Jguog bleil 1z

5.4. Database Components - Slilwl 3acls SligSe

5.4.1. Hardware - 53g>\l

Definition: Hardware refers to the physical devices that support the operation of
the database, including servers, storage devices, and network equipment.

p3lg3dl el b lay (ULl 82cls Jasid acsd il dysladl 832V1 (Jl 8392V i
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Examples:

e Servers that host the database and storage arrays where the data is stored.

lgas SULI oy pio Ul oo 3l Slegaong SLlwl 8acls capanig (il polg=ll

5.4.2. Software - golyl

e A. Database (OLLIl aclgs):

Definition: The database is the organized collection of data that is managed and
accessed by a database management system (DBMS).

5)15] ol oy lgdl Jguoglls Lgiylsl ey Sbll o daliis dcgame o Uil acls
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Examples: Oracle, MySQL, Microsoft SQL Server.

e B. Tables (JglaxJl):

Definition: Tables organize data into rows and columns, with each row representing
a record and each column representing an aspect of the data.

Gls sgec JS Jiosg Vo o JS Jioy s bracly oginn (o Ll abais Jglazl
AUl o

Examples: A table called "Customers" with columns for CustomerID, Name, and
Address.

Sleisdly (ol 8 ymal) saacl (e giz "cMas)l" oy Jgiz

e C. Rows = Tuples / Records (O\xull / Sloaud] = ogtunll):

Definition: Rows in a database table represent individual records, with each row
containing data for a specific instance of an entity.

Sbly wle cao JS clgisl go wdssyall SVawdl Jiod OULWI $acls Jgaz b wogiall



oSl o 83320 A
Examples: A single customer's details within the "Customers" table.

Mol Jgi> S5 25lg Jree Juolai”

¢ D. Columns = Attributes (Olowdl = 320cV):

Definition: Columns in a database table represent the attributes of the data stored
in each row, such as "Name" or "Email Address."

ol "awlI" Jio wiuo JS (b dipall SLLl Slaw Jied Ll $acls Jgaz (b 8aaclll
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Examples: The "Name" column in the "Customers" table.

Aosll" Jgaz b "aull" 3g0c”

e E. Fields (JgaxJl):

Definition: Fields are the individual data points at the intersection of a row and a
column.

sgaslly call gl aic &3ya)l &bl bl (o Jgazl

Examples: The field containing the name "John Doe" in the "Name" column of the
"Customers" table.

cMasl" Jgax "ol dgac (6 "93 92" pwll e sgix sl Jaz]I"

e F. Primary & Foreign Keys (d>)l3J] zuilaally duwbwll zuilaall):
-Primary Key (,wlwdl zlidoll):

Definition: A unique identifier for each record in a table, ensuring that no two rows
have the same value in the primary key column.

cwlwll zlidall sgac (8 aadll )1ST pac audy (Jgall (b Jzw JSI 2438 820



Examples: The "CustomerlD" field serving as the primary key in the "Customers"
table.

Mosl” Jgaz (6 wlil 2liaeS Josu sill “Jrasl oymo” Ji>"

-Foreign Key (>l glidall):

Definition: A field in one table that uniquely identifies a row of another table,
establishing a relationship between the two tables.

orgazdl  d8Me asdyg 3l Jgaz b s 36 JSuiy Sy aolg g wé Jis

Examples: The "OrderID" field in the "Orders" table that references the
"CustomerID" in the "Customers" table.

Mosll" Jgaz (xd " Jaesll Gymo” ol iy 531 "L Jgaz b "albll Gym0” Jis'

5.4.3. Language (SQL) - 41l (SQL)

Definition: Structured Query Language (SQL) is the standard language for
interacting with relational databases, allowing for querying, updating, and managing
the data.

2l bowo dusilMedl SLLl aclgd go Jelaill duwlbia]l delll o dadSugll OloMiw)| de
SGLl 8yblg «Cyaxi o Uil

Examples:

e Using SQL to retrieve all records from the "Customers" table.

Mosll" Jgaz o Ozl grez 3l3yiwd”

5.4.4. Users - (juod3iuell

Definition: Users refer to the individuals or processes that interact with the
database, each potentially having different levels of access.

25 pgio JSg «Ulul acls go Jelaty (il Oldasl gl sho Ul Gl gy ool
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Examples:

e Database administrators, data analysts, application users.

il (oazdiie (Ul (o (ULl 5228 (Joguo

5.4.5. Data - OLLJI

Definition: Data is the information stored within the database, organized into
tables, and accessed or manipulated through queries.

airg Jglaz b lgeudsis aly il «lill 3acls J5ls dijzall Ologlsall (o Ll
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Examples:

e Customer names, order histories, product details.

Slxiiadl Joolss «lladl 20,6 Mol cloww]

5.5. Maintaining Integrity of Data - SULW| doMw e blazll
5.5.1. Concurrency - ;ol3Ul

Definition: Concurrency in databases ensures that multiple users can access and
modify the data simultaneously without causing inconsistencies.

AUl Wl Jgog)l o oozl oo dasdl ySaiy ol ceui OULWI aclgs (6 opolsill
SLasls (b il o9 Bl udi o lalasig

Examples:

e Multiple employees updating customer records at the same time without data conflicts.

5.5.2. Locks - JlasVl



Definition: Locks are mechanisms that prevent simultaneous access to data by
multiple users to ensure consistency and integrity.

o) o r3e Bac Ji8 g Ul ] pelsiall Jswosll glad ST o JsYl
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Examples:

e A row-level lock that allows one transaction to update a record while preventing others
from accessing it.

Jsosll go o3Vl giey Lain Jzuw iz 8151y dloleel zowsy cinall Sgiue le Jas
]

5.5.3. ACID - ACID

e A. Atomicity (ds,3JI):

Definition: Atomicity ensures that a transaction is completed fully or not at all,
preventing partial updates.

Rioy Lo (M)l (e aisaii oy V gl JolSIb dloloall JloS| iy o cpouss dy 3l
aiyzdl oligasal

Examples: A money transfer that either moves the entire amount or cancels the
transaction.

dlolzall iy of JolSIL gluall Jiiy Lo] s3I Jlgoll Jy g

e B. Consistency (gwlil):

Definition: Consistency ensures that a database remains in a valid state before and
after a transaction.

dlolsall a9 Jub dxllo Ao b ULl 8acls (i ol geusy @Guwlidl

Examples: Ensuring that account balances are accurate before and after a
withdrawal.

ezl a2yg Jus SLlwsdl 8300yl @5 e 28U



e C. Isolation (J;3=JI):

Definition: Isolation ensures that transactions are processed independently without
interference from other transactions.
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Examples: A transaction that updates a record does not affect another transaction
that is reading the same record.
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e D. Durability (olgaJl):

Definition: Durability ensures that once a transaction is committed, the changes are
permanent, even in the event of a system failure.
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Examples: A successfully completed order remains recorded in the database even if
the system crashes immediately afterward.

5 rislo 3 azy Uil Jbhs 13] wis S acls (b Usso iy 2l JoiSo il

5.6. SQL Injection - a=ll

Definition: SQL injection is a type of attack where malicious SQL code is inserted
into a query to manipulate or access data in a way that was not intended.

o8> SQL 135S U] el Cus Slexgll o £45 9 SQL SLLWI (w0 oSl pMiwl w0 Lo
83g:080 pt ddy by lg] Jewosll ol

Examples:

e An attacker entering ™" OR '1'="1" into a login form to bypass authentication.

85Ul jolad) Jo>all dizati 75900 x 29801 JB3L iy p2lgall



Use Case

Scenario: A financial institution uses a database to store sensitive customer
information, including account details and transaction histories. The institution must
ensure that this data is secure, consistently available, and accessible only to
authorized personnel.

Jeolai s (b Loy vwlusd! eMasl Sloglse o) Sl 81cls ddlo duwgo o
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Implementation:

1.  Access Control: The database implements Role-Based Access Control (RBAC)
to ensure that only authorized personnel can access or modify customer data. For
example, customer service representatives can view account balances but cannot
change them, while database administrators have broader access.

olaa) el e 2ly Jguogll (b pSadl guboiy OLll 2cls pgdi :)guogll b pSa.L”
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2.  Data Encryption: Transparent Data Encryption (TDE) is applied to protect the
data at rest, ensuring that even if the physical storage media are compromised, the
data remains encrypted and inaccessible.

ouiny Lo gy 335 <l SULl dlasd SLld) colasil o] gulby oy :obill pdds
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3. Database Activity Monitoring (DAM): Real-time monitoring and audit logs
are employed to track all access and modification activities, allowing the institution
to detect and respond to unauthorized actions promptly.

i 82l DMowg waus=ll B gll o auslyall plaxiwl oy :OLLWI 33cls bliv dislye
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4.  SQL Injection Prevention: The database implements prepared statements and
input validation to protect against SQL injection attacks, ensuring that user input



cannot be used to manipulate queries.
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Multiple Choice Questions

1.  Which access control method assigns permissions based on job functions
within an organization?

e A) Discretionary Access Control (DAC)
e B) Role-Based Access Control (RBAC)
e () Mandatory Access Control (MAC)

e D) Attribute-Based Access Control (ABAC)

2. What is the primary purpose of Transparent Data Encryption (TDE)?
e A) Encrypting specific columns within a database
e B) Encrypting data during transmission over a network
e () Encrypting the storage files of a database

e D) Encrypting backup files

3.  Which ACID property ensures that a transaction is either fully completed
or not executed at all?

e A) Atomicity
e B) Consistency

e () Isolation



e D) Durability

4. What is the purpose of SQL Injection?
e A) To enhance the performance of SQL queries
e B) To insert valid data into a database
e () To exploit a vulnerability in the software to manipulate the database

e D) To secure data in a database

5.  Which of the following is an example of a security feature in SQL?
e A) Concurrency Control
e B) SQL Injection
e () Role-Based Access Control (RBAC)

e D) Field-Level Encryption

Answers and Explanations:

1.  B) Role-Based Access Control (RBAC) Role-Based Access Control (RBAC)
assigns permissions based on the roles individuals have within an organization,
aligning access rights with job functions.

2. C) Encrypting the storage files of a database Transparent Data Encryption
(TDE) is used to encrypt the database's storage files, ensuring that the data is
protected even if the physical files are accessed.

3. A) Atomicity Atomicity ensures that all parts of a transaction are completed
successfully, or none of them are, preserving the database's integrity.



4.  C) To exploit a vulnerability in the software to manipulate the database
SQL Injection is used to manipulate a database by inserting malicious SQL code,
often to access unauthorized data or perform unauthorized operations.

5. D) Field-Level Encryption Field-Level Encryption is a security feature that
allows individual fields within a database to be encrypted, providing more granular
control over data security.

6. Define and Apply Secure Coding Guidelines and Standards - <& =i
ooVl jueyill yuloeg Oliliy] Guloig

6.1. Security Weaknesses and Vulnerabilities at the Source-Code Level - dioll casuall blaj
d))aall Byapill Sgiue wle Oly2illy

6.1.1. Buffer Overflows - Ji$gall jj3all Oljglzi

Definition: A buffer overflow occurs when more data is written to a buffer than it

can hold, potentially overwriting adjacent memory and causing unexpected behavior
or vulnerabilities.

lore gy ol Sau il dzll o ST Ol GUS i loaic Gaxi Cidgall o jell Oljgli
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Examples:

e An attacker sending excessively large input to a vulnerable application to overwrite
memory and execute arbitrary code.

Olowlsi duaiig 8)SIU1 G99 GUS) cusus Gudai (J] 135 808 OM530 Jlwyb pody p>lgo
duilgiue dizoy

6.1.2. SQL Injection - ;8>



Definition: SQL injection involves inserting malicious SQL statements into an
application's input fields, allowing attackers to manipulate the database and gain
unauthorized access.
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Examples:

e An attacker inputting SQL code in a login form to bypass authentication and access
sensitive data.
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6.1.3. XSS / CSRF

Definition:

e XSS (Cross-Site Scripting): XSS involves injecting malicious scripts into web pages viewed
by other users, potentially leading to theft of session cookies or other sensitive
information.
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e CSRF (Cross-Site Request Forgery): CSRF tricks users into performing unwanted actions
on a web application where they are authenticated, potentially compromising their data.
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Examples:

e XSS: Injecting a script into a comment field that steals cookies from other users.
3V e axiiuall o bV cay yei Slale § g §ud Ji> (6 op yad JBo)

e CSRF: Sending a request to change the email address of a user without their knowledge.
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6.1.4. Covert Channels - 4 pudl Olgisl

Definition: Covert channels use unintended methods or means to communicate or
exfiltrate information in a way that bypasses security controls.

déy g Slogleall zlyxiwl ol Lolgill 85gn80 jue Jilwg ol By paxiws & juwll Slgidll
duioVl bylgunll jglzii

Examples:

e Embedding hidden messages in non-traditional data fields or using timing-based channels
to leak information.
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6.1.5. Backdoors - dalzll wlg VI

Definition: Backdoors are hidden methods of bypassing normal authentication or
security measures, allowing unauthorized access to a system or application.

zouy Las dplell duioll yulaidl gl @&sbaall jolxil das §yb (o dalzll wlgll
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Examples:

e A developer unintentionally leaving a hard-coded password in the code or an attacker
adding a backdoor to gain access.

Gals Gl canay p2lge o dimoyl 8yanill (16 8yaito j9po dalS 1os pe e i jobuo
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6.1.6. Trapdoor - dixoyJl glall

Definition: Trapdoor refers to a secret entry point in software that allows someone
to bypass normal authentication or access controls, often used for malicious



purposes.

dins yolyel paziwi lo Wity dplell Jaogll hylgso

Examples:

e A developer intentionally adding a trapdoor to a system for future exploitation.
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6.1.7. Logic Bomb - duabhio dluis

Definition: A logic bomb is malicious code programmed to trigger under specific
conditions, often causing damage or disruption.

6 WIE apatly Lo iigso baybs o gl fonoyto dlass Byansd b dulaiall ALyl
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Examples:

e Code that deletes files or corrupts data if a certain date is reached or a condition is met.
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6.1.8. Memory Reuse - 8)SI3J| plazxiwl 85lc]

Definition: Memory reuse involves using memory locations that have been
previously allocated, which can lead to security issues if sensitive data is not properly
cleared.
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Examples:

e Accessing memory locations that contain old data, potentially exposing sensitive
information.
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6.1.9. TOCTOU - Time-of-check to time-of-use

Definition: Time-of-check to time-of-use (TOCTOU) vulnerabilities occur when there
is a window of time between checking a condition and using the result, allowing an
attacker to exploit changes made in that window.

oo Gl o duie 8360 Jlidy 950 beade Goxd plaxiwVl Gisg JI gaxill Cusg Olysd
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Examples:

e Checking if a file is writable, then during the time before writing, an attacker replaces it
with a different file.
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6.2. Security of Application Programming Interfaces (API) - Sliubhil dxop Slg>lg L‘,Loi

6.2.1. REST

Definition: Representational State Transfer (REST) is an architectural style for
designing networked applications, which relies on stateless communication and uses
standard HTTP methods.

JbaiVl e saisny s illy asadd] Slasbil psaail loso bai ob diliad] allall Jas

Examples:

e Using RESTful APIs to fetch data from a server and display it on a web application.

g Guhi e lgoyeg eIl o DUl il

6.2.2. SOAP

Definition: Simple Object Access Protocol (SOAP) is a protocol for exchanging



structured information in web services using XML, known for its strict standards and
built-in error handling.

Sloas (s dabiioll Ologlsall Jsbi) JgSgigy 9o L buwul Jgogll JgSgigy
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Examples:

e Using SOAP APIs to handle transactions and ensure message integrity in enterprise
applications.

Slawiall Slinhs (o Llwl JolSs lawsg H\elsell dzlse]

6.3. Secure Coding Practices - 3oVl juoyidl Slwyloo

6.3.1. Input Validation - O\5aall o Gaxil

e A. Sanitizing Inputs - O\Sa0ll juglod

Definition: Sanitizing inputs involves cleaning user-provided data to remove any
harmful characters or patterns that could be used in an attack.
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Examples: Removing HTML tags from user inputs to prevent XSS attacks.
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e B. Type Checking - ¢l ;o gaxil

Definition: Type checking ensures that input data matches the expected data type,
preventing type-related vulnerabilities.
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Examples: Ensuring that a numeric input field only accepts numbers and rejects
non-numeric characters.
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6.3.2. Authentication and Authorization - jay981lg d83Lowll

e A. Authentication - d&5>Laoll

Definition: Authentication is the process of verifying the identity of a user or
system, typically through credentials such as usernames and passwords.

Jio slaicVl Slily JU5 oo Bole ol gl pakiuwe & gd oo Gaxill diloc (b 455 |
Joyall SladSg o xzimal clawwl

Examples: Using multi-factor authentication (MFA) to enhance security by requiring
additional verification methods.
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e B. Authorization - yay ol

Definition: Authorization determines what an authenticated user or system is
allowed to do, controlling access to resources and operations.

Jsogll (6 aSziy las u plill aple §3las! plUsil of paziuwell zows Lo 332 Lo gaill
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Examples: Assigning user roles and permissions to control access to different
features or data within an application.
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6.3.3. Error Handling - cUs3Vl dxlse

e A. Generic Error Messages - dolJl clasVl Jilw)

Definition: Generic error messages provide minimal information about the nature of
an error, reducing the risk of exposing sensitive system details.
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Examples: Displaying a simple "An error occurred” message rather than detailed
system errors.

plail) adunaill ozl o Yy doguy "lUas &as" dlwy yoye

e B. Logging Errors - elosVl Jusews

Definition: Logging errors involves recording error information for analysis and
troubleshooting, aiding in identifying and addressing issues.
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Examples: Storing detailed error logs in a secure location to track and investigate
application issues.
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6.4. Software-Defined Security - Glizxoyll ysall Lol

Definition: Software-defined security (SDS) refers to security mechanisms that are
managed and controlled through software, enabling dynamic, policy-based security
management.
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Examples:

e Implementing virtual firewalls and security policies that can be adjusted through
centralized management platforms.
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Use Case

Scenario: A software development company is implementing secure coding
practices to protect their applications from vulnerabilities. They need to ensure that
their codebase is resilient against common attacks and follows industry standards
for security.
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Implementation:

1.  Buffer Overflow Protection: The development team implements secure
coding practices to avoid buffer overflows by using safe functions and performing
proper input validation.
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2. API Security: The team ensures that APIs are protected by using secure
protocols (such as HTTPS for REST) and implementing proper authentication and
authorization mechanisms.

@83badl ST 3udily diel OVgSgign elaziwl JUs o drexo lgil oo @18l aSly
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3. Secure Error Handling: Generic error messages are used to prevent the
leakage of sensitive information, and detailed error logging is implemented for
internal analysis.
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4.  Memory Management: The team applies best practices for memory
management, including proper clearing of memory and avoiding reuse of sensitive
data.
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5. Software-Defined Security: Virtual security appliances and policy-based



management are used to adapt security measures to evolving threats dynamically.
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Multiple-Choice Questions

1. What is a common method to prevent buffer overflow vulnerabilities?
A. Using unbounded string functions

B. Validating input sizes

C. Ignoring memory management

D. Employing weak input validation

2. Which of the following is an example of a method to protect APIs?
A. Using unencrypted HTTP

B. Implementing proper authentication and authorization

C. Ignoring input validation

D. Allowing open access to APIs

3. What is a secure practice for handling errors in an application?
A. Displaying detailed error messages to users

B. Logging errors in a secure location

C. Ignoring error messages

D. Using generic error messages and not logging errors

4. Which type of attack can be prevented by using parameterized queries?



A. Cross-Site Scripting (XSS)
B. SQL Injection
C. Buffer Overflow

D. Denial of Service (DoS)

5. What is a benefit of using software-defined security (SDS)?
A. Static security measures

B. Dynamic, policy-based management

C. Reduced security flexibility

D. Manual configuration of security settings

Answers and Explanation
1. Answer: B. Validating input sizes

Explanation: Validating input sizes ensures that the data written to a buffer does
not exceed its capacity, thus preventing buffer overflows. M5l pL3>i oo Gaxill

oizall Olygla gios los dlgizw jolaii ¥ Cisgall o5l Wl digiSall SULWI ol cponiu
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2. Answer: B. Implementing proper authentication and authorization

Explanation: Implementing proper authentication and authorization ensures that
only authorized users can access the APl and perform allowed actions.dssbow]| Juais

cbly Jsosll agiSay bis pg) 2 panll proaziwall ol Geuwdy awliall yaysailly
ls 7 gouall Slcly>l

3. Answer: B. Logging errors in a secure location

Explanation: Logging errors in a secure location helps in tracking and analyzing



issues while preventing sensitive information from being exposed to users.
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4. Answer: B. SQL Injection

Explanation: Parameterized queries prevent SQL injection by ensuring that user
input is treated as data rather than executable code.

paziall D310 go Jolmill aiy ol Hlaws JU5 o izl giad dlgall OloMsiw)l]
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5. Answer: B. Dynamic, policy-based management

Explanation: Software-defined security enables dynamic adjustments of security
measures based on evolving threats and policies, enhancing adaptability and
responsiveness..Je tliy gloVl julaid dxsuelisdl SMyaeil aui Slize b ysall GloVl
dlxiwVlg Sl 3z Lowo 18y glaied] Slwlwdlg Slagagill.

7. Application Security Controls - Olaubil ;Jl.oi hylgo

Definition: Application security controls refer to measures implemented within
applications to protect them from threats and vulnerabilities, ensuring that the
software performs securely and as intended.

oo il Olaphill Jsls bigei aly il juladl o) s Slagbil lol bylgus
dguaio 98 leSg olol ey 2ol ol olawsdg «ly2illy <ilayagill.
Purpose: The purpose of application security controls is to safeguard applications

from various types of attacks, protect sensitive data, ensure compliance with security
policies, and enhance overall system reliability.
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ole.

7.1. Input Validation - O\M3aell o gaxil

Definition: Input validation is the process of verifying that input data meets certain
criteria before processing it. This helps prevent malicious data from entering the
system and causing security issues.
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Purpose: The purpose of input validation is to ensure that only valid data is
accepted by the application, preventing security vulnerabilities such as SQL injection,
XSS, and buffer overflows.
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7.1.1. Whitelist Validation - claul ailgil o izl

Definition: Whitelist validation involves defining a list of acceptable input values or
formats. Inputs that match the criteria are allowed, while others are rejected.
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Examples:

e Allowing only predefined options in a dropdown menu.

Udaatio 403l5 (b e 83330l )Ll bhis plowll.

7.1.2. Length Checks - JoboJl 1o gaxil

Definition: Length checks ensure that input data does not exceed the maximum
allowed length, preventing buffer overflow vulnerabilities and ensuring consistent
data processing.
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Examples:

e Limiting a username to a maximum of 20 characters.

l;_)? 20 0,18 U-\o.o| Ay paxiued| pawl 3yaxd.

7.1.3. Format Validation - guuidl o gaxil

Definition: Format validation involves checking that input data conforms to a
specific format or pattern, such as email addresses or phone numbers.

cailsgll o6yl of (rigyiSIVI sl cuglic o,

Examples:

e Verifying that an email address contains "@" and a domain name.

Gl ausly "@" Ll (sgiz igpSIVl 3yl plgic ol go Gaxill.

Use Case

Scenario: An e-commerce website implements input validation to prevent security
vulnerabilities. They use whitelist validation to ensure only allowed product
categories are submitted, perform length checks to avoid buffer overflow issues, and
validate email format to ensure proper user registration.
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Implementation:

1. Whitelist Validation: Only specific product categories are accepted through
the form.
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2.  Length Checks: Usernames are limited to 20 characters to avoid overflow
Issues.
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3. Format Validation: Email addresses are validated to ensure they follow a
correct pattern.

7.2. Authentication and Authorization - oy gaillg ds5Lowl!

Definition: Authentication and authorization are processes used to verify the
identity of users and determine their access rights to resources and functionalities
within an application.
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Purpose: The purpose of authentication is to confirm that users are who they claim
to be, while authorization ensures that authenticated users have the appropriate
permissions to access or perform actions on resources.
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7.2.1. Multi-Factor Authentication (MFA) - JolgsJl 851510 d8i3Lowll

Definition: Multi-Factor Authentication (MFA) requires users to provide two or more
verification factors to gain access, adding an additional layer of security.
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Examples:



e Combining a password with a one-time code sent to a mobile device.
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7.2.2. Role-Based Authorization - jgJJI (Je Qi you g0l

Definition: Role-based authorization assigns permissions based on user roles,
ensuring that individuals only have access to resources necessary for their role.

ol oouiy Law e sziiuall gl e 2l SligdVl youwazy j9all e ailadl joy gaill
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Examples:

e Granting administrative access to system administrators while limiting regular users to
basic functionalities.
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7.2.3. Single Sign-On (SSO) - 3LVl Jgsal Jazui

Definition: Single Sign-On (SSO) allows users to authenticate once and gain access
to multiple applications or systems without re-entering credentials.

ol Olauby Wl Jguoglly 8a5lg 8y0 @63banll reaxiuall auiy $>BUI Jgzal Jusui
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Examples:

e Logging into an email account and automatically being logged into associated
productivity tools.

iyl sl Slgsl Gl Wlal Je3allg igyiSIVl 3l wlws ol gl Juzes.

Use Case

Scenario: A financial services company implements authentication and authorization
controls to enhance security. They use MFA for login, role-based authorization to



restrict access based on job functions, and SSO to streamline user access to various
systems.

5 3Lan)l gorziuy .ololl =il Loy sailly d3baell bylgs il ddle Oleas &
ol 2y Jguo gl auai) gl wle wilall oy giailly «Jgzal Juzui) Jolg=ll 8325
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Implementation:

1. Multi-Factor Authentication (MFA): Users must provide a password and a
verification code to log in.

Juzaud) GO jo)9 )g)0 dolS ALY u.x.o_x.zx.w.o.l 1 | e =y d.o|9.sd| 3o d9) Lol
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2. Role-Based Authorization: Access is granted based on user roles, with admins
having broader access.
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3. Single Sign-On (SSO): Users can access multiple applications with a single
login session.
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7.3. Secure Session Management - dioVI Slud=ll 3)lo]

Definition: Secure session management involves controlling and protecting user
sessions to ensure that session information is secure and not exposed to
unauthorized parties.

dulzl Sloglse ol ¢l paziuel! Sluls dlasg aSadl ounii dioll Sludzdl 815
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Purpose: The purpose of secure session management is to prevent session

hijacking, fixation, and other session-related attacks by ensuring proper handling
and protection of session data.
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7.3.1. Session ID Randomization - duwl>Jl Wise dulgic

Definition: Session ID randomization involves generating unpredictable session
identifiers to prevent attackers from guessing or predicting session IDs.
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Examples:

e Using cryptographically secure random number generators for session IDs.

dulol O lysa) & il oWl o ol duilguise o)l Olalgo olaziuwl.

7.3.2. Session Expiry - dul=J| clgil

Definition: Session expiry refers to the automatic termination of a session after a
period of inactivity or a predefined duration.

Biuro 53330 820 gl blidl pac oo 816 any WL dwdsdl elgil | yuiy dwlddl clgiil.
Examples:

e lLogging out users automatically after 15 minutes of inactivity.
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7.3.3. Secure Cookies - dioVl blu)Vl &y =i Slale

Definition: Secure cookies are cookies that are transmitted over secure channels
(e.g., HTTPS) and have attributes set to ensure they are not accessible via client-side
scripts.
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Examples:



e Setting the "Secure" and "HttpOnly" flags on cookies to enhance their security.

lailol 3y 3= i)Vl cay y=5 Slade e SlolMsdl s,

Use Case

Scenario: A web application implements secure session management to protect
user sessions. They use session ID randomization to prevent session guessing, set
sessions to expire after inactivity, and ensure cookies are transmitted securely with
appropriate attributes.

dyilgaine (goaziiug oo sziuall Olul> dilox) AVl Sludxll §)D] 3k cugy Gubd
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Implementation:

1. Session ID Randomization: Generates session IDs using secure random
number generators.

diol aplguite o15)l Olalge plaziwl dwdzdl Olojme Ay tdulz)l Wiso duilguitc.
2.  Session Expiry: Sessions automatically expire after 30 minutes of inactivity.
bladl pac o dausy 30 asy Wilelh Olud=dl gty sdaudzd| elgiil.

3. Secure Cookies: Cookies are marked as "Secure" and "HttpOnly" to prevent
unauthorized access.

1t Jswosdl gie) blinl iy y2i Slile wle dolle giog als sitell bliyVl wiy ys5 Olale

7.4. Error Handling and Logging - Juzuillg oVl dz)lse

Definition: Error handling and logging involve managing and recording errors that
occur within an application. Proper handling and logging are crucial for
troubleshooting, maintaining application security, and ensuring compliance.

dzdlzall . gl Usls Gass il clbsll Jumus 815 gouiis Jumilly clasill dadlzo
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Purpose: The purpose of error handling and logging is to identify, analyze, and
address issues effectively while maintaining the security and integrity of the
application.

blaxl go ddledy OVSuitall dxlleog Julzig 3325 ga Juzuilly clasVl dzxdles o oyl
Gudail doMuwg lol e

7.4.1. Generic Error Messages - dolsJl clbs¥l Jiluw,

Definition: Generic error messages provide minimal information to users, avoiding
the disclosure of sensitive details about the system's inner workings.

Juoler e caistl wiziy loo «groasiwel) duls Sloglse padd dolsll closll Jikw,
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Examples:

e Displaying a simple "An error occurred" message rather than detailed system errors.

plail) aduaaill clasl o Yy doguy "oz &as" dlwy yo)e.

7.4.2. Detailed Logging - yJuosill Juzwdl

Definition: Detailed logging involves recording comprehensive information about
errors, including the context and specifics of the issues, for effective troubleshooting.

Slwd! A3 (6 Lo wclasll e dlolis Sloglse Jumusi gouinis (ool Juzuil!
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Examples:

e Logging error codes, stack traces, and user actions leading up to the error.

Uzl ol sl il e 3zimall Slelyzly @il yilg ezl jg0) Juzows.

7.4.3. Audit Trails - g5l SMouw



Definition: Audit trails are records of all actions and changes within an application,
providing a chronological history for security audits and compliance.

i) Bu )b y09u Lo bl U3y Slhuilly OlelzVl graz) OMzw (& §u8ail S\
JUioVlg oVl §a8ill.

Examples:

e Maintaining logs of user login attempts, data modifications, and system changes.

sl Olusig (ULl SMasig «oeazimal] Jood Jumud SV gle Ol e blazl,

Use Case

Scenario: An online banking application integrates error handling and logging
mechanisms to monitor and address issues. They use generic error messages for
users, detailed logs for troubleshooting, and audit trails for security reviews.

MSinall dzllog @idlpe) Juzwilly clasVl dxllee W zosy iVl pe (S Gubi
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Implementation:

1. Generic Error Messages: Users receive a generic "An error occurred" message
during issues.

OSitadl JU5 dole "o s @l ggessiwall (il tdelsdl clos¥l Jil,).

2.  Detailed Logging: All errors are logged with detailed context, including user
actions and system status.

Slelyz] i3 (16 Loy wodiads by clbsll gias Juzui oy toduadil]l Juzuwil
sl Alsg oproaziuell.

3. Audit Trails: Comprehensive audit trails are maintained for all significant
actions and changes.

dogoll Olyuillg OlelyzMl groz) dloliy §u635 OMzw e Bblazdl oy 1 @a8 Ul SMw.




Multiple-Choice Questions

1. What is the primary purpose of input validation in application security?
A. To format data for display

B. To ensure data is properly processed

C. To reject invalid or malicious data

D. To encrypt sensitive data

2. How does Multi-Factor Authentication (MFA) enhance security?
A. By using only passwords for login

B. By requiring additional verification factors

C. By eliminating the need for passwords

D. By allowing single sign-on (SSO)

3. What is a common practice to secure session cookies?
A. Setting cookies to be accessible via JavaScript

B. Using the "Secure" and "HttpOnly" flags

C. Allowing cookies to be sent over HTTP

D. Storing cookies in local storage

4. What should be included in detailed logging for effective troubleshooting?
A. Only error messages

B. User actions and error context

C. System uptime records

D. External API call logs



5. What is the main advantage of using role-based authorization?
A. It simplifies user interface design

B. It provides a single login for multiple systems

C. It ensures users only access resources they need

D. It generates random session IDs

Answers and Explanation

1. Answer: C. To reject invalid or malicious data

Explanation: Input validation ensures that only valid and safe data is accepted by
the application, preventing potential security threats.

giay las (gubill s (o his dioVlg dxlodl Ul Jaid eusy Ssaell (o Gaxill
dlaizoll dyioVl Olayagill.

2. Answer: B. By requiring additional verification factors

Explanation: MFA enhances security by requiring users to provide multiple forms of
verification, making unauthorized access more difficult. ;o oloVl ju 3% e Jasi
ST @ 2 poall e Jgogll Jezy oo o sziuall (o Gasil o JBusl sac il JAs

3. Answer: B. Using the "Secure" and "HttpOnly" flags

Explanation: Setting cookies with the "Secure"” and "HttpOnly" flags helps prevent
unauthorized access and enhances security by ensuring cookies are only transmitted
over secure channels and are not accessible via client-side scripts.

JU5 o gVl 3320 @ 2 poell e Jgooll gie (b acluy bVl cayyei Olale jusi
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4. Answer: B. User actions and error context

Explanation: Detailed logging should include user actions and the context of the
errors to effectively diagnose and resolve issues.

ONSitedl Gowind) clbsll §luwg greziuell Oleha] (ool Jmudl Geusi of w
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5. Answer: C. It ensures users only access resources they need

Explanation: Role-based authorization ensures that users have access only to the
resources necessary for their roles, enhancing security and minimizing potential
risks.

3leadl Wl bhés Jgogll e o goazimall duozy ol H9l wle wilddl yay gaill pouiy
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Conclusion

This module highlighted the importance of integrating security throughout the
Software Development Life Cycle (SDLC) to protect against vulnerabilities and
threats. & lzo | 1 oboi 8L 5)93 Jlgb oLVl zod dredl e cquall 5a5g)l 03 Ialui
Olgagily Gl o Glixeydl dlax]

By identifying and applying appropriate security controls, assessing software security
effectiveness, and evaluating the security impact of acquired software, organizations
can significantly reduce risks. auéig duuliall ooVl bulgs Gudnig Jazd JAS oo

bl Julss Slabaiol) (Sey duiSell Olxopl) oloVl 45l audiy Olizxoyd! ol dulss

Additionally, adhering to secure coding guidelines and implementing robust
application security controls are essential practices for ensuring that software
remains secure, resilient, and compliant with industry standards. ;ls ¢lJy (J| dsLo VL
duwlwl Slulas a4 gall Olaghill ool bulgus isaiig diell dzeyull Slslinly pl3iVI

Py
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